S. HrG. 106-758

GAO’S PERFORMANCE AND ACCOUNTABILITY
REVIEW: IS THE SBA ON PAR?

HEARING

BEFORE THE

COMMITTEE ON SMALL BUSINESS
UNITED STATES SENATE

ONE HUNDRED SIXTH CONGRESS
SECOND SESSION

JULY 20, 2000

&

Printed for the Committee on Small Business

U.S. GOVERNMENT PRINTING OFFICE
68-000 cc WASHINGTON : 2000

For sale by the Superintendent of Documents, Congressional Office
U.S. Government Printing Office, Washington, DC 20402



COMMITTEE ON SMALL BUSINESS
ONE HUNDRED SIXTH CONGRESS

CHRISTOPHER S. BOND, Missouri, Chairman

CONRAD BURNS, Montana JOHN F. KERRY, Massachusetts
ROBERT F. BENNETT, Utah CARL LEVIN, Michigan

OLYMPIA J. SNOWE, Maine TOM HARKIN, Iowa

MICHAEL ENZI, Wyoming JOSEPH I. LIEBERMAN, Connecticut
PETER G. FITZGERALD, Illinois PAUL D. WELLSTONE, Minnesota
MIKE CRAPO, Idaho MAX CLELAND, Georgia

GEORGE V. VOINOVICH, Ohio MARY LANDRIEU, Louisiana
SPENCER ABRAHAM, Michigan JOHN EDWARDS, North Carolina
VACANCY

EwmiLia DiSANTO, Staff Director
PAuUL COOKSEY, Chief Counsel
PATRICIA R. FORBES, Democratic Staff Director and Chief Counsel

1)



CONTENTS

OPENING STATEMENTS

Bond, The Honorable Christopher S., Chairman, Committee on Small Busi-
ness, and a United States Senator from MiSSOUTT .....cccveveeeeeeeiivieeeeeeeeinreeeeeen.
Enzi, The Honorable Michael B., a United States Senator from Wyoming ........
Kerry, The Honorable John F., Ranking Member, Committee on Small Busi-
ness, and a United States Senator from Massachusetts ........cccccceeeeveeinvenenne..
Snowe, The Honorable Olympia, a United States Senator from Maine ..............

WITNESS TESTIMONY

Walker, The Honorable David M., Comptroller General, United States Gen-
eral Accounting Office, Washington, D.C. .......c.cccecoviiiiiiiiiniiiiiniieiieeeeee s
Czerwinski, Stanley J., Associate Director, Housing and Community Develop-
ment Issues, Resources, Community, and Economic Development Division,
United States General Accounting Office, Washington, D.C. ..........ccccceeeuneenn.
Willemssen, Joel, C., Director, Civil Agencies Information Systems, Account-
ing and Information Management Division, United States General Account-
ing Office, Washington, D.C. ......cccccciiiiiiiiiiiiiieieeeeeeee et
Brostek, Michael, Associate Director, Federal Management and Workforce
Issues, General Government Division, United States General Accounting
Office, Washington, D.C. .......cccccooiiiiiiiiiiiniieeciieeereeeiree et e e e e e e e saneeeneees
Alvarez, The Honorable Aida, Administrator, Small Business Administration,
Washington, D.C.; accompanied by Peter McClintock, Deputy Inspector
General, Small Business Administration, Washington, D.C.; James
Ballentine, Associate Deputy Administrator for Government Contracting,
Minority Enterprise Development, Small Business Administration, Wash-
ington, D.C.; and Kris Marcy, Chief Operating Officer, Small Business
Administration, Washington, D.C. ..........cccooiiiiiiiiieiieeeee e e

ALPHABETICAL LISTING AND APPENDIX MATERIAL SUBMITTED

Alvarez, The Honorable Aida
TESTIMIOILY ..eeiiuetieiiitieeiitee ettt ettt et e et e e e bt e e eabte e s bt e e ssbeeesabeeesnaees
Prepared statement and attachment ............cccocceviiviiiiinniinnnnnn,
Responses to post-hearing questions posed by Senator Bond ... .
Responses to post-hearing questions posed by Senator Kerry ..........c.ccc.......
Bond, The Honorable Christopher S.
Opening statement
Prepared statement
Letter from Senator Bond to Ms. Alvarez
Post-hearing questions posed to Ms. Alvarez and subsequent responses ....
Brostek, Michael
TESTIIMONLY ..eeievvieeeiiieeeiieeesieeeesteeeete e e st eeesbeeeesabeeessseeensseeesansseeesseeesnsseesnnsses
Prepared statement ..........ccccooeeviieiiiiiecieeee s
Responses to post-hearing questions posed by Senator Kerry
Czerwinski, Stanley J.
TE@SEIMOILY ..veievriieeiiieeeiieeeeteeeeeteeeeteeeetree e baeeesaseeeesseeesssseeaessseeessaeeassseeennnnes
Prepared statement and attachments ...........cccccccevvieniiiiinnnnen. .
Responses to post-hearing questions posed by Senator Kerry ......................
Enzi, The Honorable Michael B.
Opening StateMeNt .........cccooieeiiiiiiiiiieie e
Ledger report titled “Sorted By Function” .........ccccoeovviiiiiiiinniiiiiniieinieeens

(I1D)

Page

255
267

30

115

230

279

279



Kerry, The Honorable John F.
Opening StAtEMENt .........cceeviiiiiiiiieiiierie ettt
Letter from Ms. Alvarez to Senator Kerry
Prepared statement
Post-hearing questions posed to Mr. Walker and subsequent responses ....
Post-hearing questions posed to Mr. Czerwinski and subsequent re-
SPOIISES .euveuruieueetententetenteseesesteste s e tentebeeseseesaentesteseehe e b e s b e s et entebeebesae st e nennens
Post-hearing questions posed to Mr. Willemssen and subsequent re-
SPOIISES c.euteureurueeteetentetestesteueste et e testeateates e st sae st eaesheebe b bt at bt sa e aen e eaes
Post-hearing questions posed to Mr. Brostek and subsequent responses ....
Post-hearing questions posed to Ms. Alvarez and subsequent responses ....
Snowe, The Honorable Olympia J.
Opening StAteMENt .........ccceeeiiiiieiiie et eree e e e tre e e e e ere e e eneeas
Walker, David M.
TESTIIMONY ..eeieeriieeiiieeeitie ettt eesteeeete e e st ee e beeeesabeeessseeessseeesnssteesssaeesnsseeennsses
Prepared statement ...........cccoeeviieiiiiiiciieeee e
Responses to post-hearing questions posed by Senator Kerry
Willemssen, Joel C.
TE@SEIMOTLY ..eeievrieeeiiieeeiiieeeieeeeeteeeeteeestree e breeesaaeeeesseeesssseeaassseeessaeeasseeennnes
Prepared statement and attachments ...........cccocccevviieniiiiinnnnnnen. .
Responses to post-hearing questions posed by Senator Kerry ......................

Page
255
257
262
341
349

350



GAO’S PERFORMANCE AND ACCOUNTABILITY
REVIEW: IS THE SBA ON PAR?

THURSDAY, JULY 20, 2000

UNITED STATES SENATE,
COMMITTEE ON SMALL BUSINESS,
Washington, D.C.

The Committee met, pursuant to notice, at 9:30 a.m., in room
428-A, Russell Senate Office Building, the Honorable Christopher
S. Bond (Chairman of the Committee) presiding.

Present: Senators Bond, Enzi, Snowe, and Kerry.

OPENING STATEMENT OF THE HONORABLE CHRISTOPHER S.
BOND, CHAIRMAN, SENATE COMMITTEE ON SMALL BUSI-
NESS, AND A UNITED STATES SENATOR FROM MISSOURI

Chairman BOND. Good morning. The Small Business Committee
will come to order. Senator Kerry will be joining us, but since we
have a full schedule of witnesses today and the possibility of votes
beginning sometime right after 9:45, I thought we would start and
get as much testimony in as we can before we have to go off to
vote.

Let me say that as we begin this hearing, it is with a heavy
heart, particularly on the Small Business Committee, that we note
the passing of a dear friend, Paul Coverdell. He was a great cham-
pion of the small business community. He was a dedicated leader
in the Senate.

Since I became Chairman of this Committee in 1995, Paul Cover-
dell has been a valued and dedicated Member of the Committee.
He worked tirelessly for small business on many critical issues, in-
cluding making the SBA a more efficient and effective supporter of
small business, tax relief and IRS reform, ensuring a drug-free
workplace, and improving educational opportunities for America’s
children.

He certainly is going to be missed by all of us. We feel a special
connection with Paul as Missourians. He was a Missourian for a
while, lived near Kansas City and attended the University of Mis-
souri. But most of all, I think that all in the small business com-
munity will remember him as one who really had the interests of
small business at heart and he was undoubtedly a valued member
of our leadership.

Our thoughts and prayers are with his wife, his family, his staff,
and all those who cared greatly for and appreciated the work that
Paul Coverdell did.

Today’s hearing is the first in a series of hearings by the Com-
mittee on the management challenges faced by the SBA. This hear-
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ing also introduces a new methodology that the GAO is using to
assist Congress with its monitoring and oversight efforts. Of
course, the GAO’s job is to assist Congress by providing careful,
independent, and objective reviews of agency operations and pro-
grams. Most of the GAQ’s reports, however, focus on isolated pro-
grams, processes and/or concerns, and while they provide impor-
tant information about the various specific aspects of an agency,
they do not provide Congress or the agency administrators with a
complete picture of how an agency is operating.

Accordingly, last October, at my request, the Committee and the
GAO set out to formulate a method for the GAO to conduct an ex-
amination of agency operations that would provide depth and
breadth to root out any systemic problems in an agency, not just
symptoms of such problems that might appear in the way a par-
ticular operation is undertaken. The result is what GAO has
dubbed the Performance Accountability Review, or PAR.

The PAR is a way for the GAO to provide an overall assessment
of an agency’s major performance and management challenges.
What the PAR entails is a comprehensive review of agency oper-
ations that are most critical to the achievement of an agency’s mis-
sion. These include an agency’s strategic and performance plan-
ning, information systems management, financial management,
human capital, client services, and budget formulation and execu-
tion. The PAR review also calls for a review of mission-critical pro-
gram and ties the shortcomings an agency might have with its pro-
grams to systemic issues related to general agency operations.

As a former State auditor, I am familiar with accountability re-
views, performance reviews, and functional reviews. I share Mr.
Walker’s vision that it is of the utmost importance that Congress
actively exercise its oversight authority to ensure that the Federal
Government is operating in the most effective, efficient, and eco-
nomical manner possible. That is the ultimate goal of PAR.

Now, after formulating the method by which the GAO could per-
form this type of review, the Committee concluded it was important
that the GAO perform the Performance and Accountability Review
at the SBA. There are three primary reasons. First, the SBA is an
agency in transition. At the request of Congress, the SBA has
outsourced many of the tasks it used to perform in-house. It is
transforming itself from a programmatic agency to a regulatory
agency, and we need to monitor how it is carrying that out.

Second, there have been concerns raised to the Committee about
how the SBA manages its core programs. The Committee has re-
ceived several reports from the SBA Inspector General and GAO
demonstrating serious problems with its core programs.

Finally, the SBA is a small agency compared to behemoths like
HUD and the IRS, and PAR is intended to be a prototype that we
expect the GAO can use in all other agencies.

We will hear more about that from the Comptroller General, but
PAR is challenging, comprehensive, and resource intensive, not
only for the GAO and the SBA but for the Committee. We believe
that there are many important aspects to this Performance Ac-
countability Review and before we turn to the Comptroller General,
I want to call on Senator Enzi for any opening comments that he
wishes to make.
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[The prepared statement of Chairman Bond follows:]

STATEMENT BY SENATOR CHRISTOPHER S. BOND, CHAIRMAN
Committee on Small Business
Hearing entitled
“The GAO’s Performance and Accountability Review: Is the SBA on PAR?”
July 20, 2000

Good morning. This morning’s hearing is the first in a series of hearings by the
Committee on the management challenges faced by the SBA. This hearing also introduces a new
methodology that the GAQ is using to assist Congress with its monitoring and oversight efforts.
Of course, the GAQ has always assisted Congress by providing careful, independent, and
objective reviews of agency operations and programs. Most of the GAO’s reports, however,
focus on isolated programs, processes and/or concerns, and while they provide important
information about the various specific aspects of an agency, they do not provide Congress with a
complete picture of how an agency is operating.

Accordingly, last October, the Committee and the GAO set out to formulate a method for
the GAO to conduct an examination of agency operations that provides depth and breadth to root
out the systemic problems in an agency, not just the symptoms of such problems that might
appear in the way a particular program operates. The result is the Performance Accountability
Review or PAR.

The PAR is a way for the GAO to provide an overall assessment of an agency’s major
performance and management challenges. What the PAR entails is a comprehensive review of
the agency operations that are most critical to achievement of an agency’s mission. These
include an agency's strategic and performance planning, information-systems management,
financial management, human capital, client services and budget formulation and execution. The
PAR review also calls for a review of mission-critical programs and ties the shoricomings an
agency might have with its programs to systemic issues related to general agency operations.

As a former state auditor, I am familiar with accountability reviews, performance reviews
and functional reviews. I share David Walker’s vision that it is of upmost importance that
Congress actively exercise its oversight authority to ensure that the Federal government is
operating in the most effective, efficient and economical manner possible. That is the ultimate
goal of the PAR.

After formulating the method by which the GAO could perform this type of review, the
Committee concluded that it was important that the GAO perform the Performance and
Accountability Review at the SBA.. There are three primary reasons why the SBA was selected.
First, the SBA is an agency in transition. At the request of Congress, the SBA has outsourced
many of the tasks it used to perform in-house. The SBA is transforming itself from a
programimatic agency to.a regulatory agency, It is important that Congress closely monitor how
the SBA is conducting such transition.

Second, there have been concerns raised to the Committee about how the SBA manages
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its core programs. The Committee received several reports over the last year and a half from the
SBA Inspector General and the GAO demonstrating serious problems with its core programs,
including the 7{a) loan program, the 504 loan program and the 8(a) business development and
contracting program. The Committee would be remiss if it:

. failed to identify whether or not there are systemic problems at the SBA;

. failed to use the resources available to map out viable solutions; and

. failed to act as a catalyst to motivate the SBA to address concerns with which it may be
familiar.

Finally, the SBA is a small agency compared to behemoths like the Department of
Housing and Urban Development or the Internal Revenue Service. The PAR is intended to be a
prototype that the GAO can hopefully use to review all agencies. It makes sense that the GAO
hone the PAR on a smaller agency before it takes on the challenging task of providing such an
assessment of a large agency. We will hear more about the PAR from Comptroller General
Walker.

But let me not mislead anyone, a PAR is challenging, a PAR is comprehensive, and a
PAR is resource intensive. Not only for the GAO, but for the SBA and for the Committee. At
the same time, it is abundantly apparent that the long-term benefits that will result from the
review far outweigh any expenditure of resources in the short-term. This is about serving the
small business community better today and tomorrow.

'l give you an example of how small businesses will be better served by this review.
The GAO report on the SBA’s management of its information technology (IT) concludes that the
SBA has failed to develop fully and implement policies and procedures to
manage its IT system, including its IT investments, architecture, software development and
acquisition, security and human capital. These shortfalls must be corrected now, as the SBA is
currently implementing a new, comprehensive information system to collect, maintain and
analyze the data on its programs. The recommendations of the GAQ are an insurance policy that
the SBA will not fall into the same trap as the Internal Revenue Service or the Health Care
Financing Administration when it comes to the acquisition of information technology. These
agencies spent millions upon millions of dollars to update their information systems, and ended
up with nothing, We cannot let this happen time and time again in the Federal government. 1
know and everyone in this room knows that ensuring that the SBA is on the correct path now is
the right thing to do, and it’s the responsible thing to do.

~

This particular hearing will address three aspects of SBA’s activities and the three GAQ
reports completed to date as part of the Performance and Accountability Review: (1) a report on
the SBA’s management of its information technology; (2) testimony on the SBA’s human capital
management and planning; and (3) two reports on the SBA’s management of the 8(a) program.
The Committee plans on holding a series of hearings as the GAO continues the PAR. At the
conclusion of its review, the GAQ will provide the Committee with a final, comprehensive
assessment of SBA’s operations and recommendations intended to hopefully make SBA a model
for other executive agencies.
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The intent of this entire process is to provide the SBA with constructive criticism and to
focus its attention on the things upon which it needs to improve to more effectively and
economically serve its constituents, our nation’s small business community. Ifthe SBA responds
positively to the review and takes effective steps to correct the identified problems, then the
review has been a success. I am confident that Administrator Alvarez will “take the bull by the
horns™ and will speak in her testimony about how the SBA is and will continue improving upon
its operations as a result of these reports.

Indeed, the GAO reports we will hear about today point out some of the positive steps the
SBA has already taken to correct the problems identified by the GAO. For example, the SBA
agreed with many of the recommendations of the GAO in its report on information technology
management and pledged to implement many of the recommended practices. I commend the
SBA for realizing that these problems exist and for taking the initiative to correct them. There is
more to be done, however, and the GAO will be going into detail on the other issues on which
the SBA should be concentrating.

The purpose of today’s hearing is not to ambush the SBA or to hold the SBA to
unreasonable standards. These reports do not come as a surprise to the SBA. Over the last year,
the GAO has consulted closely and regularly with the SBA on the findings that will be addressed
today. I also understand that Senator Kerry’s staff was briefed by the GAO over a week ago on
the findings in these reports.

The purpose of this hearing is to document the findings of the reports and receive
assurances from the Administrator, on the record, that the SBA plans to fix the problems detailed
by the GAO. While I understand that other agencies may have similar problems to the SBA, that
is wholly irrelevant to our discussion today. Poor operation is not an acceptable standard merely
because you are an agency of the Federal government. In fact, if  have my way, hopefully the
GAO will be able to conduct more PAR’s to improve the overall operation of the government.

T look forward to hearing from each of our witnesses. To begin the hearing, we have
David Walker, the Comptroller General of the General Accounting Office to provide us with an
overview of the GAO’s study of the SBA and his goals for proper oversight of Federal agencies.
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OPENING STATEMENT OF THE HONORABLE MICHAEL B. ENZI,
A UNITED STATES SENATOR FROM WYOMING

Senator ENzI. Thank you, Mr. Chairman. I appreciate your hold-
ing this hearing today. I think that the Government Performance
Accountability Review and the Act that created it are extremely
important to the Government.

Before I make formal remarks, I, too, need to say a few words
about our colleague, Paul Coverdell. Senator Coverdell was a great
part of this Committee. In fact, he was a great part of anything
that he served on. He was one of the work horses that was not up
front taking the publicity but was pumping away at all of the inter-
nal efforts that were being done and usually wound up being a
huge part of any solution.

He pursued legislation that benefited small businesses not only
in Georgia but throughout the country. He was a hard worker. He
never understood “no.” He never understood when we said it can-
not be done that way. He always persevered.

He was a good friend of mine as well as a mentor. I admired him
greatly. He will be truly missed in the Senate as a whole, but more
specifically as a Member of this Committee. He has done some ex-
citing and diligent work here that cannot be matched.

I am looking forward today to learning more about the progress
of the GAO’s Performance and Accountability Review of the Small
Business Administration. As you know, the SBA was one of the
pilot agencies for the Government Performance and Review Act and
their strategic plan has benefited from past GAO reviews. To my
knowledge, GAO was generally pleased with the SBA’s progress
and cooperation during the GPRA process. I had meetings with
them on that process earlier and then I followed that up, meeting
personally with Administrator Alvarez during the GPRA process at
the SBA offices to encourage their cooperation in getting a better
understanding of the process as well as their agency. I also have
been to a number of other agencies following up on this process,
such as the Department of Labor, OMB, and the IRS.

I think that GPRA and PAR have the potential for being one of
the great tools of government, right down to the employees, so that
the employees can finally get some credit for the work that they
are doing.

Therefore, I sincerely hope and am confident that the Small
Business Administration will work actively with the GAO to find
solutions to the concerns that the GAO has addressed in its three
initial reports associated with this new Performance and Account-
ability Review. The Small Business Committee is committed to en-
suring that the Small Business Administration stays on task in an
efficient and effective manner when assisting small businesses na-
tionwide.

Again, I want to thank Administrator Alvarez, Comptroller
Walker, and the other witnesses for being here today. I look for-
ward to hearing from each of you.

Chairman BoND. Thank you very much, Senator Enzi. It is al-
ways nice to have a real accountant on the Committee. I was just
elected to the post. Senator Enzi earned the title of CPA. There is
a real difference.
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With that, let us turn now to our first witness, the Honorable
David Walker, Comptroller General, U.S. General Accounting Of-
fice in Washington, D.C. Good morning, Mr. Walker, and welcome.

STATEMENT OF THE HONORABLE DAVID M. WALKER, COMP-
TROLLER GENERAL, U.S. GENERAL ACCOUNTING OFFICE,
WASHINGTON, D.C.

Mr. WALKER. Thank you, Mr. Chairman, Senator Enzi. I appre-
ciate the invitation to testify before you here today on the impor-
tant issue of Congressional oversight. But before I do, I, too, would
like to say a few brief words about Senator Paul Coverdell, given
his recent and sudden death.

Senator Coverdell was one of my strongest supporters for ap-
pointment as Comptroller General of the United States. I knew
him from my time as a partner and Global Managing Director with
Arthur Andersen in Atlanta. His wife, Nancy, and mine have
worked for Delta Airlines for years. My wife actually handled his
personal travel when he was Director of the Peace Corps, and my
daughter worked on one of his Senate campaigns.

Paul Coverdell was a true leader and a total gentleman. He
made a difference every day and he will be remembered for years.
We can only take comfort in the fact that he is now with his maker
and in a better place, and so our thoughts and prayers go out to
Nancy and Paul’s family. We will not forget him.

Chairman BOND. Thank you.

Mr. WALKER. With that, Mr. Chairman, I would like to begin my
testimony. As you know, you have asked me to focus on the impor-
tance of the issue of oversight and I am going to provide an over-
view context. I will also provide a bridge to the next panel of three
GAO professionals who will be talking about specific projects that
we are doing at the SBA.

But before I do, let me have a few brief introductory remarks. I
think it is commendable that you are having this oversight hear-
ing. There is a dire need for a renewal and a reinvigoration of the
oversight process in both houses of Congress. This is an important
beginning. Our Nation is at an important crossroads. The cold war
is over and we won, and for the first time in decades, we face sur-
pluses projected for a number of years in the future. These sur-
pluses provide us with an opportunity to look beyond the imme-
diate, to look over the horizon and to try to address some of the
longer-term challenges that we face in the 21st century.

I have testified before about the demographic tidal wave that is
going to hit this Nation and put tremendous budget pressures on
us in the future. It is very important that we continue to review
what government does, and how government does business, to
make sure that the taxpayers are getting an appropriate return on
their investment. While we may have plenty of money today, we
are going to come under increasing budget pressures in the future
because of known demographic trends. Our simulations show that.
It is critically important.

So we need to continue to focus on oversight, and there are sev-
eral ways in which we need to do so. This is a perfect time for the
Congress to be looking at what the Government does and how the
Government does business, and with that framework, I would like
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to turn to the first board that I will use for discussion purposes.
I assume, Mr. Chairman, that my full statement will be entered
into the record.

Chairman BOND. We will make it a part of the record and we ap-
preciate your calling that to our attention.

Mr. WALKER. Thank you, Mr. Chairman. First, I think there are
four key points as an overview theme. This is the opportune time
for the Congress to be looking at what the Federal Government
does and how it does business. Many programs were created dec-
ades ago based upon past wants and needs. They may or may not
make sense today, and they may need to be reengineered or other-
wise modified. Elected officials ultimately will determine what the
Government should do because that is your responsibility as an
elected official. But the GAO can play an important role in getting
you the facts, helping you understand the options, the pros and
cons, to be able to make timely and informed judgments.

Now is the time to also reexamine and redefine beneficiaries of
Federal programs. The key word here is targeting, targeting Fed-
eral policy, whether it be spending, loans, guarantees, tax incen-
tives, regulatory actions, or otherwise, to those most in need in
order to get the best return on investment. Also, targeting pro-
grams that get the best results or the best return on investment
in similar areas.

The third area, the constant need to improve the economy, effi-
ciency, and effectiveness of Federal Government operations. This is
an ongoing task and requires the concerted effort of OMB, the de-
partments and agencies, the Congress, the GAO, and the Inspec-
tors General. We must bring modern management principles to
government and enhance the use of technology while protecting
personal privacy.

And last but certainly not least, we should continue to be vig-
orous in fighting fraud, waste, abuse, and mismanagement. But
candidly, Mr. Chairman, the U.S. Government is the largest, most
complex, most diverse entity on the face of the earth and it prob-
ably always will be. Fraud, waste, abuse, and mismanagement will
never be zero. We should have zero tolerance for it, but it is very
important that we focus on changing the way that government does
business because that is where we are going to get a much higher
return on our investment.

[The chart follows:]
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The next chart will show there are three general areas where we
think there are opportunities for oversight. One area deals with
cross-cutting programs and efforts, whether it be economic develop-
ment, health care, food safety, or counterterrorism.

Another area deals with cross-management functions, whether it
be strategic planning, financial management, information tech-
nology, human capital management, acquisition management, or
client and customer service.

Another area deals with individual agency programs and man-
agement functions, where it is important that we look at major
functions within an agency and major programs within an agency,
and that we consider both for our performance and accountability
series as well as our high-risk series, which we update every 2
years.

You can see there is a great intersection between these three and
it is important that we work with the Congress on a bicameral and
nonpartisan basis on all three of these tracks. In fact, I think that
now is the time that both the GAO and the Congress need to re-
view how we go about conducting studies, how we go about working
together in order to make sure that the major programs and func-
tions are being addressed on a reasonable cycle and within reason-
able timeframes but yet to try to better manage the workloads, the
workloads of the Congress, the workloads of the agencies, and, yes,
the workloads of the GAO, because we all have limited resources.

[The chart follows:]
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Mr. WALKER. The next chart shows that we have an opportunity.
We have an opportunity to buildupon a management reform agen-
da that the Congress enacted in the 1990s. Whether it be financial
management, information technology, or other areas, you can see
that there are a number of major reforms that were enacted in the
1990s. The real key missing link to maximizing the Government’s
performance and accountability for the benefit of the American peo-
ple is the area of people, or human capital. Much more attention
must be focused administratively on that issue as well as ulti-
mately legislatively when the issue is ripe.

[The chart follows:]
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Mr. WALKER. We need to build on these reforms. We need to cap-
italize on the information contained herein in order to develop an
oversight plan that addresses the three key oversight tracks and
achieves a better workload balance for the Congress, the agencies,
and the GAO. We stand ready to work with the Congress on a bi-
cameral and nonpartisan manner to do so.

As you know, we have been conducting work at the SBA—for the
last several years. We have issued approximately 20 reports on the
SBA in a given year and that has occurred for several years and
I am happy to answer questions with regard to that.

The SBA is in transition and we have had a number of pending
requests to do work at the SBA. As you know, Mr. Chairman, by
law, we are required to do work that is either mandated by the
Congress or requested by a Congressional committee. I would like
to note for the record that everything that we are doing falls into
one of these two categories. I do, however, appreciate workload con-
cerns on behalf of the Agency, the Committee, as well as the GAO
in this regard.

It is important to note that the panel that follows me will provide
examples of some of the work that we are doing right now at the
SBA. There are three areas in particular that are going to be dis-
cussed. Stan Czerwinski, who has overall responsibility for the
SBA program work, will discuss our findings in two reports that
you have requested on the SBA’s 8(a) program. They are being re-
leased today. Joel Willemssen, who has looked across government
at information technology issues will discuss our report to you on
information technology at the SBA and a report that is also being
released today. And finally, Mike Brostek, who has been handling
our human capital work, will discuss our recent work in the SBA’s
human capital area.

It is important to note that the SBA has had an opportunity to
review these reports. We think that is important. We do not want
to play “gotcha.” That is not what good government is all about. We
want to be professional, objective, fact-based, nonpartisan, non-
ideological, fair, and balanced, and Mr. Chairman, I will endeavor
and our people will endeavor to do that in everything that we do.

I cannot overstate my support for you and your colleagues and
others to try to look to renew and reinvigorate the challenging task
of serious oversight. It is important for the country. It is important
for the taxpayers.

That concludes my prepared statement. Mr. Chairman, I would
be happy to answer any questions that you or Senator Enzi might

ave.

Chairman BoOND. Thank you very much, Mr. Walker.

[The prepared statement of Mr. Walker follows:]
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Mr. Chairman, Senator Kerry, and Members of the Committee:

I appreciate the opportunity to testify before this Committee today to discuss the
importance of Congressional oversight and our role in assisting you with this task. Let
me commend you, Mr. Chairman, for taking on the important, but not always glamorous,
task of serious oversight. Major review-both of existing laws and programs-——and their
implermentation-—and of agency management is hard work, but it can yield important
outcomes. Reviewing existing programs to determine whether they can work better and
to determine how an agency can perform its mission more economically, efficiently, and
effectively is critical to maximizing the government’s performance and assuring its
accountability to the Congress and the American people. So that you can spend much of
today’s session hearing our findings about SBA, I will not go into great detail on some of
the general points that I want to make regarding oversight. I have elaborated on all of
these in previous statements.'

As T have noted before, we stand at an important crossroads. The cold war has ended,
and we won. In addition, after nearly 30 years of budget deficits, the cormbination of
hard choices and remarkable economic growth has led to a budget surplus. We appear—
at least for the foreseeable future—to have slain the deficit dragon. At the beginning of
the year, the Office of Management and Budget (OMB) and the Congressional Budget
Office (CBO) showed both unified and on-budget surpluses over the next 10 years, and
mid-year updates have only increased these surplus estimates While this is good news,
it does not mean that making hard choices is a thing of the past. Even if the budget
surplus continues, it does not signal the end of fiscal challenges. Rather, these surpluses
provide an opportunity to ook beyond the 1-, 3-, or 5-year budget horizon of recent
deficit debates and to focus on the longer term challenges as we move into the 21
century.

I have testified before on the importance of preparing for the demographic tidal wave
facing both the United States and much of the industrialized world’ Social Security and
Medicare are only the most obvious fiscal time bombs we face. Bills will also come due
for a variety of other commitments and contingencies.

Facing long-term fiscal challenges is not our only obligation. Freed of the constraints of
the cold war and chronic deficits, we move into the 21st Century with a golden
opportunity—and a fiduciary obligation—to review the legacy of existing activities and
programs with an eye foward weeding out or reforming those programs to free up
resources that can address emerging needs We now have an opportunity and obligation
to take a comprehensive look at what government should do and how government

‘Managing in the New Millernium: Shaping a More Efficient and Effeciive Government for the 21” Century (GAQ/T-QCG-00-9, Mar. 29,
2000). Budget Issues: Effective Oversight and Burget Discipline Are Essential—Even in a Time of Surplus {(GAQ/T-AIMD-00-73, Feb.
1, 20000,

* i’ld‘edicare and Budget GAO's P ive on the i Proposal and the Need for Refoem (GAO/T-AIMDHEHE-89-
113, Mar. 18, 1999) and Social Security Reforme What the President’s Froposal Does and Does Not Do (GAQ/T-AIMIVHEHS-99-76,
Feb. §, 1989).
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" should do business. Future fiscal challenges call for prudent stewardship of our national
government to ensure delivery of the services that Americans need versus what they
. want, and considering what we can collectively afford. This affordability issue is critical
and complex given our current budget surpluses and the approaching demographic tidal
wave. We may be able to afford certain actions or activities today, but we may not be
able to tomorrow. In addition, consideration should be given to providing enough fiscal
flexibility so future generations can make sorme of their own choices regarding
government roles and resources.

The advent of budget surpluses does not lessen the need for more efficient and effective
government and will continue to require difficult choices. Government performance and
accountability need to be enhanced in order to get the most out of available resources
and forge effective approaches to both the newly emerging and long-standing problems
facing the nation. Legislation enacted in the 1990s has provided a statutory framework
to help resolve long-standing management problems that undermined the federal
government’s effectiveness and efficiency and to provide greater accountability for
results. The reforms that have been adopted have profound implications for what the
government does, how it is organized, and how it performs. Nevertheless, these
statutory reforms which focused on performance, financial, and information technology
management did not encompass all areas of government management. Human capital
issues are the missing link in the management and accountability framework. To meet
the challenges of the 21st Century, the federal government will need to implement
modern management practices for more efficient and effective delivery of government
services; possess the effective management approaches and tools needed to develop and
maintain high-performing organizations; and implement the human capital practices
needed to support a focus on performance-based management.

We need to re-look at how GAO and the Congress do business in connection with
oversight. We should forge a bicameral and non-partisan oversight agenda that will meet
the needs of the Congress, capitalize on GAQ’s extensive skills and knowledge, and
protect the public’s interests. This approach will build on the management reforms of
the 1990s that facilitate better management of the workloads of the Congress, GAO and
federal agencies. It will also enable three tracks of oversight:

¢ Looking at programs and efforts that involve multiple agencies and cross comumittee
Jurisdictions;

+ Examining, across government, various functions that are eritical to high-performing
organizations (e.g. strategic planning, Information Technology (IT), financial
management, and human capital matters); and

¢ Overseeing the management and effectiveness of individual agencies.
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A strategic oversight plan could facilitate balancing these different oversight tracks.
Individual conunittees are well suited to address performance and other issues affecting
individual agencies or programs as you are doing today. If may be more difficult under
the current Congressional structure, however, to tackle federal mission areas that cut
across agencies and committees. As part of our support to Congress, our approach will
be one of constructive engagement in which we will work closely, in a nonpartisan and

. non-ideological manner with the House and Senate Committees on Appropriations,
Authorization, Budget, and Oversight {(as well as select committees) to get broad
coverage on programs and issues,

Oversight of Crosscutting Programs and Efforts That Involve Multiple Agencies

1 have noted previouslythat many mission areas—from low-income housing assistance
to food safety to counterterrorism to economic development—are addressed by a wide
range of mandatory and discretionary spending programs, tax expenditures, and
regulatory approaches. Virtually all of the results that the government strives to achieve
require the concerted and coordinated efforts of two or more agencies. Yet our work has
repeatedly shown that mission fragmentation and overlap in the federal government are
widespread. In addition, many federal programs were designed years ago to meet the
needs and derands as determined at that time. It is important to periodically
reexamine whether current programs and activities remain relevant, appropriate and
effective. Unfocused and uncoordinated programs waste taxpayer dollars, confuse and
frustrate program customers, and limit the effectiveness of federal efforts®

In the Senate, the Governmental Affairs Committee has been a leader in looking across
government in functional reviews. In addition, the Senate Budget Committee has been a
leader in advocating crosscutting performance oversight and a re-examination of existing
missions that cut across agency and committee jurisdictions. In seeking to assist these
efforts we have offered a number of suggestions or ideas for congressional consideration
including the creation of a “congressional performance resolution” linked to the budget
resolution and a thematic approach to oversight.

We can assist the Congress in ifs crosseutting efforts by taking a longer, broader, more
strategic and integrated approach to issues facing the Congress and the nation. To this
end, I am realigning GAO to be consistent with our strategic plari and the nature of the
work involved to better assist the Congress. The amount of value we add clearly will
relate to how we deal with the increasing complexity of our work. For example, the
subject of nuclear weapons is not just a Department of Energy issue. National security,
public safety, environmental and contracting issues are all associated with our nuclear
weapons complex.

? For a discussion of with mission f1 and overlap, barriers to interagency coordination, and potential
approaches for imp the iy and efficiency of ing prog see our report, Managing For Results: Barrersto
Interagernicy Coordination (GAQ/GGD-00-108, March 28, 20003,

* GAQ's Strategic Plan, 2000-2005, Spring 2000
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Oversight of Crosscutting Functions Necessary to Develop and Maintain High-
. Performing Organizations

In the 1990s Congress and the federal government put in place a statutory and
management framework that provides the foundation for strengthening government
performance and accountability. GPRA required agencies to develop strategic and
annual performance plans and annual performance reports that tell taxpayers what they
are getting for their money. The CFO Act and related legislation created a structure for
more businesslike management and reporting of the government’s finances. TheClinger-
Cohen Act and the Paperwork Reduction Act required agencies to take an orderly,
planned approach to their information technology needs. Figure 1 is a time line of GPRA
requirements and other laws that make up the statutory framework to improve the
performance, management, and accountability of the federal government, including the
CFO Act and the Clinger-Cohen Act.

Figure 1: Time Line for Major Reporis

October January b February i March i® Aprii i September
i C 3 Audted Consoiideted 1P CFOS reports to P Agencies strategic
* B-Year Financial performance ptan Flnancial Statement agency heads plans (GPRA}®

Management Plan {GFRA) {CFO Act) and OMB
2 H (CFQ A

(CFO Act) Agencies'annual | Agencies’ annuat (GFQ Adh)

porformance plans | palformancs reports

(GPRA) 1 (GRRA)

P information i Agencies’ audited
teennology finarcial statements
management report o OMB {CFD Act

{Ciinger-Coher}

“Although required fo be submitted by January 31, the governmentwide S-year financial management plans ara
generally issued in June or July.

“GPRA requires agencies’ strategic plans to cover a period of at least 5 years forward from the fiscal year in which
submitted. They are o be updated at least every 3 years and are submitted to OMB and Congress.

Source: GAC review of statutes.

Congress has helped focus attention on the need for effective implementation of this
framework through hearings and other communication with agencies, including
consultations to ensure that in strategic planning, agencies’ missions are focused, goals
are specific and results-oriented, and strategies and funding expectations are appropriate
and reasonable. Continued Congressional interest and oversight is important if this
framework is 1o meet ifs potential to support and promote more results-oriented
government and assist the decisionmaking processes in both the Executive Branch and
Congress. We will continue to assist this transition through assessing agencies’ progress
and identifying opportunities to strengthen government accountability and performance.
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‘We have seen some progress in agency efforts to manage more economically and
efficiently. However, more needs to be done to achieve real and sustained improvements
to address the nation’s challenges. Implementing the management reforms will help
contain costs, provide services that meet the public’s needs, and enhance accountability.

The job in the 21st century is to continue to improve and to translate the intended
reforms into a day-to-day management reality across government. Becoming high-
performing organizations requires a cultural transformation in government agencies.
Hierarchical management approaches will need to yield topartneurial ones. Process-
oriented ways of doing business will need to yield to results-oriented ones. Siloed
organizations—burdened with overlapping functions, inefficiencies, and turf battles—
will need to become integrated organizations if they expect to make the most of the
knowledge, skills, and abilities of their people. Finally, internally focused agencies will
need to focus externally in order to meet the needs and expectations of their ultimate
clients—the American people.

OGur work has consistently shown that many agencies face long-standing and substantial
challenges to further progress. The major challenges that agencies face in becoming
high-performing organizations include:

+ Adopting an effective results orientation,

¢ Strengthening financial management and related controls to better support
decisionmaking and demonstrate accountability,

« Improving the use of information technology to modernize services and achieve
results, and

4 Developing and implementing modern human capital practices.

The effective implementation of the statutory framework to improve the performance,
management and accountability of the federal government, although important, is not an
end in itself. Rather, the implementation of the framework is the means to an end—
improved federal performance through enhanced executive branch and congressional
decisionmaking and oversight. Traditionally, the danger {0 any management reform is
that it can become a hollow, paper-driven exercise, where management improvement
initiatives are not integrated into day-to-day activities of the organization. Performance
improvements within an agency will not oceur just because, for example, the agency has
published a strategic plan or the results of an audit of its financial statements.
Performance improvements occur only when congressional and executive branch
decisionmakers use information resulting from these reforms to help inform decisions
and improve the performance and accountability of the federal government.
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Adopting an Effective Results Qrientation

-GPRA has the potential to help Congress and the executivebranch ensure that the
federal government provides the results that the American people expect and deserve. It
also has the potential, if properly iraplemented, to help improve the public’s respect for
and confidence in their government. Substantial efforts have been undertaken and
progress clearly made. However, much of GPRA’s potential remains unrealized.

GPRA implementation is at a critical stage for agencies and Congress. In the almost 3
years since the requirements of GPRA were implemented across the executive branch,
Congress has been provided with a wealth of new and valuable information on the plans,
goals, and strategies of federal agencies. The Senate Committee on Government Affairs
has acted to open an important dialogue with agencies and to foster increased agency
attention to these areas. August 17, 1999 letters to agencies summarized the key
management issues identified by GAO and the Inspectors General and asked each agency
to indicate how it will address its high-risk areas and major management challenges.
Committee staff held bipartisan meetings with the agencies to further discuss these
issues and needed actions.

The issuance of the first performance reports in March 2000 represents a new and
potentially more substantive stage in the implementation of GPRA. The performance
reports offer the first cpportunity to systematically asscss the agencies’ actual
performance on a governmentwide basis and to consider the specific steps that can be
taken to improve performance and reduce costs. These annual reports on program
performance can also help congressional committees monitor and select programs for
more detailed reviews. The first performance reports, and thus the completion of the
first full planning and reporting cycle of GPRA implementation, also suggest that it is an
appropriate point to examine how GPRA can be more fully integrated into executive
branch and congressional decisionmaking. In our summary assessments of the fiscal
year 1999 and fiscal year 2000 annual performance plans, we highlighted a consistent set
of areas that we believe have the greatest potential for improving the usefulness of GPRA
to congressional and executive branch decisionmakers’

For example, much more progress is needed in linking GPRA performance goals to
agency budget presentations, so that the performance consequences of budget decisions
can be clearly understood. Similarly, technology and human capital planning and
decisionmaking are too often not integrated into considerations of programmatic results.
In our assessment of the fiscal year 2000 annual plans, we found that most plans did not
sufficiently address how the agencies will use their human capital to achieve results. In

* Managing for Results: An Agenda To Improve Lhe Uset‘u]ness of. Agenc:es Annual Performarnce Plans (GAQ/GGID/AIMD-98-228, Sept.
8, 1998); and ing for Results: Opj fti Impr in Agencies’ Performance Plans (GAO/GGD/AIMD-99-

215 July 20, 1999).
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order for GPRA to be truly effective, agencies must link their performance measurement
~ and reward systems to the goals and measures included in their strategic and
performance plans.

We have seen that integrating GPRA into agency operations does not come quickly or
easily. It requires dedicated and persistent leadership not only within agencies but also
by OMB and the Congress. Agencies are responsive to efforts theirCongressional
overseers see as important. We have made recommendations in each of the last 2 years
intended to help congressional and executive branchdecisionmakers ensure that GPRA
is effectively implemented and used. ’ .

Concerted and continuing congressional oversight is key to addressing the federal
government’s persistent performance, management, and accountability problems. One
of the lessons drawn from the history of deficit reduction efforts during the 1990s is that
the use of organizing themes can facilitate oversight and the re-examination of federal
agencies and programs. With this in mind I have recently used four broad themes to
discuss the significant performance problems in federal programs and agencies that our
work has identified. Let me touch on each of these briefly:

Attack activities at risk of fraud, waste, abuse, and mismanagement Over the years, our

work has shown that federal functions and programs critical o personal and national
security, ranging from Medicare to weapons acquisition, have been hampered by
daunting financial and program management problems, exposing the federal government
to waste and abuse.

Improve the economy and efficiency of federal operations Effective congressional
oversight can improve federal performance by examining whether agencies have the

best, most cost-effective mix of strategies in place to meet their goals.

Comprehensively reassess what the federal government does and how it does it Many
federal programs—their goals, organizations, processes, and infrastructures—were
designed years ago to meet the needs and demands as determincd at that time and within
the technological capabilities of that earlier era. It is important to periodically re-
examine these programs and activities to see whether they remain relevant and
appropriate. This re-examination must include the effectiveness of the tools—such as
spending, loans, tax incentives and/or regulations.

Redefine the Beneficiaries of Federal Government Programs Congress originally defines

the intended beneficiaries for any federal program or service based on certain
perceptions of eligibility and/or need. Periodic oversight can be an effective means to
ensure that limited resources remain properly targeted in light of changing conditions,
current program operations, and overall congressional priorities.
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Strengthening Financial Management for Decisionmaking and Accountability

Without timely and accurate information on the full costs of programs, the government
cannot adequately ensure accountability, measure and control costs, manage for results,
nor make timely and fully informed decisions about allocating limited resources.
However, such information has historically not been routinely available across
government.

The CFO Act and related financial management improvement legislation laid the
foundation for the federal government to provide taxpayers, the nation’s leaders, and
agency program managers with reliable financial information through audited financial
statements. In addition to requiring annual audited financial statements, the CFO Act
sets expectations for agencies to build effective financial management organizations and
systems and to routinely produce sound cost and operating performance information
throughout the year. The combination of reforms ushered in by GPRA and the CFO Act
will, if successfully implemented, generate the necessary foundation to effectively run
performance-based organizations. Some progress has been made by individual agencies
in preparing annual financial statements. Of the 24 CFO Act agencies, 6 received an
unqualified or “clean” opinion on their financial statements for fiscal year 1996, 11 for
fiscal year'1997, 12 for fiscal year 1998, and 15 received an unqualified opinion for fiscal
year 1999.

Clean audit opinions, however, are not the end game; modern financial systems and
sound internal controls are essential. While clean audit opinions are essential to
providing an annual public scorecard, they do not guarantee that agencies have the
financial systems needed to dependably produce reliable financial information. Modern
systems and sound controls are essential to reach the end goal of useful, relevant,
reliable day-to-day financial information to support ongoing management and
accountability. Although clean audit opinions can be produced by “heroic efforts”, such
efforts are not the solution.

Improving the Use of Information Technology to Achieve Results

Information technology (IT), if leveraged properly, can be an effective tool for high
quality, cost effective government services. Information technology is at the heart of
improving accountability and performance. The government is heavily dependent on
computer systems and networks to implement vital public services supporting national
defense, revenue collections, and social benefits. To the extent that billions in planned
annual obligations for information technology can be spent more wisely, federal
programs will operate more efficiently and effectively. However, the global expansion of
information technology has resulted in significant new information security and privacy
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threats to our information networks and technology infrastructure. We have discussed
these issues in a number of reports’

Many agency efforts to improve IT management are still in the beginning stages, and it is
clear that more needs to be done. At the same time, agencies are now beginning to
address new IT investment needs that were deferred because of their recent, and
appropriate, focus on the Year 2000 conversion problem. As a result, we anticipate that
agencies will begin major modernization programs and large-scale IT projects in the very
near fufure, making the need for fundamental improvements in the way agencies manage
IT investments even more urgent.

Develop and Implement Modern Human Capital Practices

The governmeni’s human capital management is the missing link in the statutory and
management framework that Congress and the executive branch have established to
provide for a more businesslike and results-oriented federal government. Yet, federal
employees are the ones who will make the principles of performance management work
for governmert. Federal employees should not be viewed as costs to be cut, but as
assets to be valued. Only when the right employees are on board and provided the
training, technology, structure, incentives and accountability to work effectively is
organizational success possible. Modern straiegic human capital management
recognizes that employees are a critical asset for success and that an organization’s
human capital policies and practices must be designed, implerented, and assessed by
how well they support the organization’s mission and goals.

Human capital reforms will be necessary to fully benefit from the performance-based
management and accountability framework that Congress has created. 1am optimistic
that as the government’s understanding of the importance of people to effective
guvernmerd grows, a new consensus on human capital will emerge and any needed and
appropriate legislative reforms will be accomplished. However, I am also strongly
convinced that we should not wait for the day when these reforms will arrive. Instead,
we can and should take steps to align our human capital managerent policies and
practices with modern perforinance management principles, within the constraints
imposed by current law.

The Oversight Agenda, Agency-Based Oversight and SBA

As I mentioned earlier, the change in our fiscal and security positions offers a window to
take a longer and broader look into the future. In addition, as the management agenda
enacted over the last decade begins to bear fruit, this is an opportune time for the
Congress to think about how to craft a strategic approach to oversight that best
leverages this new information. Such an approach would permit both individual
committees and the Congress as a whole to set priorities for oversight-—and could

© High Risk Series: & and Tech v (GAO/HR-97-9, Feb. 1997), High Risk Series: An Update (GAOHR-99-1,
dJan. 1969), Information Security Risk Assessment: Practices of Leading Organizations (GAC/AIMD-00-33).



29

ensure systematic coverage of a broad range of agencies and issues over some
reasonable time period. It would also help us help you. Good oversight support—
whether as part of a comprehensive look at a single agency—like SBA—or a crosscutting
look across agencies at mission or function—is resource-intensive and necessarily
competes with other important congressional requests for our limited resources. A
multi-year plan permits us to program our work in a way that provides the greatest
assistance. Ibelieve it would also help Congressional committees and the Executive
Agencies balance and plan the workload such oversight imposes on them.

Mr. Chairman, let me reprise some important points. Serious oversight is hard for many
reasons. For one thing, it’s often not fun. But taking a good hard look at whether a
program or activity still makes sense in the modern world; looking at how well a
program or a tool works to achieve its goals; asking questions about organization,
processes and tools is not easy, fun or glamorous. And all too often the press stories on
this work get it wrong. Serious oversight means pulling together information from
different sources and asking difficult questions. Acting on the results of that oversight
means making difficult decisions. We at GAO support you and your colleagues in the
belief that difficult as it is, this kind of constructive examination of what government
does, and how, is absolutely critical for this coming century. Iam well aware that there
will always be disagreements about the role of government and about the best approach
to meeting a problem. However, the debate should be carried on using the best
information available. Our role is to help provide you with that kind of information. We
do that in keeping with professional standards and our core values of accountability,
integrity and reliability. We also believe that the most successful oversight is done on a
bipartisan and bicameral basis—without ignoring policy disagreements. The goal is to
end up with a government that does the important things well.

As you know, we also seek to provide Congress with a broad perspective on a number of
performance issues through our High Risk and Performance and Accountability Series.
Consistent with our beliefs about the importance of consistency and transparency, in the
coming weeks we will be releasing for comment a document discussing the criteria and
process for determining performance and accountability challenges and high-risks.

As you turn to SBA from this broader discussion of oversight in general let me note that
by assisting the small business sector, SBA fits into a broader structure of government
assistance to economic growth. While SBA's role in economic development must be
viewed in this broader context, it is also important to look at the agency’s programs and
operations. I commend this committee for taking the initiative to look at a single agency
by examining its underlying functions that affect programs and how they operate and
affect the agency’s ability to meet its mission. We believe that changes at SBA make this
an appropriate time for increased attention on SBA. These changes include (1) the
ongoing transition of part of SBA’s workforce from loan making and servicing to
overseeing the efforts of lenders and other private sector partners; and (2) the agency’s
outreach to new markets, such as smaller businesses located in low- and moderate-
income and rural areas.
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Our workload at SBA has increased; we have already issued 22 products on SBA this
year. In addition to the work we will testify on today, we have 8 assignments ongoing for
this committee, These assignments covering such SBA programs as 7(a) loans, Small
Business Lending Companies, and Women’s Business Centers; as well as such functional
areas as financial management, and budgeting. We also have work underway for other
congressional requesters, including our review of the impact of government procurement
reform on small business for multiple requesters and our review of information systern
controls at SBA for the House Committee on Government Reform and the Senate
Committee on Governmental Affairs. Your goal of a coordinated oversight plan would
enable better workload planning for Congress, the agencies, and GAO.

Pursuant to your request, Mr. Chairman, we are doing additional work at SBA and will be
conveying the results of that work to you over the coming months. In early 2001, as part
of our Performance and Accountability Series, we will provide an overall report on SBA.

The panel that follows me will provide good examples of both crosscutting and
programmatic work. Stan Czerwinski, who has overall responsibility for our SBA
program work, will discuss the findings from two reporis you requested on SBA's 8{a)
program that are being released today. Joel Willemssen, who has looked across
government at information technology issues, will discuss our report to you on IT at SBA
that is also being released today. Finally, MikeBrostek, who has been on the cutting
edge of GAO’s human capital work, will discuss the results of our work on SBA’s human
capital management.

Mr. Chairman, I can not overstate my support for you and your colleagues on both sides
of the aisle and in both houses for reinvigorating the challenging task of serious
oversight. This concludes my prepared statement. I would be pleased to answer any
questions you or the other members of the Committee may have at this time.

(385866)
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Chairman BOND. When I ran for the post of State Auditor in
Missouri, I promised to move State auditing in Missouri from a foot
and tick operation to a performance review and I found out very
quickly as we hired a staff of CPAs and brought in people with
some management expertise that some of the agencies who we re-
viewed looked at us with the same skepticism that the dental pa-
tient looks at the dentist who promises a root canal is ultimately
going to make him feel better. There was a great deal of skep-
ticism, and so I am used to that. We believe that performance re-
views can be very helpful.

Administrator Alvarez will be stating in her testimony, and she
has mentioned to me in the past, that the GAO has or is con-
ducting 41 reviews of SBA programs or processes. Is this correct,
and what would explain the number of the GAO reviews?

Mr. WALKER. We have about 20 reviews ongoing right now. We
issue about 20 reports a year on the SBA and we typically have
about 20 that are in process that typically get issued the next year.
Of the 24 reviews that we have underway, 10 of them relate to gov-
ernmentwide issues in which we are looking at an SBA angle.
Fourteen relate specifically to the SBA. All of them are either a
mandate or a Committee request. We are not doing any self-initi-
ated work in this area. I think, clearly, it does place a considerable
workload on the Committee, on us, and the SBA, which is one rea-
son I think we want to look at the review process of how we go
about oversight and balance that workload better. But those are
the facts, Mr. Chairman.

Chairman BoND. You have indicated that the GAO has shared
this information with the SBA, they have had a full opportunity to
comment on it, and you will be including their responses in your
reports. Does the GAO stand behind the reports as fair, objective,
and independent?

Mr. WALKER. We do, and frankly, I think we have a constructive
relationship with the SBA. I think Administrator Alvarez can tes-
tify to that.

Chairman BOND. Would you elaborate on that for us?

Mr. WALKER. Well, she and I, for example, met within the last
several months to talk about the many projects that we have un-
derway and she expressed the understandable concern that we
have a lot going on at the SBA. This obviously is a workload prob-
lem for us, as well. We had a very candid and constructive con-
versation about how we go about our work, what we are doing, and
how we do it, and we have talked periodically.

My view is that while we have got a lot going on and there are
clearly workload implications, we are being true to our core values
and we have a constructive working relationship with the SBA. I
think the SBA has been responsive to us. I think the SBA has, in
most cases, agreed with our recommendations, and I think, in most
cases, they have also moved to implement our recommendations
within a reasonable period of time. I consider that a win-win, quite
frankly.

Chairman BOND. The Performance and Accountability Review
does put an extra burden on the SBA. Do you think that the long-
term benefits of that kind of review will outweigh the short-term
drain on resources?
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Mr. WALKER. Well, I do, but there are timing differences, Mr.
Chairman. As you know, sometimes you have to make an invest-
ment in order to get the return, and I appreciate the fact that we,
the Committee, as well as the SBA, are making significant invest-
ments in time and other resources now, but I have no doubt that
they will generate a return that far exceeds the cost.

Chairman BOND. You have mentioned that the GAO is going to
provide Congress with a broad perspective on a number of perform-
ance issues through your high-risk and performance and account-
ability series and that you will provide an overall report on the
SBA as part of your series. What is your approach to doing work
at other agencies beyond the SBA for the high-risk and perform-
ance and accountability series?

Mr. WALKER. Mr. Chairman, we are currently looking at that
whole area right now and we will be publishing a proposal for com-
ment within the next several weeks that will lay out, for example,
what we see as the key functions that have to be looked at across
government. Obviously, there are key programs, as well, and we
will be laying out proposed criteria for what it takes to become
high risk and what it takes to get off the high-risk list. In the past
we have always had to employ our professional judgment and we
always will have to. However, I feel it is important that the GAO
have clearly defined, consistently applied, transparent, and well-
documented criteria so that people can understand what the rules
ilre and, therefore, be motivated to keep off the list or to get off the
ist.

We are also planning to focus on functions and programs rather
than departments or agencies per se because most departments
and agencies have strong suits and weak points. Many depart-
ments and agencies are trying to make progress in areas because
they may have been challenged for years and it takes time to be
able to effectively address all those challenges.

Chairman BOND. With my other role on the Appropriations Com-
mittee, I know something about high-risk agencies and high-risk
programs, but we will save that for another day.

Senator Enzi, do you have questions for Mr. Walker?

Senator ENZI. Thank you, Mr. Chairman. Just a couple of quick
ones because those of us, of course, serving on this Committee un-
derstand that small business is the most important function in the
whole United States. We are not prejudiced. In spite of all the
newspaper articles that show all these multibillion-dollar mergers
of organizations that obviously are not small business, most of the
businesses in this country and, of course, all of the businesses in
Wyoming, are small business. So I appreciate the effort that the
GAO is exerting with the Small Business Administration and this
oversight. But for those who might not be on the Committee who
might have an interest, can you give us a little background on how
they became a pilot agency in the PAR process?

Mr. WALKER. We are always trying to develop new tools and
methodologies to try to help us better serve the Congress, and obvi-
ously our job is to maximize performance and assure account-
ability. So we were experimenting with some new tools and ap-
proaches and methodologies. We communicate with our clients con-
stantly, committee chairs, ranking members, and other leaders,
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and in doing that, Senator Bond and others expressed interest in
the potential application of this to the SBA.

The SBA is an agency in transition. It has many different pro-
grams. In some cases, it has created programs on its own. In some
cases, Congress has created the programs. In fact, one of their chal-
lenges is they have a proliferation and some of that is Congress’
doing rather than the SBA’s doing.

Chairman Bond had thought that it might make sense for us to
focus on a few areas as a beta, as a prototype. We are also doing
this at other agencies, and quite frankly, we are going to have to
do it over a period of time. You cannot do it all at once. We do not
have the resources and the agencies do not have the resources. In
addition, the Committee does not have the resources to do it all at
once.

Senator ENzI. I appreciated your comment, too, in your first
chart where you talked about what the Government does and how
the Government goes about its business. I have changed that
slightly to what the Agency does and how we can tell when they
have got it done. That is one of the things that the American peo-
ple are looking for, is some finality, some method of measuring,
some method of knowing what their agencies are really about and
that they are achieving things, and I think that is really the poten-
tial of GPRA, too.

You mentioned that there needs to be more focus on people, more
on the human capital. Could you expand on that just a little bit?

Mr. WALKER. Ultimately, people are what make things happen.
People represent the most valuable asset of the U.S. Government.
Government is a knowledge business. The Federal Government
faces an emerging crisis in the people area. The Federal Govern-
ment has downsized significantly, but it is how it has gone about
that downsizing that in many cases has placed agencies at risk.
Broad-based RIFs, hiring freezes, cutting back on training, cutting
back on enabling technology, contracting out without necessarily
having the right kind of people with the right skills and knowledge
to manage cost, quality, and timeliness, has occurred at a number
of agencies.

I think that we face a major challenge in the Government where
a significant percentage of the Federal workforce is going to be eli-
gible to retire over the next 5 years, where we have increasing com-
petition for talent, to attract and retain top talent, that the skills
that are required to meet the public’s demands, needs, and expecta-
tions are changing.

It is a critically important area that I am speaking out on and
that we are trying to lead by example with regard to administra-
tive actions at the GAO. As you may know, Senator Enzi, I had
global responsibilities for human capital for one of the top con-
sulting firms in the world.

I might add one other point. I think government as a whole
needs to undergo a cultural transformation. From my perspective,
and I have been in both the public and the private sectors, govern-
ment in many cases, and this is a generality, I am not talking
about a specific agency, tends to be too hierarchial, too process-
oriented, too siloed or stovepiped, and too inwardly focused. We
need to transform over a period of time to be more partnerial,



34

which means more empowerment and more accountability, more
results oriented, focused on outcomes, not outputs, more integrated,
teaming, crossing boundaries, departments, agencies, Federal,
State, local, international, to address challenges, and more focused
externally, including on what the taxpayers want, need, and de-
serve, and a lot of that has to do with performance and account-
ability. That is what we are focused on.

That is a huge cultural transformation. It is going to take years,
but it will pay major dividends for Federal employees, for the Fed-
eral Government, and for the taxpayers.

Senator ENZI. You have just stated the benefits of GPRA very
well. Thank you.

Chairman BOND. Thank you very much, Mr. Walker. We appre-
ciate your testimony. We will keep the record open and as the hear-
ing goes on, there may be questions that we will submit to you in
writing for your reply. We do very much appreciate your being with
us and we thank you and dismiss you, if you wish, if you have
other responsibilities, or you are welcome to stay.

Chairman BOND. Now I would like to call the second panel, the
members of the GAO who are responsible for the actual audit
projects.

Mr. Stanley J. Czerwinski is Associate Director of Housing and
Community Development Issues, Resources, Community, and Eco-
nomic Development Division of the GAO. Mr. Joel C. Willemssen
is Director of Civil Agencies Information Systems, Accounting and
Information Management Division of the GAO. Mr. Michael
Brostek is Associate Director, Federal Management and Workforce
Issues, General Government Division of the GAO.

Welcome, gentlemen, and Mr. Czerwinski, if you would begin,
please.

STATEMENTS OF STANLEY J. CZERWINSKI, ASSOCIATE DIREC-
TOR, HOUSING AND COMMUNITY DEVELOPMENT ISSUES,
RESOURCES, COMMUNITY, AND ECONOMIC DEVELOPMENT
DIVISION, U.S. GENERAL ACCOUNTING OFFICE, WASH-
INGTON, D.C.

Mr. CZERWINSKI. Thank you, Mr. Chairman, and thank you, Sen-
ator Enzi. We are here to discuss two reports that you requested
and released today on the SBA’s 8(a) program.

As you know, the 8(a) program is the Federal Government’s pri-
mary tool for developing small businesses owned by socially- and
economically-disadvantaged individuals. There are 6,000 8(a) firms
and these firms are eligible for contracts from Federal agencies.
These agencies set aside about $6 billion a year in contracts. The
firms are also entitled to technical assistance and management
training. However, we are unable to estimate the extent of that
technical assistance and management training because the SBA
does not have that capability.

I would like to highlight two points from our reports today. The
first is that when we did our review, we found that the SBA’s ef-
forts are not aligned with the needs of the 8(a) firms the program
is designed to serve. Second, we found that the SBA lacks the infor-
mation it needs to direct its efforts and to tell it how well the pro-
gram is working.
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To elaborate on the first point, as the chart to your right shows,
many 8(a) firms have received few or no contracts. In fact, of firms
in the program for at least 2 years, about a quarter have never got-
ten a contract at all and over half have obtained no more than one
or two contracts their whole time in the program.

Perhaps even more significant is the fact that a very small num-
ber of 8(a) firms have garnered very large percentages of 8(a) con-
tract dollars. For example, in fiscal year 1998, about 3 percent of
the 8(a) firms received about 50 percent of the 8(a) dollars, while
approximately 50 percent of the firms got nothing at all. This is not
a new problem. We reported it as early as 1992. The Inspector Gen-
eral has reported on it since then as well. And the SBA itself has
even listed this issue as a material weakness in its Financial Integ-
rity Act reports since 1994.

SBA officials agree the concentration of contracts is a problem.
However, they added that the program regulations do not require
or guarantee that all firms get contracts. They also noted that the
SBA relies on Federal agencies to make the contracts.

In addition, SBA officials told us that there are more ways to
measure the success of the 8(a) program than just contracts. For
example, a prominent measure that the SBA uses to gauge the suc-
cess of the program is the technical assistance and the manage-
ment training it provides. However, the SBA has never surveyed
its customers, the 8(a) firms, to determine their view on what
makes the 8(a) program successful.

[The chart follows:]
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Mr. CzZERWINSKI. We surveyed 1,200 8(a) firms to find out their
expectations and their needs. As the chart to your right shows,
over 80 percent of the firms joined the 8(a) program to obtain Fed-
eral contracts. As you can see, firms cared little whether the con-
tracts were explicitly set aside by 8(a) or with Federal agencies in
general. The bottom line is, the 8(a) firms pretty much just want
Federal contracts. On the other hand, only about 20 percent of the
firms told us that they joined the 8(a) program to get technical as-
sistance and management training.

[The chart follows:]
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Mr. CZERWINSKI. Our survey shows one reason this may be hap-
pening is that 8(a) firms, by and large, have substantial business
experience. As the chart to your right shows, almost three-quarters
of the 8(a) firms have owners with over 10 years of business experi-
ence. For example, one survey respondent told us that he had 20
years of business experience. He joined the 8(a) to get help finding
contract opportunities, but instead, what the SBA offered him was
rudimentary training that he told us he did not need.

[The chart follows:]
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Mr. CZERWINSKI. The SBA has agreed with our recommendations
to periodically survey the 8(a) firms. This will help them better un-
derstand what their firms need and how to meet those expecta-
tions. The SBA has also agreed that it should place a high priority
on helping increase contract opportunities.

This brings me to the second point: The SBA currently lacks in-
formation it needs to direct its efforts to help its clients; it also
lacks the information it needs to measure program effectiveness. In
addition to lacking data on customers’ needs and expectations,
there are two other areas that I want to point out today.

First, the SBA does not have information systems in place to
track the assistance it provides to 8(a) firms or the results of that
assistance. This is not a new problem. We also reported back in
1992 that the SBA lacked these systems and the SBA agreed to
take action. After several stops and starts, the SBA piloted such a
system last year. However, the pilot has shown some problems that
really have to be worked out before it can go online.

The other area that lacks vital information is contracts. The SBA
does not know which firms are getting contracts and which are not.
This is because when the SBA delegated contract authority to
agencies, it no longer required those agencies to report contract ac-
tivity directly to the SBA. Because the SBA is still working through
how it would get needed contract data, it currently lacks informa-
tion essential to managing the 8(a) program.

As you can see, a root cause of some of the issues that I have
described is that the SBA lacks needed information systems. Joel
Willemssen, the next GAO witness, directs all of the GAO’s work
on information technology. He will discuss the SBA’s information
systems in more detail.

However, before I turn it over to Joel, I would like to close by
saying that throughout the course of our work, we have shared our
findings with the SBA. In fact, last month, we provided drafts of
the reports being released today. The SBA has agreed with the
findings. They have also promised to act on our recommendations.
We believe that such actions should lead to significant improve-
ment in the 8(a) program.

That concludes my statement, Mr. Chairman. I would be glad to
respond to any questions you might have.

Chairman BOND. Thank you very much, Mr. Czerwinski.
| [The prepared statement and attachments of Mr. Czerwinski fol-

ow:]
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Mr. Chairman and Members of the Committee:

We are here today to discuss our reviews of the Small Business Administration’s (SBA)
8(a) program. The 8(a) program is one of the federal government’s primary vehicles for
developing small businesses owned by socially and economically disadvantaged
individuals. Firms in the program are eligible for contracts that federal agencies set
aside for 8(a) firms and may receive technical assistance and management training from
SBA. In the 8(a) program, SBA has to consider the needs of 8(a) firms seeking to obtain
federal contracts that may help their small business succeed along with the needs of
federal agencies seeking to maximize their procurement dollars. In fiscal year 1999,
about 6,000 small businesses participated in the program, and $6.2 billion was awarded
in 8(a) contracts.

Our testimony is based on two reports, prepared at your request, that are being released
today--one on the overall focus of the program and one addressing the 8(a) information
system.! We would like to highlight two main points that our reports make about the
8(a) program.

e First, SBA’s efforts are not aligned with the needs or expectations of §(a) firms. SBA
has never surveyed its customers—the 8(a) firms—in a meaningful way to determine
what experience they have or what their needs are. We surveyed 1,200 firms
participating in the 8(a) program and found that firms want SBA to provide them with
more assistance that will help them obtain contracts’ Firms did not place a high
priority on learning to manage a business because a large majority of the firms had
owners with over 10 years’ experience managing a business. In providing assistance,
we found that SBA has emphasized business management skills, even though most
firms joined the program to obtain 8(a) contracts. This misalignment of SBA’s efforts
and the needs of 8(a) firms has been further compounded by the fact that most 8(a)
contract doliars go to a small number of firms. We recommended that SBA take a
number of actions, including periodically surveying 8(a) firms, to better meet the
needs of the firms in the program. SBA agreed with our recommendations.

e Second, SBA has no way to tell how well the 8(a) program is working. Almosta
decade ago, we first reported that the agency did not know the full extent of business
development assistance provided for firms. Yet, SBA still does not have a tracking
system in place. SBA did pilot a Business Assessment Tool in 1999 that would
evaluate firm’s business development needs, but at the time of our review, agency
officials were still evaluating the results of the pilot. Changes in the contracting
process have undermined the accuracy of SBA’s contracting data. As a result, SBA

'See Small Business: SBA Could Better Focus its 8(a) Program to Help Firms Obtain Contracts
(GAO/RCED-00-196, July 20, 2000) and Small Business: SBA’s 8(a) Information System is Flawed and Does
Not Support the Program’s Mission (GAO/RCED-00-197, July 20, 2000).

*We conducted a nationwide mail survey of 1,200 firms randomly selected from SBA’s database of 5,432
active 8(a) firms. Our survey response rate was 71 percent and our results can be generalized to the entire
population of active 8(a) firms as of Septernber 30, 1999.
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“lacks the ability to measure the 8(a) program’s performance in such basic areas as
determining the level of training provided, whether that training matched firms’ needs, or

- even the amount of 8(a) contracts that firms obtained. We recommended, several steps
that SBA agreed it should take to ensure that it collects data on appropriate performance
measures.

Background

SBA's mission is to maintain and strengthen the nation’s economy by aiding, counseling,
assisting, and protecting the interests of small business and by helping businesses and
families recover from natural disasters. SBA’s new budget authority for fiscal year 2000
is $886 million. SBA administers small business programs such as the 7(a) loan program,
which provides loan guarantees to small business owners unable to secure financing on
reasonable terms through normal lending channels, and the 8(a) program, through which
qualified firms are eligible for federal contract set-asides. SBA also provides small
businesses with assistance through the agency’s partnerships and business centers.
SBA’s disaster loan program offers financial assistance to businesses and families trying
to rebuild in the aftermath of a disaster.

The Small Business Act, as amended, authorizes the 8(a) program. The purpose of the
program is to help eligible small socially and economically disadvantaged businesses
compete in the American economy through business development activities. Toward
this end, the Congress made three major legislative attempts-—in 1978, 1980, and 1988—
to improve SBA's administration of the 8(a) program and to emphasize its business
development aspects. The Congress enacted the 1988 act and subsequent amendments
partly because the program was not developing firms in the program into viable
businesses. To remedy this and other problems, the 1988 act made a number of changes
to improve the 8(a) program'’s organization and participation standards, business
development activities, and overall management.

To be certified by SBA for participation in the 8(a) program, applicants must show that
their firm is owned by socially and economically disadvantaged individuals, meets SBA’s
small-business-size standards, and has a reasonable potential for success. Firms in the
program are eligible for contracts that federal agencies set aside for 8(a) firms.

However, 8(a) firms are not guaranteed success in obtaining contracts. According to
8(a) program regulations, firms may also receive SBA's business development assistance,
such as contract support, financial assistance, training in developing business strategies
to enhance a firmy’s ability to compete for contracts, training in transitional business
planning, and assistance in forming joint ventures with other firms. The firms' 9-year
program participation is divided into two stages—a developmental stage covering years 1
through 4, and a transitional stage covering years 5 through 9. During the transitional
years, firms are required to meet certain non-8(a) business contract levels in an effort to
ensure that firms do not develop an unreasonable reliance on the program.
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SBA’s Efforts Are Not Aligned With Firms’ Needs and Expectations

Although the purpose of the 8(a) program is to provide business development to assist
eligible small disadvantaged firms compete in the American economy, SBA has never
surveyed its customers—the 8(a) firms—in a meaningful way to determine what
experience they have or what their needs are. We surveyed 1,200 firms participating in
the 8(a) program and found that firms want SBA to provide them with more assistance
that will help them obtain contracts. Firms did not place a high priority on learning to
manage a business because a large majority of the firms had owners with over 10 years’
experience in managing a business. Yet, in providing assistance, we found that SBA has
emphasized business management skills, even though most firms joined the program to
obtain 8(a) contracts and were more satisfied with the program if they received a
contract. This misalignment of SBA’s efforts and the needs of 8(a) firms has been further
compounded by the fact that most 8(a) contract dollars go to a small number of firms.

Few Firms Join to Learn How to Manage a Business,
but SBA Emphasizes Management Training

According to our survey data, most firms would like to see SBA place a greater emphasis
on increasing 8(a) contract opportunities. For example, 90 percent of those surveyed
want SBA to place a high priority on increasing efforts to link 8(a) firms with specific
federal program managers. Over 80 percent would like SBA to make sure that contacts
at federal agencies are familiar with the program. Furthermore, 83 percent of the survey
respondents want SBA to increase the number of ways the agency informs 8(a) firms
about contract opportunities.

On the other hand, our survey results showed that only 22 percent of the firms
considered learning more about managing a business to be a major reason for joining the
8(a) program. One reason why firms did not place a higher priority on learning to
manage a business is that a large majority of 8(a) firms already had substantial business
experience. As shown in figure 1, 71 percent of the firms had owners with over 10 years’
experience managing their current 8(a) firm and other companies. Furthermore, over 50
percent of the firms we surveyed were in business 5 years or more before joining the
program. One respondent wrote in his survey that his company had been in business 12
years before being certified as an 8(a) firm. Another respondent wrote that he had over
20 years’ business experience and just needed help finding contracting opportunities,
which he had not yet received from his local SBA office.
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Figure 1: Owners’ Experience Managing Current 8(a) Firms and Other Companies

510 10 years

5%
4 years or less

Over 10 years

Source: GAO's survey of 8(a) firms.

SBA, however, has emphasized business management skills instead of the contracting
opportunities and related training that firms want. For example, since fiscal year 1996,
SBA has devoted 40 to 50 percent of its $2.6 million 8(a) training budget to executive
education for 8(a) firms’ A senior SBA program adviser estimated that about 10 percent
of the 8(a) firms have had their executives participate in this training, which focuses on
developing the skills of an 8(a) firm’s president or chief executive officer. The remaining
training resources are divided among contracts with various universities and other
providers. The 8(a) Business Development Mentor-Protégé Program, which encourages
private-sector relationships with mentors, is designed to help 8(a) firms compete more
successfully for contracts through assistance, such as financial, technical, and
management assistance provided by their mentors. Yet, this program also serves a
limited number of firms. As of April 2000, SBA only had 40 mentor-protégé agreements
in place.

Firms Join the Program Primarily to Obtain Contracts,
and Their Satisfaction Is Tied to Receiving Contracts

Although SBA has emphasized training for the 8(a) firms, our survey results showed that
a major reason that 86 percent of the 8(a) firms cited for joining the program was to
obtain federal contracts, especially those set aside for the 8(a) program. As shown in
figure 2, a significant number of the firms we surveyed also entered the program to
broaden their customer base to include the federal government, overcome barriers to
discrimination, and increase their net income.

"Executive education training is given to select 8(2) firm executives who are nominated for participation by
SBA district offices and is provided through SBA’s 7(j) Management and Technical Assistance Program.
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Figure 2: Major Reasons Firms Joined the 8(a) Program
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Source: GAO'’s survey of 8(a) firms.

We found that firms’ overall satisfaction with the program was mixed, but firms that
received 8(a) contracts were more satisfied than those that did not. For example, over
48 percent of the firms in the program for at least 2 years that had obtained at least one
8(a) contract were satisfied with the program. However, only about 9 percent of the
firms in the program for at least 2 years that had not obtained an 8(a) contract were
satisfied. For example, one respondent wrote in her survey that she is frustrated
because her firm spent a considerable amount of money marketing to various federal
agencies for over 2 years but had no results to show for it.

When asked about satisfaction with general aspects of the 8(a) program, firms expressed
the most dissatisfaction with two items relating to contracting issues. As shown in figure
3, 58 percent of the 8(a) firms indicated that they were dissatisfied with the amount of
contracting opportunities afforded by the program. Over half the firms surveyed were
also dissatisfied with their efforts to find the right contact at a federal agency to discuss
potential 8(a) contracts. Additionally, over 40 percent were dissatisfied with the amount
of individual assistance that SBA provides and the level of interest that federal agencies
show for working with 8(a) firms. One respondent commented in the survey that his
firm has not received any assistance from its business opportunity specialist in over 5
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years. Another respondent also wrote that he did not even know whom to contact at
SBA and that the only information that he receives from SBA is paperwork for
recertification and requests for financial information. Another respondent wrote that
federal agencies are reluctant to use the 8(a) program.

Figure 3: Major R for Firms® Satisfaction and Dissatisfaction With the 8{a) Program
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Note: Those who responded “uncertain” were not included in this figure. As a result, totals do not tally to 100
percent.

Bourge: GAD survey of 8a) firms.

A Smali Number of Firms Continue to Receive Most 8(a) Contracts

Firms success at obtaining these contracts has been a long-standing concern of the
Congress, GAO, and the SBA Inspector General. In amending the 8(a) program in 1988,
the Congress sought to improve the fair and equitable distribution of federal contracting
opportunities by increasing the number of competitive small businesses owned and
controlled by socially and economically disadvantaged individuals. Nonetheless, as our
prior reports’ and those of the SBA Inspector General have noted, (1) a large percentage

'See Small Business: Problems in Restructuring SBA’s Minority Business Development Program
(GAO/RCED-92-68, Jan. 31, 1992), Small Business: Problems Continue With SBA's Minority Business



49

of the total dollar value of program contracts was awarded to very few firms and (2)
about half the firms in the program in a given year receive no 8(a) cortracts. For
‘example, our analysis of SBA’s program data for fiscal year 1998 showed that 50 percent
($3.2 billion) of the dollar value of the 8(a) contracts and modifications went to only 209
of the over 6,000 firms in the program, while over 3,000 firms did not get any program
contracts. The Inspector General also listed the concentration of 8(a) contracts among a
few firms as 1 of the 10 most serious management challenges facing SBA in both fiscal
years 1999 and 2000. The concentration of program contract awards has also been
reported as a material weakness in SBA’s Federal Managers Financial Integrity Act
Report every fiscal year since 1994.

According to our survey results, many firms have yet to receive an 8(a) contract. For
example, as shown in figure 4, 24 percent of our survey respondents who have been in
the program for at least 2 years have not obtained an 8(a) contract, and over half have
gotten two or fewer contracts. Of those survey respondents who primarily joined the
program to obtain contracts and who have been in the program for af least 2 years, 35
percent indicated that they have not been successful in obtaining a contract. One survey
respondent wrote that her firm is going into its 4th year in the program without obtaining
any 8(a) contracts. The respondent wrote that her firm was under the impression that
SBA staff would assist it in contacting federal agencies and obtaining these contracts.
Instead, she said the firm has had to use its time and resources to fill out the paperwork
required by SBA but has nothing to show for its efforts.

Figure 4: Number of 8(a) Contracts Awarded to Firms That Have Been in the 8(a) Program at Least 2 Years

305

6to 10

11 and over

20% I None

— 1t02

Development Program (GAO/RCED-93-145, Sept. 17, 1993 ), Small Business: SBA Cannot Assess the
Success of Its Minority Business Development Program (GAO/T-RCED-24-278, July 27, 1994), Small
Business: Status of SBA’s 8(a) Minority Business Development Program (GAO/T-RCED-95-149, Apr. 4,
1995), and Small Business: Status of SBA's 8(a) Minority Business Development Program (GAO/T-RCED-
96-259, Sept. 18, 1996).
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Source: GAO survey of 8(a) firms.

In our analysis of the survey data, we examined the relationship between firms that have
not yet obtained 8(a) contracts and the number of years of the owners’ overall owner
management experience. The survey data indicate that firms that have owners with less
management experience are not as likely to obtain 8(a) contracts as firms with more
experienced owners. As illustrated in figure 5, nearly 63 percent of the firms surveyed
that have owners with 2 to 4 years’ management experience have not obtained a
contract.

Figure 5: Percentage of Firms That Have Not Obtained an 8(a} Contract on the Basis of the Owners’
Management Experience
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Source: GAO survey of 8(a) firms.

SBA agrees that the concentration of 8(a) contracts among a few firms is a problem and
has made changes to the 8(a) program in an attempt to reduce the concentration.
However, SBA officials said that it is reasonable that not all firmas in the program will
receive 8(a) contracts. According to SBA, 8(2) firms are no different from other small
businesses—some will be more successful than others. Among the factors that SBA said
defined a firm’s success in obtaining 8(a) contracts are the firm’s proximity to federal
agencies; the firm’s capabilities, access to credit and capital, and effective marketing;
and the share of each federal agency’s prime contracting dollars that are devoted to the
program. SBA officials also stressed that according to program regulations, admission
into the program does not guarantee that a participant will receive 8(a) contracts. In
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addition, SBA relies on other federal agencies to make the contract awards, and federal
procuring officials are confronted with the competing objectives of accomplishing their

- agency’s mission at a reasonable cost and achieving the 8(a) program’s business
development goals.

SBA Can Not Tell How Well the 8(a) Program Is Working

SBA remains unable to track the training and assistance it provides for 8(a) firms, but did
pilot a Business Assessment Tool in 1999 that would evaluate firms’ business
development needs. At the time of our review, SBA officials were still evaluating the
results of the pilot. In addition, changes in the coniracting process have undermined the
accuracy of SBA’s contracting data. This lack of systematic data impairs SBA’s ability to
measure the program’s overall performance and to determine what assistance firms
need.

SBA Does Not Have a System for Tracking Business Development

SBA lacks a systematic way of tracking the business development services that firms
need and receive. In January 1992, we reported that the full extent of the management
and technical assistance provided for 8(a) firms was unknown because SBA did not have
a computer network that enabled the agency to collect this information’ In September
1996, SBA testified it had an automated information system that enabled the agency to
monitor, among other things, what kind of assistance was provided for firms and what
progress was made with business development. However, SBA’s Deputy Assistant
Administrator for Technology said that this capacity was never used because funding for
training has been reduced. The 8(a) program manager told us that, if information on
training and assistance is needed, headquarters would send an information request to the
district offices, which would provide the information. Yet, SBA’s district office officials
in Atlanta, Dallas/Ft. Worth, New York City, and San Francisco told us that they do not
have a system to track training information.

In an effort to better identify what type of assistance and training an 8(a) firm requires
and what the firms receive, SBA piloted an automated Business Assessment Tool in July
1999 at 14 of SBA’s district offices. The assessment tool was designed to match
information from a series of 58 questions that assess the firm’s developmental assistance
needs with the business training and counseling resources provided by SBA and other
service providers. The tool also provided a mechanism for tracking the training and
assistance recommended. SBA officials said that the tool, which is not integrated inte
SBA’s current information systern, is being reassessed because the pilot showed that it
needed to be more user friendly. For example, if a business opportunity specialist were
not able to complete all the data entries in one session, the tool would not save the
entries already completed.

°See Small Business: Problems in Restructuring SBA’s Minority Business Development Program
(GAO/RCED-92-68, Jan. 31, 1992).
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SBA’s Information on 8(a) Firms'
Contracting Activity Is Incomplete

SBA does not know which 8(a) firms are getting which contracts. When the contracting
authority for 8{a) was delegated to federal contracting agencies in 1897 and 1998, SBA no
longer required federal agencies to provide SBA with copies of 8(a) contracts for entry
into the 8(a) database. Instead, the agency planned to get contacting data from the
Federal Procurement Data System (FPDS)-—a central source of federal contracts of over
$25,000 that is maintained by the General Services Administration. However, SBA did
not begin using FPDS until mid-fiscal year 2000 and found that considerable staff effort
was needed to match contracting records from FPDS with SBA’s demographic records
on 8(a) firms. Matching records is necessary for SBA to tell which firins got which
contracts. SBA said that it intends for future 8(a) systems development to simplify and
automate the matching process.

Even though the information system lacks data on a significant number of contracts,
staff in every district we visited said that they are still required to spend tirne entering
into the system the contracting data they do have even if it is of little or no use to them.
For example, one official estirnated that the 8(a) contracting amounts for fiscal year 1999
are underrepresented in SBA’s system by about $1.8 billion when compared with FPDS.

SBA officials told us that they plan to update the 8(a) information system as part of an
agencywide information systems modernization initiative and have begun the
development of a strategic information technology plan for the office that oversees the
8(a) program. The testimony of Joel Willemssen later in the hearing will further discuss
SBA’s information technology management processes’

SBA's Lack of Systematic Data Impairs
Its Ability to Measure Program Performance

SBA managers acknowledged that the lack of a system to track and assess the results of
business development activities creates a weakness for the program because it is
difficult to assess the program’s effectiveness. The officials said that their system’s
inability to record fraining and assistance could lead to anunderaccounting of the
benefits that firms receive from the program. For example, a district manager noted a
case in which an 8(a) firm received considerable assistance in developing its marketing
and other capabilities. This firm, through the auspices of the district office, later
regotiated and won a contract with a commercial firm. However, this outcome could
not be credited within the system because (1) staff have no way of recording the training
and assistance provided to firmus, other than in informal notations, and (2) the contract
awarded to the firm was not an 8(a) contract, so the award information couid not be
noted in the system.

‘See Information Technology Management: Small Business Administration Needs Policies and Procedures
to Control Key IT Processes (GAO/T-AIMD-00-260, July 20, 2000).
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In addition, the lack of accurate contracting data has made tracking program
performance difficult. Because of the lack of data, district offices cannot readily
produce accurate reports on the number of contracts awarded to 8(a) firms in their
district. For example, staff in one district office said they had been questioned by their
district office director about why the number of contracts awarded to firms in their
district had decreased dramatically. The matter was not really that the number of
contracts was decreasing, but that the information system lacked data on an estimated
50 percent of the contracts awarded.

Mr. Chairman, this completes our prepared statement. We would be happy to respond to
any questions from you or members of the Committee.

Contact and Acknowledgement
For future contacts regarding this testimony, please contact Stanley J. Czerwinski at

(202) 512-7631. Individuals making key contributions to this testimony included Susan
Campbell, Andy Clinton, and David Lewis.
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United States General Accounting Office Resources, Community, and

‘Washington, D.C. 20548

Economic Development Division

B-284055
July 20, 2000

The Honorable Christopher S. Bond
Chairman, Coramittee on Small Business
United States Senate

Dear Mr. Chairman:

The 8(a) program, administered by the Small Business Admiristration
(SBA), is one of the federal government’s primary vehicles for developing
smell businesses that are owned by socially and economically
disadvantaged individuals. To be certified by SBA for participation in the
program, applicants must show that their firms are owned by socially and
economicaliy disadvantaged individuals, meet SBA's small business size
standards, and have a reasonable potential for success, as defined in SBA
regulations. Firms in the program are eligible for coniracts that federal
agencies set aside for 8(a) firms and may receive SBA technical assistance
and management training. In fiscal year 1998, about 6,000 smail businesses
participated in the program, and $6.2 billion was awarded in 8(a) contracts.

Concerned about whether the program is helping 8(a) firms become more
competitive, you asked us to examine (1) the extent to which firms are
obtaining federal contracts, (2) how SBA tracks the training and assistance
provided to firms, and (3) how firms view the program. In examining the
firms’ views, we focused on the reasons why firms join the program, what
assistance firms want fror SBA, and how satisfied they are with the
program. To address these questions, we conducted a nationwide mail
survey of 1,200 firms randomly selected from SBAs database of 5,432 active
8(a) firms. Our survey response rate was 71 percent (853 firms) and our
results can be generalized to the entire population of active 8(a) firms in
the program as of September 30, 1999. Appendix I provides a more detailed
description of our objectives, scope, and methodology. Our survey and the
resporses to it are provided in appendix II.

Resuits in Brief

Access by firms to 8(a) contracts—long considered the program’s biggest
benefit—remains a problem. A long-standing concern cited in our previous
reports and those of the SBA Inspector General is that a few firms receive
most of the 8(a) contracts, effectively limiting the developmental
opportunities available to other firms in the program. For example, in fiscal

GAO/RCED-00-196 8(a) Program Focus
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year 1998, 209 firms received 50 percent of the 8(a) contract dollars. SBA
acknowledges this problem and has made some changes in the program to
address it, but SBA officials said that because of differences in firms’ skills
and experience and other factors, it is reasonable that not all 8(a) firms will
receive contracts from the program. In addition, SBA relies on other federal
agencies to make the contract awards, and federal procuring officials are
confronted with the competing objectives of accomplishing their agencies’
missions at a reasonable cost and achieving the 8(a) program’s business
development goals.

SBA remains unable to track the training and assistance it provides to 8(a)
firms. We reported in 1992 that SBA did not know the full extent of
management and technical assistance provided to 8(a) firms because it did
not track the assistance provided. Almost a decade later, we found that
SBA still does not have a method of systematically tracking the training and
assistance firms receive. The lack of such a system impairs SBA's ability to
measure the program’s performance and to determine what assistance
firms need. SBA piloted a Business Assessment Tool in 1999 that would
evaluate firms’ business development needs, but at the time of our review,
SBA had not completed its review of the pilot.

According to our survey results, aimost all firms joined the program to
obtain 8(a) contracts, wanted SBA to provide contracting assistance, and
were moré-satisfied with the program if they had received a contract.
Eighty-six percent of the firms surveyed joined the program to obtain 8(a)
contracts. However, only about one-fifth of the firms joined the program to
learn more about how to manage a business. One reason for these firms’
not placing a higher priority on learning to manage a business is that a large
majority of the firms had owners with over 10 years’ experience managing a
business. In addition, the firms themselves were not new; over half the
firms we surveyed had been in business 5 years or more before joining the
program. Overall satisfaction with the program was mixed, but firms that
received 8(a) contracts were more satisfied than those that did not. We are
recommending that SBA take a number of actions aimed at better meeting
the purpose of the program, the needs and expectations of the firms in the
program, and improving SBA’s ability to determine how well the program is
working. We provided a draft of this report to SBA for its review and
comment. SBA concurred with the report’s recommendations and provided
technical clarifications, which were incorporated as appropriate.

‘GAQ/RCED-00-196 8(a) Program Focus
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Background

The Small Business Act, as amended, authorizes the 8(g) program. The
purpose of the program—which was named for a section of the Small
Business Act—is to help eligible socially and economically disadvantaged
small businesses to compete in the American economy through business
development activities, Toward this end, the Congress made three major
legislative attempts—in 1978, 1980, and 1988—to improve SBAs
dreind of the p and to hasize its bust d
aspects. The Congress enacted the 1988 act and subsequent amendments
partly because the program was not developing firms in the program into
viable businesses. To remedy this and other problems, the 1988 act made a
number of changes to improve the program’s organization and participation
standards, business development activities, and overall management.

1 ent.

To be eligible for the 8(a) program, a firm mustbea small business that is
at least 51-percent owned and controlled by one or more socially and
economically disadvantaged individuals. A firm is considered small if it
meets size standards established by SBA for the firm’s particular industry,
Under the program, certain ethnic groups, such as African and Hispanic
Americans, are presumed to be socially disadvantaged. Other individuals
can be admitted to the program If they can adequately document that they
are socially disad d. In addition, 1o qualify as economdcally
disadvantaged, an individual must have a net worth of less than $250,000,
excluding his or her ownership interest in the firm and a primary personal
residence. A firm iust also generally have been in business at least 2 years
and possess a reasonable prospect for success in the private sector as
determined by SBA on the basis of elements such as the firm’s operating
revenue and access to capital and credit,

Firms that enter the program are eligible to receive contracts that federal
agencies set aside for the program and to receive business development
assistance from SBA. Competition for 8(a) contracts is lirited to firms
within the program. Firms can obtain other federal contracts, but do so in
competition with firnis outside the program, Firms’ 9-year program
participation is divided into two stag develor 1 stage covering
years 1 through 4 and g transitional stage covering years 5 through 8.
During the transitional years, firms are required to meet certain non-8(a)
business contract levels in an effort to ensure firms do not develop an
unreasonable reliance on the prograra, According to 8(a) program
regulations, firms may also receive business development assistance, such
as contract support, financial assistance, training in developing business
strategies to enhance their ability to compete for contracts, training in

GAO/RCED-00-196 8(a} Program Focus
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transitional business planning, and assistance in forming joint ventures
with other firms.

A business opportunity specialist in the SBA district office that serves the
geographical area where a firm’s principal place of business is located is
normally assigned to service the firm while it is in the program. The

' business opportunity specialist is responsible for, among other things,

assisting the firm with preparing a business plan, conducting annual
reviews of the firm’s progress in implementing its plan, providing technical
assistance, analyzing year-end financial statements for certain compliance
issues, and coordinating additional assistance and training for the firm
through SBA’s 7(j) Management and Technical Assistance Program.

A Few Firms Continue
to Receive Most 8(a)
Contracts

Because access to 8(a) contracts has long been considered the program’s
biggest benefit, firms’ success in obtaining these contracts has been a long-
standing concern. The Congress in amending the 8(a) program in 1988
sought to improve the fair and equitable distribution of federal contracting
opportunities by increasing the number of competitive small businesses
owned and controlled by socially and economically disadvantaged
individuals. Nonetheless, as our prior reports and those of the SBA
Inspector General (IG) have noted, (1) a large percentage of the total dollar
value of program contracts was awarded to very few firms, and (2) about
half the firms in the program in a given year receive none of these
contracts. For example, our analysis of SBA’s fiscal year 1998 program data
showed that 50 percent ($3.2 billion) of the dollar value of the 8(a)
contracts and modifications went to only 209 of the more than 6,000 firms
in the program, while over 3,000 firms did not get any program contracts.
According to SBA, because the developmental status of each firm in the
program varies greatly in any given year, the number of firms that seek 8(a)
contracts will be less than the total number of firms in the program. The IG
also listed the concentration of 8(a) contracts among a few firms as one of
the 10 most sericus management challenges facing SBA in both fiscal years
1999 and 2000. The concentration of program contract awards has also
been reported as a material weakness in SBA’s Federal Managers Financial
Integrity Act Report every fiscal year since 1994,

According to our survey results, many firms have yet to actually receive an
8(a) contract. For example, as shown in figure 1, 24 percent of our survey
respondents who have been in the program for at least 2 years have not
obtained an 8(a) contract. Of those survey respondents who joined the
program primarily to obtain contracts and who have been in the program

GAO/RCED-00-196 8(a) Program Focus
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for at least 2 years, 35 percent indicated that they have not been successful
in obtaining a contract. One survey respondent wrote that their firm is
going into its fourth year in the program without obtaining any 8(a)
contracts. The respondent wrote that their firm was under the impression
that SBA staff would assist them in contacting federal agencies and
obtaining these contracts. Instead, the firm has had to use its time and
resources to fill out the paperwork required by SBA but has nothing to
show for its efforts. According to the program’s regulations, admission into
the program does not guarantee that firms will receive 8(a) contracts.
Firms are also informed upon joining the program that participation does
not guarantee their obtaining an 8(a) contract.

Figure 1: Number of 8(2) Contracts Awarded to Firms That Have Been in the 8(a)
Program at Least 2 Years
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In our analysis of the survey data, we examined different factors to
determine if there were any relationships between firms that have not yet
obtained 8(a) contracts and (1) the number of years of the owners’ overall
owner management experience or (2) the number of years a firm was in
business before joining the program. The survey data indicate firms that

GAO/RCED-00-196 8(a) Program Focas



61

B-284055

have owners with less management experience are not as likely to obtain
8(a) contracts compared with firms with more expetienced owners. As
illustrated in figure 2, nearly 63 percent of the firms sunveyed have owners
with 2 to 4 years’ management experience and have not obtained a
contract. :

R N R R T N IR S0
Figure 2: Percentage of Firms That Have Not Obtained an 8{a} Contract Based on the
Amount of the Owners’ Management Experience
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Our survey data indicate that no significant relationship exists between the
amount of time a firm has been in business before joining the program and
its success in obtaining an 8(a) contract. For example, as illustrated in
figure 3, there is no statistical difference between firras that have been in
business less than 2 years and those that have been in business over 10
years with regard to their success in obtaining an 8(a) contract.

GAO/RCED.19-196 B(2) Program Focns
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Figure 3: Percentage of Firms That Have Obtained No 8(a) Contracts by Their Years
in Business Before Joining the 8({a) Program

Percentage of firms that have not obtained 8(a) contracts
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SBA agrees that the concentration of program contracts among a few firms
is a problem and has made changes to the 8(a) program in an attempt to
reduce the concentration. For example, SBA revised the program’s
regulations in June 1995 and eliminated a loophole that allowed firras to
obtain sole source contracts above a limit set for the program. In 1998, SBA
attempted to make the 8(a) contracting process more attractive for federal
agencies by negotiating memorandums of understanding that allowed
federal agencies to contract directly with 8(a) firms. Federal agency
officials we interviewed generally viewed this change as having a positive
impact on the process. Officials at one agency commented that their
memorandum of understanding has reduced the time it takes them to issue
an 8(a) contract by at least 30 days. Also, in June 1998, SBA again revised
the program’s regulations to, among other things, limit the total dollar
amount of sole source contracts firms can receive and allow 8(a) firms and
other small businesses to form joint ventures to enhance their ability to
obtain larger federal contracts. SBA stated in December 1999 that these
efforts, along with others, were reducing the contract concentration

GAO/RCED-00-196 8(s) Program Focus
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problem. The agency reported a 40-percent reduction in the dollar amount
of 8(a) contracts awarded to the top 10 firms between fiscal years 1997 and
1998. However, our analysis of SBA’ fiscal year 1999 program data showed
that this was a short-term reduction because the dollar amount of 8(a)
contracts awarded to the top 10 firms increased by 45 percent between
fiscal years 1998 and 1999.

At the same thme, SBA officials said that because of the differences in skills
and experience among the firms and conflicting federal procurement
objectives, it is reasonable that not all firms in the program will receive 8(a)
contracts. According to SBA, 8(a) firtus are no different from other small
businesses—some will be more successful than others. Among the factors
that define a firm’s success in obtaining 8(a) contracts are the firm's
proximity to federal agencies; the firm’s capabilities, access to credit and
capital, and effective marketing; and the share of each federal agency’s
prime contracting dollars devoted to the program. The program’s
regulations state that admission to the program does not guarantee that a
participant will receive 8(a) contracts, In addition, SBA relies on other
federal agencies to make the contract awards, and federal procuring
officials are confronted with the competing objectives of accomplishing
their agencies’ missions at a reasonable cost and achieving the 8(a)
program’s business development goals.

SBA’s Lack of a System
to Track Assistance
Provided to 8(a) Firms
Impairs Its Ability to
Measure Program
Performance

SBA remains unable to track the training and assistance it provides to 8(a)
firms. Almost a decade after we first reported that SBA did aot track the
assistance it provides to firms, we found that SBA still does not have a
method of systematically tracking the training and assistance firms receive.
The lack of such a system impairs SBA's ability to measure the program’s
performance and to determine what assistance firms need. SBA piloted a
Business Assessment Tool in 1999 that would evaluate firms’ business
development needs, but at the time of our review, SBA officials had not
completed their assessment of the pilot. SBA has attempted to enhance the
training component of the program over the last several years, but its
efforts are limited in the nurnber of firms they can serve because of funding
constraints.

SBA Lacks a System to
Measure Business
Development Impact

Although SBA wants to emphasize business development for 8(a) firms, it
does not currently have a method for systematically tracking the business
development training and assistance 8(a) firms receive. In January 1992, we
reported that the full extent of the management and technical assistance

GAO/RCED-00-196 8(a) Program Focus
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provided to 8(a) firms was unknown because SBA did not have a computer
network that enabled the agency to collect this information.! In September
1996, SBA testified it had implemented an automated information system
hat enabled the agency to monitor, among other things, what kind of
assistance was provided to firms and what progress was made with
business development. Yet SBA is not currently tracking the iraining and
assistance provided to 8(a) firms. SBA's Deputy Assistant Administrator for
Technology said that SBA's current information system hagd the capacity to
track management training from the 7(j) Managernent and Technical
Assistance Program when the system was initially implemented, but this
capacity was never used because 7(j) program funding was reduced. If
information on training and assistance is needed, the 8(a) pregram
manager said headquarters would send an information request to the
district offices. However, officials in SBA’s district offices in Atlanta, Dallas-
Fort Worth, New York City, and San Francisco told us that they do not have
systems to track the training or assistance that they or others provide to
8(a) firms. Officials in SBA's Washington, D.C., district office informed us
that since SBA did not have a centralized system to track training or
assistance provided to 8(a) firms, the district office maintained a
spreadsheet with this information. Our report on SBA’s 8(a) information
system discusses this issue as well as other concerns with that system.®

In addition, SBA does not have a systematic way of assessing the business
development needs of 8(a) firms or the effect of the assistance it provides
to address these needs. SBA currently relies on its business opportunity
specialists to make such an assessment through their periodic contacts
with the firms and their reviews of the firms’ business plans and the annual
8(a) program reports firms provide. It is the business opporiunity
specialists’ responsibility to provide advice and guidance on management
and marketing, technical, financial, and contracting assistance and to refer
firms to other sources, both within and outside SBA, for additional
assistance. However, many business opportunity specialists are also
responsible for a myriad of other tasks, such as making sure that firms
comply with the program’s regulations before they receive 8(a) contracts,
reviewing annual financial reports from firms, and increasingly, for
program marketing activities as well. For example, in the Atlanta, Dallas-

Small Busi lems in Restructuring SBA's Minority Business Development Program
(GAO/RCED-92:68, Jan. 31, 1992).

*Small Business: SBA’s 8(a)} Information System Is Flawed and Does Not Support the
Program’s Mission (GAO/RCED-00-197, July 20, 2000).
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Fort Worth, and New York City district offices, business opportunity
specialists are responsible for all tasks associated with the firms in their
partfolios. In these offices, the number of 8(a) firms each business
opportunity specialist was responsible for at the time of our visits ranged
frora a low of 25 to a high of 43. In the San Francisco and Washington, D.C,,
district offices, the business opportunity specialists have a larger number
of firms in their portfolios, but they divide up the servicing responsibilities.
For the most part, the business opporiunity specialists that we interviewed
said that they believe the tirne they have to assess 8(a) firmg’
developmental needs and to provide needed assistance is limited. SBA
officials in each of the district offices we visited also told us that because of
travel constraints and other factors, business opportunity specialists are
unable to make annual site visits to all the 8(x) firms in their portfolios, as
recommended in SBA’s operating procedures for the program.

In an effort to better identify what type of assistance and training an 8(a})
firm requires, SBA piloted an automated Business Assessment Tool, but at
the time of our review, the SBA Associate Deputy Administrator
responsible for the §(2) program said he was uncertain whether the tool
wounld be implemented because of budget constraints. The assessment tool
was designed to match information from 2 series of 58 questions that
assess a firm's developruental assistance needs with the business training
and counseling resources provided by SBA and other service providers,
The tool also provided a mechanism for tracking the training and
assistance recommended. In July 1999, SBA piloted the Business
Assessment Tool at 14 $BA district offices where it was used to assess 53
firms. SBA officials said that the tool, which is not integrated info SBAs
current information system, is being reassessed because the pilot showed
that it could be improved by being made rmore user friendly. For example, if
a business opportunity specialist was not able to complete all the data
entries in one session, the tvol would not save the entries already
completed.

SBA's Measure of Program
Success in Its Performance
Plan Needs Improvement

SBA changed how it measures the success of the 8(a} program by
realigning the program’s performance goals in the agency's fiscal year 2001
annual performance plan with the program’s business development
emphasis. As required by the Government Performance and Results Act,
agencies must prepare annual performarce plans that inform the Congress
of, among other things, the performance goals for major programs and the
measures used to gauge program performance. Previously, the 8(a)
program’s d in SBA's figeal year 2000 plan—was based
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on the number of firms still independently owned and operated 3 years
after leaving the program. SBA now defines the program’s success as the
number of 8(a) firms that complete the 9-year prograr term (or graduate
early from the program) and receive business developraent assistance.
Though the fiscal year 2001 plan did not provide specific details on what
business development assistance involved, the plan stated that it included
technical, management, and federal contract assistance.

However, as reported in our review of SBA's fiscal year 2001 performance
plan, the new measure SBA adopted to assess the success of the 8(a}
program is an output measure—completing the program and receiving
business development assistance—and is a weaker performance measure
than the outcome measure SBA adopted in its fiscal year 2000 plan—
continued business operation 3 years after leaving the program.’ SBAs
supporting information on the program’s success rates in its 2001 plan for
fiscal years 1997 through 1999 shows that the agency counted all firms that
completed the program as successful because district office procedures
dictate that every 8(a) firm receive at least one training session. Yet as we
previously discussed, SBA has no systematic way to track the extent to
which this and other assistance was provided.

A second performance goal in SBA's fiscal year 2001 performance plan—to
increase the ability of small and disadvantaged businesses to successfully
supply the government with goods and services by providing them with
increased contracts and business development assistance—also affects the
8(a) program. The 2001 plan shows that SBA will measure this goal based
on the percentage of firms that receive federal contracts, technical
assistance, and mentoring. However, like the 8(a) program’s new goal to
measure program success, this performance goal also focuses on outputs
rather than on outcomes. For example, SBA’s target output measure for
technical assistance is that in fiscal year 2001, 25 percent of small and
disadvantaged businesses, including 8(a) firms, should receive business
development and financial assistance through a number of SBA programs.

Observations on the Small Business Administration’s Fiscal Year 1999 Performance Report
and Fiscal Year 2001 Performance Plan (GAG/RCED-00-207R, June 30, 2000).
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SBA Increased Its Business
Development Focus, but
Efforts Are Limited

As part of its emphasis on business development, SBA devoted a significant
amount of the funding from the 7(j) program to executive education for
8(a) firms, Since fiscal year 1996, SBA has earmarked from 40 to 50 percent
of its 7(j) funding for this training. The executive education training, given
to select 8(a) firm executives who are nominated for participation by SBA
district offices, is conducted at various colleges and universities across the
country. A senior SBA program adviser estimated that about 10 percent of
the 8(a) firms have had executives participate in this training. The training
is divided into two parts—a basic course for exgcutives from firms in the
developmental or transitional stages of the program and an advanced
course for executives who have attended the basic course. Both courses
focus on developing needed business skills for an 8(a) firm’s president or
chief executive officer.

Owners of two 8(a) firms we interviewed when developing our survey had
taken the executive training and were very positive about the impact it had
on their businesses. For example, one of the owners said that as a result of
the training, she was able to expand her personnel firm so that it now
provides business services. The other owner said that he considered
himself very proficient in the engineering field but lacked sophisticated
management skills. He credited the training with helping him focus his
business plan and further develop his management skills, However, both
owners stressed that SBA selects the more successful firms for executive
development training.

Funding for the 7(j) program has decreased dramatically starting in fiscal
year 1996. The program’s funding for fiscal years 1990 through 1995
averaged about $8.4 millior per year, exceeding SBA’s average budgetary.
request of $7.2 million per year. In contrast, for fiscal years 1996 through
1999, funding for 7(j) averaged about $2.6 million per year, well below
SBA’s average budgetary request of $7.1 million. As a result of the
decreased 7(j) funding levels, the 8(2) program manager said that SBA has
relied on its other programs, such as the Small Business Development
Centers and the Women-Owned Business Centers, to provide business
development assistance to 8(a) firms. These programs have always been
available to firms, but according to the program manager, they generally do
not provide firms with specific contracting assistance.

During fiscal year 1999, SBA initiated the 8() Business Development
Mentor-Protégé Program. The program encourages private sector
relationships with mentors who can provide technical assistance, financial
assistance (equity investments or loans), subcontract support, and
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assistance in performing prime contracts through joint venture
arrangements with 8(a) firms. As of April 2000, SBA had established 40
mentor-protégé agreernents and planned to have an additional 60
agreements in place by the end of fiscal year 2000. Nonetheless, if this
participation level continues, the Mentor-Protégé program will only be able
to reach a small fraction of the over 6,000 8(a) firms.

Most Firms Join the
Program Primarily to
Obtain 8(a) Contracts,
and Their Satisfaction

The most important reason that 86 percent of the firms cited for joining the
8(a) program was to obtain federal contracts set aside for the program.
However, only about one-fifth of the firms in the prograr felt that they
needed assistance from SBA in learning how to manage a business and
would rather have had SBA assistance in finding contract opportunities.
Overall satisfaction with the program was mixed, but firms that received

Depends on 8(a) contracts were more satisfied than those that did not.
Contracting

Opportunities

Firms Enter the Progra_rn According to our survey resuits, a major reason 86 percent of the firms
Primarily to Receive 8(a) cited for joining the 8(a) program was to obtain federal contracts that are
Contracts set aside for the program. As shown in figure 4, 2 significant number of the

firms we surveyed also entered the program to broaden their customer
base to include the federal government and to increase their net income.
For example, one respondent wrote that their firm is an established
corapany that joined the 8(a) program just to expand its opportunities with
the federal government. Another survey respondent wrote that the program
should do more to help good minority companies obtain federal contracts.
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]
Figure 4: Major Firms Joined the 8(a) Program
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Another major reason firms joined the 8(a) program was to overcome
barriers of discrimination. While 69 percent of the respondents gave this
reason, the percentage varied somewhat depending on the group with
which a firm’s owner identified. As table 1 indicates, 81 percent of the firms
owned by minority women considered overcoming discrimination to be a
major reason for joining the program, while 58 percent of the firms owned
by Hispanic Americans saw it as a major reason.. One survey respondent
wrote that discrimination still exists and that, without the 8(a) program, it
would have been almost impossible for their company to compete against
large corporations for federal contracts. Another survey respondent wrote
that the program is the only one available for minority firms to grow their
businesses.
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L ... ]
Table 1: of Minority and Di: Groups That Considered
Overcoming Discrimination as a Major Reason for Joining the 8(a) Program

Minority/disadvantaged group - Percentage
Minority women 81
Nonminority women 78
African American 78
Native American 64
Asian American 63
Hispanic American 58

Firms’ Satisfaction With the
8(a) Program Depends on
Contract Receipt

Overall satisfaction with the program was mixed, but firms that received
8(a) contracts were more satisfied than those that did not. For example,
over 48 percent of the firms in the program for at least 2 years that had
obtained at least one 8(a) contract were satisfied with the program.
However, only about 9 percent of the firms in the program for at least 2
years that had not obtained an 8(a) contract were satisfied. One respondent
wrote in their survey that they were frustrated because their firm had spent
a considerable amount of money marketing to various federal agencies for
over 2 years with no results.

When asked about satisfaction with general aspects of the 8(a) program,
firms expressed the most dissatisfaction with two items relating to
contracting issues. As shown in figure 5, 58 percent of 8(a) firms indicated
that they were dissatisfied with the amount of contracting opportunities
from the program. Over half the firms surveyed were also dissatisfied with
their efforcs to find the right contact at a federal agency v discuss potential
8(a) contracts. Additionally, over 40 percent were dissatisfied with the
amount of individual assistance SBA provided and the level of interest
federal agencies showed for working with 8(a) firms. One respondent
commented in their survey that their firm had not received any assistance
from its business opportunity specialist in over 5 years. One respondent
also wrote that they did not.even know who to contact at SBA and that the
only information they received from SBA was paperwork for recertification
and requests for financial information. Another respondent wrote that
federal agencies were reluctant to use the 8(a) program. The respondent
also wrote that SBA had failed to understand the concerns of federal
agencies and that this kept the agencies from using the program.
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Other firmas were more satisfied with the amount of contracting
opportunities provided by the 8(a) program, For example, one survey
respondens noted that that the program had helped their business to gain
not only government contracts but also commercial ones, Another firm
wrote that the program had provided an opportunity to participate in
federal government contracts that were not available to the firm prior to
Joining,

Figure 5: Major Reasons for Firms’ Sati: ion and Di
Pragram

1 With the 8(a)

Amount of 8(a)
contract opportunities

Lavel of effort to find the right
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According to our survey, firms that joined the 8(a) program io learn to

manage a business were generally more satisfied with the program than
those that did not join for this purpose. Half of the firmis we surveyed that

GAO/RCED-00-196 8{a) Program Focus



72

B-2840565

Jjoined the program to learn more about managing a business were
satisfied, while only 30 percent of those that did not join for this purpose
were satisfied, Additionally, as illustrated in figure 6, 60 percent of those
that joined to learn to manage a business were satisfied with the business
knowledge gained from the prograr. In contrast, only 24 percent who said
that they did not join to learn to manage a business were satisfied with the
business knowledge gained.

S S
Figure 6: Satisfaction of 8(a) Firms Based on Whether They Joined the 8{(a) Program
to Learn to Manage a Business
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Firms that joined the program to learn to manage a business also joined to
obtain 8(a) contracts. For example, 83 percent of the firms that joined to
learn to manage a business reported that obtaining 8(a) contracts was a
major reason for joining. However, most of the firms that joined the
prograra to leam (o a busi were dissatisfied with the
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contracting aspect of the program—only 26 percent of these respondents
were satisfied with the amount of 8(a) contract opportunities.

‘While firms that joined the 8(a) program to learn to manage a business
were generally more satisfied with the program, only about one-fifth of
those surveyed indicated that this was a major reason for joining. One
reason for these firms' not placing a higher priority on learning to manage a
business is that a large majority of the firms already had business
experience. As shown in figure 7, 70 percent of firms had owners with over
10 years’ experience managing their current 8(2) firm and other companies.
Furthermore, over 50 percent of the firms we surveyed were in business 5
years or more before joining the program. One respondent wrote in their
survey that their company had been in business 12 years before being
certified as an 8(a) firm. Another respondent wrote that they had over 20
years business experience and just needed help finding contracting
opportunities, help they had not received from their loeal SBA office.

Figure 7: Owners’ Experience Managing Current 8{a) Firms and Other Companies

510 10 years

5%

4 years or less

Over 10 years

According to our survey data, most firms would like to see SBA implement
changes that would place a greater emphasis on increasing 8(a) contract
opportunities. For example, 90 percent of those surveyed wanted SBA to
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place a high priority on increasing efforts to link 8(a) firms with specific
federal program managers. Over 80 percent wanted SBA to make sure that
contacts at federal agencies are familiar with the program. Furthermore, 83
percent of the survey respondents wanted SBA to increase the number of
ways the agency informs 8(a) firms about contract opportunities. Among
the survey coraments we received, one respondent stated that SBA should
change the riature of the 8(a) program from a business development
program to a contracting program. The respondent wrote that by changing
the nature of the program, SBA would have more time to monitor
compliance and promote the program to other federal agencies. Another
survey respondent wrote that SBA should be more involved with firms as
they seek out contracts and suggested that SBA hold quarterly meetings
with firms at their place of business to discuss their progress. A third
survey respondent wrote that SBA should place its highest priority on
seeing that firms obtain their first 8(a) contract. Additionally, SBA's
assessment of the data collected during SBA's pilot of the Business
Assessment Tool also emphasized an increased contracting focus and
recommended that contract assistance or counseling be provided to over
80 percent of the 53 firms assessed.

Conclusions

The purpose of the 8(a) program is to assist eligible small disadvantaged
firms compete in the American econory through business development.
SBA's program regulations state that, among other things, business
development includes training to aid in developing strategies to compete
successfully for both 8(a) and non-8(a) contracts. Our survey showed that
8(a) firms join the program primarily to obtain contracts and that their
satisfaction with the program is tied to their receipt of contracts.
Therefore, SBA should consider making contracting assistance its first
priority for the program. To do this, SBA would need to increase its
outreach efforts to federal agencies and develop strategies to increase the
percentage of 8(a) firms that obtain contracts. In addition, SBA's district
offices would need to focus resources on helping inform firmas about
contract opportunities, assisting firms with contracts at federal agencies,
and being more involved with firms as they seek and negotiate contracts.
By focusing its efforts on providing contracting assistance and outreach to
federal agencies, SBA could better achieve the purpose of the program,
improve customer satisfaction, and make more progress toward
eliminating its long-standing problem with contract concentration.

SBA has no way to tell how well the 8(a) program is working. SBA has
never surveyed its customers in a meaningful way as we did to determine
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what their needs are and to find out how satisfied they are with the
program. Additionally, almost a decade after we first reported that SBA did
not know the full extent of business development assistance provided to
8(a) firms because it did not track this assistance, SBA still does nothave a
tracking system in place. The Business Assessment Tool that SBA
developed and piloted is a step in the right direction in terms of tracking
training needs and the assistance provided, but pilot tests showed that it
needs to be improved before it can be impleraented. The lack of systematic
data limits SBA’s ability to monitor the program’s results and to assess its
effectiveness under the Government Performance and Results Act in an
accurate and meaningful way. SBA has revised the program’s success
measure to include a provision of business development assistance as a
factor. Yet the measure is meaningless because SBA simply assumes that
every firm that completes the 9-year program has received a training
session. Thus, all a firm has to do to be successful under this measure is to
stay in the program for 9 years and attend one training session.

Because SBA does not know what business development assistance its
customers—the 8(a) firms—want or need from the program, its efforts are
not aligned with the needs and expectations of the firms. Recognizing that
the owners of over two-thirds of the firms in our survey had over 10 years
of management experience and that training funds available through the
7(j) program are severely limited, SBA could limit business development
assistance that is not contracting-related to only the 8(a) firms that are
identified as requiring it. Length of management experience could be used
as a simple indicator to determine which firms might need assistance and
which do not. Alternatively, SBA could refocus 7(j) program funding
toward contracting-related training and refer firms that need management
training to other sources.

Recommendations

To better address the purpose of the 8(a) program, meet the needs and
expectations of the firms in the program, and improve SBA' ability to
determine how well the program is working, we recommend that the
Administrator of the Small Business Administration take the following
steps:

e Instruct the district offices to place their highest priority on helping
inform firms about contracting opportunities, assisting firms with
contacts at federal agencies, and becoming more involved with firms as
they seek and negotiate contracts.
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s - Periodically perform a nationwide sample survey of 8(a) firms to obtain
measurable program data. At a minimum, the survey should assess
whether SBA assistance is meeting the firms’ expectations and needs.

* Provide a method for collecting data on each firm’s training needs for

tracking the assistance provided.

Revise the 8(a) program's success measure in SBA's future annual

performance plans to make the measure a more meaningful assessment

of the program’s impact.

Reassess the agency’s use of 7(j) Management and Technical Assistance
Program funding. The reassessment should consider whether to devote
most of the 7(j) program’s funding to training designed to develop the
abilities of 8(2) firms to obtain contracts or to retain the current business
development focus but restrict the training to firms with a demonstrated
need.

Agency Comments and
Our Evaluation

We provided a draft of our report to SBA for its review and comment. SBA
concurred with the report’s recommendations and provided technical
clarifications, which were incorporated as appropriate. SBA’s comments
are in appendix IIT.

‘We conducted our review from September 1999 through July 2000 in
accordance with generally accepted government auditing standards.

As agreed with your office, unless you publicly announce its contents
earlier, we plan no further distribution of this report for 30 days. At that
time, copies of this report will be sent to the Honorable John Kerry,
Ranking Minority Member of the Committee; other interested
congressional committees; the Honorable Aida Alvarez, Administrator,
Small Business Administration; and other interested parties. We will also
make copies available to others on request.
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If you or your staff have any questions about this report, please contact me
at (202) 512-7631. Key contributors to this report were Susan Campbell,
Amy Carroll, Andy Clinton, Fran Featherston, Curtis Groves, Barbara
Johnson, and Kirk Menard.

Sincerely yours,

St T w2

Stanley J. Czerwinski
Associate Director, Housing,
Community Development, and
Telecommunications Issues
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Objectives, Scope, and Methodology

Our objectives were to determine (1) the extent to which firms in the Small
Business Administration’s (SBA) 8(a) program are obtaining federal
contrdcts, (2) how SBA tracks the training and assistance provided to
firms, and (3) how firms view the program =~ answering our first and
second objectives, we visited and interview ed SBA officials involved with
the 8(a) program at SBA headquarters in Wasiungton, D.C,, and at SBA
district offices in Atlanta, Dallas-Fort Worth, New York City, San Francisco,
and Washington, D.C. We selected these district offices based on the
nuraber of 8(a) firms they oversee and the geographic locations of the
offices. Officials at SBA headquarters and the five district offices provided
us with information on SBA's management of the 8(a) program, its current
focus, and recent SBA initiatives intended to improve the prograrm.

‘We also obtained and reviewed SBA's annual performance plans from fiscal
years 1999 through 2001; annual SBA reports to the Congress on the 8(a)
program from fiscal years 1995 through 1998; the program’s regulations,
which included the most recent changes from June 1998; various SBA
procedural and information notices about the program; SBAs March 2000
proposed reorganization plan involving the program; and our prior reports
on the program dating back to 1981. We also reviewed reports by the SBA
Inspector General and information on the 8(a) program and discussed with
Inspector General officials their past work involving the program.

To obtain a perspective on the focus of the program beyond SBA, we
interviewed officials from selected Offices of Small Disadvantaged
Business Utilization and various contracting officers for the Air Force, the
Department of Education, the Environmental Protection Agency, the
General Services Administration, the Office of Personnel Management, and
the Departiment of Veterans Affairs. We selected these federal agencies
because of the dollar amount of 8(a) contracts they awarded to 8(a) firms
in fiscal year 1998, according to information from the Federal Procurement
Data System.’ The Air Force, General Services Administration, and
Department of Veterans Affairs were 3 of the 10 federal agencies with the
highest dollar amount of 8(a) contracts. The Department of Education,
Environmental Protection Agency, and Office of Personnel Management
were 3 of the 15 federal agencies with the lowest 8(a) contract amounts
above $1 million. We also obtained information on the program from our

‘Air Force 8(a) contract dollars are combined with overall 8(a) information for the
Department of Defense.
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interviews with officials at the Mirority Business Enterprise Legal Defense
ard Education Fund and the National Federation of 8(a) Cc i

To answer our third objective on how firms view the program, we
conducted a nationwide mail survey of active 8(a) firms. Our survey
focused on the reasons why firros join the program, what assistance firms
want from SBA, and how satisfied they are with the program. To determine
which firms were eligible for our survey, we obiained a data file from SBA
of all 8(a) firms. We then drew a random sample of 1,200 firros out of the
5,432 firms in the program listed as active as of September 30, 1999, and
mailed our survey to these 1,200 firms.

Bince we used a sample (called a probability saraple) of 1,200 8(a) firms to
develop our estimates, each estimate has a ie precision, or
sampling error, that may be expressed s a plus/minus figure. A sampling
error indicates how closely we can reproduce from a sample the results
that we could obtain if we were to take a complete count of the universe
using the same measurement raethods. By adding the sampling error to and
subtracting it from the estimate, we can develop upper and lower bounds
for each estimate. This range is called a confidence interval. Sampling
errors and confidence intervals are stated at a certain confidence level—in
this case, 95 percent. For example, a confidence Interval at the $5-percent
confidence level means that in 85 out of 100 instances, the sampling
procedure we used would produce a confidence interval containing the
universe value we are estimating.

Table 2 shows sampling errors for selected estimates that use the entive
group of firms responding to our survey, Sampling errors are no more than
3 percent at the 85-percent confidence level for any estimate that has at
least 750 respondents answering the guestion. Sampling exrors for
subgroups will be larger, depending upon the number of respondents in the
subgroup. Table 3 shows sampling errors at the 95-percent confidence level
for estimates in our report that use subgroups of firms.
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Table 2; ing Errors for

Reported survey percentages (between 750 Sampling
and 853 respondents) error
1to 5 percent +1 percent
6 to 20 percent +2 pergent
21 to 79 percent +3 percent
80 to 94 percent +2 percent
95 to 89 percent +1 percent

Table 3: ing Errors for

Number of cases Estimated percent

Sampling error

Tabie 1: Percentage of minority an_d gisadvantaged groups

“that i g as a major

reason for joining the 8(a) program

Minority woman 117 81 +6 percent
Nonminority woman 18 78 +19 percent
African American 253 78 +5 percent
Native American 56 64 +11 percent
Asian American 153 63 +7 percent
Hispanic American 187 58 +6 percent
Figure 1: Number of 8(a) contracts awarded to firms that

have been in the 8(a) program at least 2 years

None 553 24 +3 percent
1 to 2 contracts 553 31 +3 percent
3t05 553 20 +3 percent
6 to 10 contracts 553 13 +2 percent
11 and over 553 12 +2 percent
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{Continued From Previous Page)

Number of cases  Estimated percent

Sampling error

Figure 2: Percentage of firms that have not obtained an 8(a)
contract based on the amount of the owners’ management

2104 years 38 83 =14 percent
St07 years 103 8t 18 percent
810 10 years 101 36 +8 percent
Ower 10 years 580 33 +3 percent
Figure 3: Percentage of firms that have obtained no 8(a)
contracts by their years in business before joining the 8(a)
program
Less than 2 years 87 33 +8 percent
2104 years 318 38 +5 percent
510 7 years 177 36 +6 perpent
810 10 years 101 31 8 percent
Cwver 10 years 141 40 =7 percant
Figure 6: Satisfaction of 8(s) firms based on whether they
joined the 8fa} to fearn o manage a i
Reason for joining 8{a} program: Amount of business knowledge
gained
Major reason 178 60 +6 percent
Minor reason 252 46 +5 percent
Not a reason ag2 24 +4 percent
Reason for joining 8{a} program: Amount of individual assistance
SBA provides in i is
Major reasan 178 46 +6 percent
Minor reason 252 a8 +5 parcent
Not a reason agz2 23 +4 percent
Reason for joining 8(a) program: The match between the training
8(a) offers:and what firms need
Major reason 178 44 6 percent
Minor reason 282 28 x5 percent
Not a reason 382 1§ +3 percent
Selected estimates from text of report
Percentage satisfied with 8(a) program fer firms in program at
least 2 years
No awards 117 08 15 percent
1 or more awards 410 48 +4 percent
Percentage of firms with one or more awards
Firms who joined 8(a) program to obtain contracts 838 41 +3 percent

of firms satisfied with 8(a) program
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{Continued From Previous Page} Number of cases  Estimated percent Sampling error
Firms that reported learning to manage a business was a major 161 51 +7 percent
reasan for joining 8(a) program
Firms that reported learning to manage & business was not a 349 30 +4 percent
reason for joining 8(a) program

Percentage of firms that joined pragram 1o obtain 8(a) contracts
Firms that reported learning to manage a business was a major 176 83 +5 percent
reason for joining 8{a} program

Percentage of firms satisfiad with amount of contract

opportunities
Firms that reperted jearning to manage a business was a major 188 28 46 percent

reason for joining 8(a) program

We conducted 11 pretests of our survey with 8(a) firms in 3 of SBAs 10
regions. We selected firms for our pretest to provide testing from a variety
of regions and from both fixms that had and had not received 8(a) contract
awards. We also conducted our pretesting with firms in a variety of
industries. Each pretest consisted of a visit with a firm's representative by
two members of our staff. The pretest atterapted to simulate the actual
survey experience by asking the firnt’s representative to fill out the
questionnaire while our staff observed and unobtrusively took notes. Then
the firm's representative was interviewed about the questionnaire items to
ensure that (1) questions were readable and clear, (2) terms used were
clear, (3) the survey did not place undue burden on firms that would result
in a lack of coaperation, and (4) the survey appeared independent and
unbiased in its point of view. Appropriate changes were incorporated in the
final survey based on our pretesting.

In addition to our pretesting, we discussed a draft copy of our
questionnaire with officials at SBA headquarters and the SBA Inspecior
General office in Washington, D.C. We incorporated corraents from these
discusstons, as appropriate.

During the pretesting phase of our survey, it became evident that
respondents considered the survey questions to be sensitive, Specifically,
one respondent expressed the opinion that firms might be concerned that
they would jeopardize their status with the 8(a) program if their answers
‘were made public. To address these concerns, we developed procedures 1o
the compl ity of all survey resp To do this, we
did not retain any identification of a respondent on the survey booklet or
return envelope. This procedure prevented us from knowing the identity of
the respandents for any of the surveys returned to us. The use of a separate
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return posteard allowed us, nevertheless, to track which respondents did
and did not mail back survey responses so that we could follow up on
nonresponses. In discussing these procedures with pretest respondents,
they told us these measures would be helpful in encouraging survey
responses.

To increase the response to our survey, we mailed a prenotification letter to
respondents a week before we mailed the survey on January 13, 2000. We
also used three mailings after the survey mailings, including (1) a reminder
posteard a week after the survey, (2) a reminder letter to nonrespondents
16 days after the survey, and (3) a replacement survey for respondents not
yet responding, mailed 4 weeks after the survey. During the return period,
over 100 survey packages were returned 1o us because of incorrect
addresses. We attempted a second mailing to these firms when we could
locate replacement addresses. We received the last survey included in our
analysis on April 7, 2000,

We received survey responses from 853 firms for a response rate of 71
percent. Additionally, we received responses from 22 firms that no longer
are active in the 8(a) program. Only respondents active in the program at
the time of our survey are included in our survey results in this report.
Table 4 shows a summary of the survey returns,

Tabie 4: Summary of Returns to 8{a} Mail Surveys

Survey informiation Number of 8(a) firms
Population size 5,432
Total sample size 1,200
Surveys returned® 875
Eligible 853
Not efigible 22
Surveys not relurned 328
Undeliverable® 28
Nonresponse® 206
Response rate {number of eligible surveys returnaditotal %
sample size}

“Does not include surveys returned that were not filled out.

106 of the 1,200 survey addresses obtained frorm SBA's 8(a) database were incorrect. We
cbtained correct addresses for 77 of the 106 firms through additional effort on our part.

GAORCED-80.1496 8(a) Program Focus
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Scope, and

“Includes surveys returned blank, surveys received after our deadline, and surveys not
recen

We conducted our review from September 1999 through July 2000 in
accordance with generally accepted government auditing standards.

GAO/RCED-00-196 8(a) Program Focus
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GAO's Survey of 8(a) Firms

Unired States General Accounting Office

GAO Survey of Firms® Experiences With SBA’s 8(a) Program

Entroduction

The U.S. General Accounting Office {(GAQL a
legiskative agency that ceviews federal programs for
the U.S. Congress, is gathering informatian on the
Small Busiriess Administration’s (SBA1 B{a) program,
As part of this effort. we arc surveying compaties in
the (2} program o oban thelr views on the program.
Your company was randomly selected to purticipaie in
this sarvey.

This survey is complerely anonymous, Thete is no
identification of your company on the quesionnaire.
You e asked (o return the attached postcard
separately afiet completing the questionnsire, The
umber on the posteard will letus know which
companies paricipated in our sarvey. Thete is 10
information that can fink the posicant with your
questionaire,

Your paricipation is viral to the accuracy of our
review. Your frank and honest answers will helo us
provide the Cangress with important information o
what works well with the 8(a) program and wha:
could be improved.

1t should take about 15 minutes 1o complete e
questionnaife. Your prompt participation will helg v
wvaid costy follow-up mailings. 1 vou have any
questions abovt ous review of this survey. ploase
contact:

Kirk Monard

toll-free: 1-§77-535-7352 (Dailas, TX)

E-mail; tenardk.dalro@gao.gov

Amy Gleason Carrall
12023 312-3748 (Washingron. B3.C.}
£tk glewsona ced@geo.gos

¥ the envelope is missing. please rewm yoor survey
o

M. Kiek Menatd
US. General Accounting Office
1999 Bryan Steeet, Suite 2200

“Thank you very much for taking time to contribute
10 this study.

L, s your company currently centified as an 8(s1
company? (Check one.s  N=853

L. 100% Yes - Please continue.

2 o> Ploase stop and returh survey.

Experiences with the fta} program

2. Which of the following best describes your
overall satisfrction with the &) program?
(Checkone.  Ne845
1. 14% Very satisfied
2. 24% Gesesally satisfied
3. 26% Both satisfied and dissatisfied
4. 149% Generally dissatsfied
5. 18% Very dissatisfied
6 7% Uncertain

3. 1% Qsor (Please describe.}

3. Asof today. what has been your company’s
suceess in being awarded 8(a) contracis from
federal agencies? (Check one.) N=3S0
1. 11% Very successful
2. 16% Moderately successiul
3. 26% Somewhat succossft
4. ¥5% Notsuccessful
5. 10% Toocarly totell
6. 1% Uncensin

T 2% Other (Plvase deseribe.}

GAO/RCED-00-196 8(a) Program Focos
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GAO's Burvey of 8(a) Firms

$(a) program? (Write the letter uf the item in the box below,) N=753

4. Please cae euch reason befow for why you jeined the 8() program, (Check one for eavh row.1
Dajor Minor Nota | !
rason | Reasen | reason ; Uncemain

41} ] & )
A Toobtam federal CONTIacts that are 36% 1% % 0%
set aside for 8(a) companies
Nsgat

" B. To have zccess to waining offered 2% 5% 29% 2%

it Bta) companies N=822

i

1€, Fo learn mure about managing a 2% 3% 7% %

I business N=821

f

H . To broaden our customer base 1o 0% 13% 3% %

P inctade the federal govemment

E. To ake it easier 0 be awarded 9% 2% 2% 2%
stat¢ and local contracts N=819

F. Toimprove our company’s 8% 2% 24% 1%
<hanees of gening contracts
outside the 8(al progrom N=829

6. "To imprave our company's sccess | 33% 29% 3% 2%
1o credit and financing N=§24

H. To increuse our net income N<§19 | £8% 2% 9% 1%

L To ovescome the barriers of €% 1% 1% %
discrimivation N=§23

1. Other {Please dercribe.y N=Tt 0% 0% 1% L3

5. OF the reasons listed in the table sbove, which one was the mest important for you when you applied o join the

AL AT
B 1%
C 1%
D.17%

E i%

F. 5%

G. 2%

H. 6%

138%
3%

GAQ/RCED-00-186 8(a) Program Focus
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GAO's Survey of 8(a) Firms

6 How satisfied or dissatisfied are you overall with the following aspects of the 8(a) program? (Check one jor
cach row.)

Very | Generally Generally ey
satisfied | sadisficd | Noutral | dissatisfied | dissatisfied | Uncertain
o @ [ o) s) )
The fevel of interest that federal | 8% 25% 20% 245 20% 3%
agencies show for working with
8(a) companies N=84%
b. The amount of business 2% 27% 35% 126% 1o% 4%
knowledge that we gained
N
<. The amount of paperwork that 5% 26% 31% 18% 18% 2
SBA requires us to complete
=840
d. The number of opportunities to | 8% 2% 24% 2% 20% 5%
develop new lines of business i
N=837
\ e The amount of individual 10% 29 0% | 23 21% 3%
assistance SBA provides to
support us in developing our
business N=839
f. The maich between the training | 5% 20% 36% 17% 14% 7%
8(a) offers and what our
company needs N=837
£ The level of cffort to find the 6% 20% 19% 2%6% 26% 3%
cight person at a federal agency
to discuss potential $(a)
contracts N=839
h. The easc of understanding 8 | 8% 36% 299% 15% 8% 3%
rules and regulations N=841
i, The amount of 8() contract 5% 18% 15% 5% | N% 4%
opportunities N=832 i

Please list any other items below.

GAO/RCED-00-196 8(a) Program Focus
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GAQ's Survey of 8(a) Fixms

7. How do you rate vour expenences in working with your local SBA district office? {Check onz for exch row )
Ve Geaesally Generally Very
Satisfied | satisfied | Neuirsl | dissatisfied | dissatiafied § Uncertuin
a) 2y 3 (4) ), 53

2 Helping our company with the 19% 3% 2% 10% 9% 5%
8(a) program’s annual reporting
process N=B26

B, Keepingus informed abost 3% 38% 2% 9% 5% 29
txaining opportunities N=829

©. Answering our questions quickly 26% 36% 9% 1% TR 2%
N=830

d.  Showing s how to markst our 10% 2% 2% 2% 18% 2%
company 10 federal agencies
N=830

e Helping ovr company find the 0% 16% 245% 24% 3% 2%
right comasts at federal agencies
N=§31

£, Looking over the B(a) conteact 9% 13% 2% 0% 2% 4%
proposals we prepare N=318

2. Helping our chmpany find 8(2) 8% 15% W% 2% 3% 4%
contract opportunities N=§32

h. Helping our company find 3% % 0% 22% 30% 3%
opphmirities for congarts
eutside the §(a) program N=819

i. Helping our company negotiatea | 7% 2% 6% 3% 205 13%
federal contract N=823

j-  Helping our company find credit 6% 14% A3% 0% 15% 12%
and financing N=820

k. Treating our company with 38% 36% 16% % % 1%
sespect and courtesy N=833

1. Muaking an overafi effort to help 0% 2% % 5% 6% %
aur company N=822

m. Please lixc any other iterms below,

‘GAO/RCED-00-196 8(a) Program Foruy
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GAO's Survey of 8(a) Firms

8. Please rate the priority that SBA should give to implementing ach of the changes below. (Check one for each
row.]
Priority for making this change
Very No
high | High | Medium | Low | change
priority { priority | priority | priority | needed | Uncertain
@ Q) ) ()

2. SBA shooid increase the number of ways it 7% 26% 1% 3% 3% 29
informs 8(u) companics about procurement
opportunitics. N=828

b. SBA shouid emphasize mecting individuatly 37% N% 20% 5% 5% 2%
with each §(a) company to provide assistance.
N=829

<. SBA should emphasize site visits 10 8(a) 8% | 2»e | 2% | 4% | 8% 2%
companies to better understand the company
und its operations. N=§29

d. SBA should improve taining for §(a) 20% 23% 34 12% T 4%
compunies. N=828

¢. SBA should do mare 10 help 8(a} firms find 25% 23% 9% 1% 7% 6%
credit and financing. N=831

1. SBA should increase the skill level of its 8(a) 259 24% 24% 0% 1% 6%
program staff. N=§24

5. SBA should increase the aumber of 8(a) staffin | 24% | 21% | 2% | 2% | 9% 12%
its distict offices. N=§26

b, SBA should simplify the initial 8(a) application. | 2% | 18% | 18% | 15% | 21% 5%
N=828

1. SBA should simplify the 8(a) program’s annual 25% 19% 22% 1% 5% 5%
teporting requirements. N=828

J- SBA should make sure that contacts at federal 63% 20% 10% 2% 3% 2%
agencis are familiar with the 8(a) program.
N=829

k. SBA should increase efforts to link 8(a) N% | 9% | % 1% 1% 1%
companies with specific federal program
managers. N=823

1. Please list any other items below.

GAO/RCED-00-196 8(a) Program Focus
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GAO's Survey of 8(a) Firms

9. The following seven federal agencies award the
most 8(a) contracts, on the basis of dollar value.
Has your company iried 1o get an 8() contract
with any of thes federal agencies? (Check one
Jor each ron.)

Yes No { Uncerlain
nlel o
T
a2 AwForceN=8is | O | % %
3, 4%
b. AmyN=816 5% | 3% %
o Navy N=794 53% 425 4%
39% 6
4. General Services | 207 | % *
Administration
(GSA) N=BI9
e. Nattonal 32%.| 62% %
Aeronautics and
Space
Administration
(NASA)N=788
O Vetorans Affains | S | SR %
N=805
3¢
o Depanmentof | 7 | PP 6%
Energy N=787
10.  Has your company tried to get 8(a) contracts

with any other federal agencies? {Check ane.}
N=§21

1. 55% Yes Please list up to three agencies:

Respondents listed 38 different agencies
in response to this question. However,
only one agency—the Department of
Transportation—was listed more than 10
pecent of the fime. The remaining 37
agencies generally fell far below
Transportation’s 17 percent respofise
rate.

2. 40% No > Continue with next question

3. 5% Uncertain > Continue with next
question.

.

What s the total number of 8ta) contracts for
which your company has applied? Please
include both compelitive and sofe-source
contracts. (Check one.) N=836

1. 9% None
2. 15% 12

3. 22% 3105
4. 16% 61010
5. 16% 111020
6. 11% 211050
7. 4% 5110100
8. 4% Over 100
9. 3% Uncertain

10. 0% Other (Please describe.}

How many total 8(a) contracts have been
awarded to your company? (Check one.} N=841

1. 36% None
2. 29% o2
3. 16% 3105

4. 10% 61010

5. 5% ilw020 ~
6. 3% 2111050

7. 1% 510100

8. 0% Over 100

9. 1% Uncenain

10. 0% Other (Please describe.)

GAO/RCED-00-196 8(a) Program Focus
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GAO's Survey of 8(2) Firms

¥

In 1999, what percentage of your company’s
1ot revenug was earned from 82} comracts
you wees swarded? (Check one, ) N

3. 43% Nane

3ET Teo 4G percent

X106 111025 percent

4. 126 26 10 50 percent

5. 10% 581075 percem

6. 65 760 100 percent

1. BF Unceriain

8. 0% Other tPlease describe.}

Which of the following fypes of 8(a) contracts
hs your company besn awarded? {Checkall
that apply.)

1. 37% No 8(a) contracts yet
2. 32% Competitive
3. 49% Sole-source

4. % Usconain

5. ¥% Qther (Flease describe.}

1. Sinve the year your company joined the (a2

&

program, how many subcontraets do you believe
Your company has been awarled because you are
centified s an 82} Grm? (Cheek one.) =840

1. Y0% Nose
3% Tw?
3 8% 3ws
4. A% 61010
3 1% )l

& 1% Z1wiE
7 0% Stw (b0
8. 0% Over 100
9. 1% Uncertain

10, 1% Other{Please describe.}

Ta 1999, swhat percentage of your company’s
Wil tevenue was eamed from these subcontracts
sou were awarded (as reported in the previous
Question)? (Check one.) N<837

1. 73% Noae

N

14% 1 o 10 percent

5% 11025 percent

4 4% 2610 50 percent

1% 5110 75 percent
6. 1% 7610 100 percemt

7. 1% Uncertain

»

8% Other (Please describie.}

GAO/RCED-00-196 8(a) Program Facus
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GAO's Survey of 8(a) Firms

Background

17. Which of the following describe your company's
current ownership status? (Check all that apply.}
N=853

1. 24% Asian American

19

38% Black/African American

w

27% Hispanic American

4. 10% Native American

5. 5% Veteran
6. 16% Woman
7. 2% Other{Please describe.)

18. Which of the following best describe your
company"s current focus? (Check all that apply. 1
N=853
1. 2% Agriculture, forestry, fisheries

2. 33% Construction

3. 7% Manufacturing
4. 0% Mining
5. 58% Services
6. 5% Transportation

7. 6% Uttities. communications
8. 6% Wholesaling, rewiling

9. 36% Other (Please describe.)

19. How long was your company in business before
you joined the 8{a) program? (Check one.)
3

11% Less than 2 years

39% 2104 years

3.

21% 5to7 years

4. 12% 810 10 years

w

17% Over 10 years
6. 0% Uncertain

7. 0% Other (Please describe.}

20. In what year did your company join the 8(a)
program? (Check one.) Ne842

1. 1% Before 1990

2. 1% 19%0
3. 6% 1991
4. 8% 1992
5. 8% 1993
6. 13% 1994
7. 9% 1995
8. 11% 1996
9. 11% 1997
10. 12% 1998
11. 19% 1999

12. 1% Uncenain -

13. 0% Other (Please describe.}

‘GAO/RCED-00-186 8(a) Program Focus
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AQ's Survey of 8(z) Firms

m
B

. How many total years of experience dues your
company's ownsr have managing this firm aad
other firz0s? (Check one.j N

1. 1% fessthan 2 yeas
2 5% Ziwdyeans
3129 St7years

4. 12% 8§10 10 years
5. 70% Over 10 years
6. D% Unceriain

T 0% Other {Please describe.}

In what SBA region is your company located?
TCheck one.) N=84?

2% Region I~ CT.ME MA NH,RLVT

-

% Region 5~ N3. NY, Puerto Rico.
Virgin Islands

3. 26% Region 1l - DE, MD. PA, VA, WV, DC

4. 16% Region1V - AL, FL. GA, KY, MS§, NC,
SC.TN N

5. 7% Region V—[L, IR MI MN. OH. Wi

6. 3% Region VI- SAR.LA, OK. NM, TX

7. &% Region VIi - 1A, KS. MO.NE

8. 3% Region VIl - CO. MT, ND. SD. UT,

WY

9. 4% Reglon IX~ AZ CA, HL NV

0. 6% Region X —AK. D OR. Wa

i 0% Uncenain

12, 0% Other (Please describe.}

GAO/RCED-00-196 8(a) Program Focus
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GAO's Sarvey of 8(2) Firms

. How has your panticipation n the 8(u) prorum affected the following areas? “Check ong for edcls row.}

Tou early
Vers | Generally | No | Gemerally | Very 116l
posiive | posive | impoct | repatve | wegative | Uncersain
W 2 & @ ) [
& Netincome Ne834 19% 9% 35% 4% % 9%
b, Number of employees N3} 16% 24% 49% 2% % 7%
¢ Capitad ssets N=823 10% 2% 54% 3% 3% 8%
4. Income from federal comracts 20% 2% 7% 2% 3% o%
{prime or sbcontract) R=329
e Income from nonfederal 5% 7% 64% 2% % 9%
contracts {grime or subcontract)
N=§7
f. Acoess to credit and financing 7% 17% 619 2% 4% 8%
Neki3l
12 Repution of you company 20% 29% 9% 2% 2% 3%
1 NeS3s
h. Overdlh success of your company | 19% 0% 3% 2% 2% o%
N=826
i Please list any other items below.

GAO/RCED-H-196 8(a) Program Focus
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GAO's Survey of 8(a) Firms

24, Please add any comments you wish on the issues in this survey or other matters related 10 the (aj program.

Thank you very much for participating in our survey.

GAO/RCED-00-196 8(a) Program Focus
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Comments From the Small Business
Administration

1.5, SMALL BUSINESS ADMINISTRATION
WasHINGToN, D.C, 20416

M. Stanley J. Czerwinski

Associate Director

Housing, Community Development,
and Telecommunications Issucs

U.S. General Accounting Office

441 G Street, NW

Washington, DC 20543

Dear Mr. Czerwinski:

Thank you for the opportunity to review and commenl on the General Accounting

Office (GAD) draft report ontitled S k i
Eims Obigin Contracis. CAQRTED-00-196. Code 285524, We have reviowed the draft

report and concur with its recommendations,
‘We offer the following comments for your consideration:

(1y Page 1. In the first paragraph, you refer to 36 billion in 8(a) conizacts in
FY 1999 The $6 billion figure reprosonts 8(a) contracts over $25,000. The fotal
doltass awarded in FY 1999 is $6.2 billion.

{23 Page2. inthe last sertence of the seeond paragraph, you state that at the
time of your yeview, SBA officials were uncertain whether the Business

Tool would be i We thy be
revised ta read; "SBA piloted a Business Assessment Tool in 1999 that would
cvaluatc firms* husiness development needs, but at the time of our review, SBA
had not completed their review of the pilot.”

{3) Page 4. In the third paragraph, the report states: For example. our analysis of
SBAs fiscal yoar 1998 program data showed that 50 pereent {32.2 bitlion) of the
dollar vakie of the $(a} contracts and modifications went 10 only 209 of the over
6.000 firms in the progrem. while over 3,000 fims did not get any prograrm
contracts.

it ¥ s

GAO/RCED-00-196 B{a) Program Focus
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Comments From the Small Business
Administration

Mr. Stanicy J. Czerwinksi Page 2

This statement appears to indicate that all 8(a} contractors are seeking 8(a)
contracts at the same time. To clarify, we suggest that you insert the following
immediately after the above cited sentence. "It should be recognized that the
developmental slatus of cach firm in the program varies greatly in any given year.
Some firms are in the developmental stage with less than a year in the program
while others are in the transitional stage. Therefore. the number of firms that seek
and roceive 8(a) contracts will be ess than the total number of firms in the
program.” Also. we recommend that you substitute “nearly 6,000 firms™ for
"more than 6,000 firins.™

(4) Page 8. In the third paragraph, we recommend that the last two sentences be
revised to read: SBA piloted a Business Assessment Tool in 1999 that would
evaiuate firms’ business development needs, but at the time of our review, SBA
officials had not completed their assessment of the pilot initiative. SBA has
attempted to enhance the training component of the program over the last several
years, but its efforts are limited in the number of firms they can serve due to
funding constraints.

Should you have questions on these comments, please contact Delorice Ford,
Associate Administrator for the 8(a) Business Development Program at 202-205-7430.

Sincerely.
e A

Kristine Marcy
Chief Operating Office

(385824) ‘GAO/RCED-00-196 8(a) Program Focus
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United States General Accounting Office Resources, Coramunity, and

‘Washington, D.C. 20548

Economic Development Division

B-285284
July 18, 2000

The Honorable Christopher 5. Bond
Chairman, Cemmittee on Small Business
United States Senate

Dear Mr. Chairman;

The Small Business Administration’s (SBA) 8(a) program is a business
development and contracting program for small socially and economically
disadvantaged firms. Firms that are certified by SBA for participation in the
program are eligible 1o receive contracts that federal agencies set aside for
8(2) firras and busi devel i from SBA in the form of

hnical ce and t training. In fiscal year 1999, about
6,000 firras participated in the 8(a) program, and $6 billion in federal
contracts were awarded to participating firrs. SBA developed and
maintains an information system for the program containing information
about the firms, such as the location, xinority status, and gender of the
owners, and the government contracts awarded to the firms while they
participate in the program. SBA uses this information to report on the
prograna’s results to the Congress, manage the program, and monitor the
progress of 8(a) firms.

Concerned about the quality of the information used to manage the 8(a)
program, you asked us to examine selected processes and procedures to
assess the strengths and weaknesses of the information system asa
management tool for SBA. As agreed with your office, this report addresses
the following questions: {1) Does the systern meet the information needs of
8B field and headquarters staff? (2) What plans, if any, does SBA have for
improving the existing system?

Results in Brief

The 8(a) information system, while & ded to be a compret ive tool
enabling SBA to monitor the program, does not meet the information needs
of headquarters or district officials, Potentially useful information, such as
the amount of training and assistance provided for participating firms, is
not captured as part of SBA's information-gathering process. This limits
SBA’s ability to assess whether its efforts have an impact on the uitimate
performance goal of creating commercially viable and stable firms. In
addition, because of recent in the 8(a) o ing process, most

GAD/RCED-00-197 SBA's 8(a) Information System
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federal agencies are required to submit quarterly contracting data to SBAs
head ters i d of submitting copies of contraeis to SBA’s district
offices. Some federal agencies have nof submitted the quarterly
information, and some of the information that has been submitted has not
been in 2 usable format, so it has not been entered into the system or
provided for the district offices, according to SBA's headquarters officials.
These problems have severely undermined the completeness and aceuracy
of the information in the system on contracts. For example, the total value
of the contracts awarded to participating firms is underrepresented by the
systern, on average, by nearly $500 million annually, according to SBA. The
system is so difficult to use that most of the district offices we visited had
devised other methods—including maintaining redundant local

to obtain the information they needed in a tirely fashion.

SBA plans to update the 8(a) information system as part of an agencywide
information systems modernization initiative. Although program officials
have recognized the need to update the system since 1996 and have
planned other update efforts, none of them resulted in substantial progress
in improving the information system. SBA has an agencywide information
systers modernization initiative under way, but planning for the
modernization of the 8(a} system will not be eompleted for some time,
according to SBA. In the meantime, SBA has begun to develop a strategic
information technology plan for the 8(a) program that combines and
updates recommendations from the agency's earlier business process
reengineering studies, including efforts to update the information systerm.
These studies include an April 1999 review that recommended that SBA (1)
develop automated applications for firms wishing to enter the program, (2)
consolidate all program information sources into one system, and (3) use
another federal information system—the Federal Procurement Data
System--as a source for 8(a) contract data.

We provided SBA with a draft of this report for review and comment. SBA’
concurred with the report’s recommendations and provided technical
clarifications, which were incorporated as appropriate.

Background

The Small Business Act, as amended, authorizes the 8(a) program o help
socially and economically disad d small busi gain access to
the economic mainstream of Arerican society. Firms that enter the
program are eligible to receive 8(a) contracts from federal agencies
without competition from firms outside the program. Firms in the program
may also receive training and other assi through SBA.

GAO/RCED-00-197 SBA’ 8(a) Information System
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To be eligible for the 8(a) program, a firm must be a small business that is at
least 51- percent owned and controlled by one or more socially and
economically disadvantaged individuals. A firm is considered small if it
meets size standards established by SBA for its particular industry. Under
the program, certain ethnic groups such as African Awmericans and Hispanic
Americans are presumed to be socially disad d. Other individual
can be admitted to the program if they can adeguately document that they
are disadvantaged. To meet the economically disadvantaged test, each
individual must have a net worth of less than $250,000, excluding his or her
ownership interest in the firm and personal residence, Also, a firm must
generally have been in business for at least 2 years and possess a
reasonable prospect for success as determined by SBA on the besis of the
firm’s operating revenues and the firm owner's technical and management
experience, among other things.

Once a firm s accepted into the program, a business opportunity specialist
in the SBA district office that serves the geographical area where the firm’s
principal place of business is located is assigned to service the firm during
its participation in the program. The business opportunity specialist is
responsible for, among other things, reviewing and approving contract
offerings, entering and updating financial and contracting information in
the 8(a) information system, assisting the firm with preparing a business
plan, conducting annual reviews of the firm’s progress in irplementing its
plan, and analyzing year-end financial statements for certain compliance
issues.

SBAs current 8(a) information system was developed in response to the
Small Business Act, as amended by the Rusiness Opportunity Development
Reform Act of 1988, which required SBA to develop and implement a
process for the systematic collection of data on the operations of the 8()
program and report annually to the Congress.' The mandate, among other
things, required 8BA to report data on the derographics of participating
firms and the dollar value of the contracts the firms received, and to assess
what additional resources are needed to provide services for firmus in the
program. SBA encountered numerous problems in developing the system,
‘which was originally scheduled fo be complete in 1990, Our previous work
criticized the agency for not following federal regulations and guidelines

! See sec. 7(1)(18) of the Small Business Act, as added by sec. 408 of the 1088 Reform Act (15
U.8.C. 836()(18)).
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fer defining the requirements of the system in relation to the agencys
mission and users’ needs. *

‘When SBA's informnation system was irnplemented in 19955 years after
8BA's original projection—SBA described it as a comprehensive tool that
would enable the agency to monitor the assistance provided for, the
contracts awarded to, and the progress made with business development.
The system, referred to as SACS/MEDCOR, is made up of two paxts: the
Servicing and Contracting System (SACS) and the Minority Enterprise
Development Central Office Repository (MEDCOR). Basic information
about 8(a) firms, including such demographic data as the location, minority
status, and gender of the owners, is stored in SACS, while data about.
proposed and awarded contracts resides in MEDCOR.

SACS/MEDCOR is maintained at the district-office level, and information is
transmitted periodically to a centralized location for headquarters’ use.
Data on firms applying to the prograim are initially entered into another 8(a)
information system and are then transferred to SACS/MEDCOR when the
firms are accepted into the program. Figure 1 illustrates how data are
entered into SACS/MEDCOR from the point of a firm’s application to enter
the program.

? See Small Business: Problems Continue With SBAs Minority Business Development
Program (GAO/RCED-93-145, Sept. 17, 1803) and Small Business: SBA Cannot Assess the
Success of Its Minority Business Development Program {(GAQ/T-RCED-84-278, July 27,
1994 B
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Figure 1: Processing of Data on 8(a) Firms
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SBA’s 8(a) Data System
Does Not Meet Its
Needs

SACS/MEDCOR, while intended to be a comprehensive tool enabling SBA
to monitor the progress with business development, the contract awards,
and the program performance, does not meet the information needs of 8(a)
headquarters or district officials. The system does not allow for the
tracking of training or assistance provided for firms, making it difficult to
assess the program’s effectiveness. Also, recent changes in the 8(a)
contracting process have made the contract information in the system
unusable. In addition, the system is so difficult to use that most of the
district offices we visited had devised other methods—including
maintaining redundant local systems—to obtain the information they
needed in a timely fashion. Other problems, such as data validation
weaknesses caused by the removal of edit checks from the syster and
unclear security procedures, also exist.

The System Does Not Track
Business Development
Activities

SBA does not currently have a method for systematically tracking the
training and assistance that 8(a) firms receive. SBA's Deputy Assistant
Adrministrator for Technology within the office that oversees the 8(a)
program said that SBA had planned for its information system to track
assistance provided through SBAs management assistance program but
that this part of the system was never used because the management
assistance program’s appropriation declined about the time the system was
iraplemented. Also, according to SBA, the system was obsolete by the time
it was implemented because the program’s emphasis shifted from client-
specific technical assistance, accomplished under task crders, to
classroom-type executive training, provided by recognized educational
institutions. If information on training and assistance is needed, the 8(a)
prograra manager said headquarters would send an information request to
the district offices. However, SBA's district office officials in Atlanta,
Dallas/Fort Worth, New York City, and San Francisco told us that they do
not have a centralized system to track the training or assistance that they or
others provide for 8(a) firms. SBA's District Office officials in Washington,
D.C., said that since SBA does not have a centralized system to track the
training or assistance provided for 8(a) firms, they maintain a spreadsheet
with this information.

SBA managers said that the lack of a system to track and assess the results
of business developrient activities creates a weakness in the program
because it is difficult to assess the program’s effectiveness. The officials
said that the system’s inability to record this type of training and assistance
could lead to an underaccounting of the benefits that firms receive from the

GAO/RCED-00-187 5BA’s 8(a) Information System
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program, For example, a district manager noted a case in which an 8(a)
firm received considerable assistance developing its marketing and other
capabilities. This firm, through the auspices of the district office, later
negotiated and won a contract with 2 commercial firm. This outcome could
not be credited within the system becanse {1) staff have no way of
recording the fraining and assistance provided for firms other than in
informal notations and (2) the contract awarded to the firm was not an 8(a)
contract, so the award information could not be noted in the system.

SBA has piloted a system—the Business Assessment Tool-—for use by
district business opportunity specialists to help define the developmental
needs of 8(a) firms. The assessment tool was designed 1o ratch
information frora a series of 58 questions used to assess a firm’s
developmental assistance needs for the busiress training and counseling
resources provided by S5BA and other service providers. The tool also
provided a mechanist for tracking training and assistance. In July 1999,
SBA piloted the Business Assessment Tool at 14 SBA district offices, where
it was used to assess 53 firms. SBA officials said that the tool, which is not
integrated into SBA's current information system, is being reassessed
becguse the pilot showed that it could be made more user friendly. For
example, if a business opportunity specialist was not able to complete all
the entries in one session, the system would net save the entries already
completed.

Recent Changes in the
Contracting Process
Undermined the 8{a)
Information System’s
Completeness and Accuracy

Headquarters and district staff maintained that they could no longer ensure
that the 8(2) contract award information in the systern is complete and
accurate. District and headquarters staff have been responsible for entering
data on 8(a) contracts. These entries can take place at various points: (1)
when a contract requirement is sent to 8BA for approval, (2) when a
contract is actually awarded, and (3) when a contract is modified. This
process is illustrated in figure 2.
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Figure 2: Flow of Contract Data
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District staff cite a marked decrease—estimated at up to 50 percent at one
district office—in the notification of contract awards and modifications
from contracting agencies during fiscal year 1999. SBA officials estimated
that the 8(a) contracting amounts are underrepresented in SACS/MEDCOR,
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" on average, by nearly $500 million annually when compared with data from
the Federal Procurernent Data Systern (FPDS). According to SBA officials,
the cause of this decrease is a recent change in the way that contracting
agencies interact with and report back to SBA when contracts are awarded.
Though agencies must report information on contracts of over $25,000 to
FPDS, which is maintained by the General Services Administration, they
are no longer required to provide SBA's district offices with copies of 8(a)
contracts when contracts are awarded. Rather, most agencies are required
to provide SBA's headquarters with contract information on a quarterly
basis.’ However, some agencies have not provided the information, and
some of the information that has been provided has not been in a usable
format, so ithas not been entered into the system or provided for the
district offices, according to headquarters officials.

District staff said that on occasion, they have become aware of contracts
only because of incidental contacts with the firms they monitor—when
issues arise between the contractor and the contracting agency—or as &
part of their ongoing effort to maintain cornplete and aceurate information
for their files. District officials said they cannot readily produce accurate
reports on the marnber of contracts awarded to 8(a) firms in their district.
In fact, staff in one district office said they had been questioned by their
district office director about why the number of contracts awarded to firms
in their district had decreased dramatically when in fact the information
systern lacked data on an estimated 50 percent of the contracts awarded.
Nevertheless, staff in every district we visited said that they spend time
entering contracting data into the system.

Recognizing this shortcoming, SBA began using FPDS dats in mid-fiscal
year 2000 to prepare its fiscal year 1999 report to the Congress. However,
difficulties that SBA encountered in matching its demographic information
on firms to the contract information on §(a) firms coming from FPDS
caused SBA 1o miss its April 30 deadline for providing the Congress with its
fiscal year 1999 report. SBA must connect FPDS data with information on
8(a) firms in its database in order to report on the mix of program

partict and their in winning contract awards. According to
SBA, this hing entailed considerable staff effort. Also, without the
linkages, the data cannot be broken down by district offices; hence,
headquarters and district managerent do not have accurate numbers on

*SBA plans this qoarterly reporting to be an interim measure until the ageney can convert to
using FPDS.
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the contract awards facilitated by each office. One SBA official noted that
from at least half to perhaps all of one staff person’s time is required over
the course of the year to produce the annual report.

Additional Data Quality
Problems Exist in the
System

Our review of the current system uncovered additional data quality
problems. We called 100 randomly selected firms to verify firms’ addresses
and found that about 10 percent of the data examined on these firms were
inaccurate or incomplete. In addition, when we examined selected data
from SACS/MEDCOR to test for logic and consistency among related data
elements, we found anomalies in the data. For example, whereas each 8(a)
firm has a single designated chief executive officer (CEO)—and may have
multipie partners—the database showed that some firms did not have a
CEO designated and others had multiple CEO designations. A
knowledgeable SBA official told us that one reason for the data quality
problems is that SACS/MEDCOR has a limited ability for edit checks on
data and that even district offices known for quality data entry practices
had been found to have data quality difficulties, such as duplicated
information for some firms,

Using the system to track a firm over time can also be problematic. For
example, if a firm ct its name—p pted, for example, by a new
owner—SBA staff, when entering the firm's new name into the system,
must remember to manually record the firm’s previous name in a “history”
file if a historical link is to be maintained in SACS/MEDCOR. Without this
manual intervention, no record of the firm under its prior name would exist
within the system. The lack of an autorated process to record name
change histories could impair the ability of SBA staff to manage or
investigate their firms’ status in the program.

Inefficient System Does Not
Meet the Needs of District
Office Staff

The current 8(a) information system does not meet the needs of district
office staff, and as a result, district offices have developed redundant local
systems. In a 1997 report, an SBA contractor said that in its survey of
district offices, one district office said that SACS/MEDCOR “does not
benefit workers (not a useful tool);” staff from another district said
SACS/MEDCOR is “too complicated” and “curabersome” and “does not
help the BOS [business opportunity specialist].” Other districts had similar
complaints. Four of the five district offices we visited—which together, are
responsible for approximately 30 percent of the 8(a) firms in the program—
had instituted some procedure to cope with their difficulties with entering,
retrieving, or processing information. The office strategies ranged from
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establishing a specific staff position to develop ialized reports and
assist business opportunity specialists and contracting officers in their use
of the system to developing and maintaining redundant local systems that,
staff found easier and more versatile to use. Although individualized
reports and queries can be produced from SACS/MEDCOR through
separate reporting software, some district staff had difficulty with the
software or did not use it. District staff also noted that they did not find the
standard reports available in the current system useful for their
managerent needs.

Another problem with the current system is that the numbering scheme for
contracts does not match the contracting agencies’ contract numbers,
thereby making it difficult for district staff to enter information pertaining
to the contracts. When district staff enter a new contract offer into
SACS/MEDCOR, the system automatically assigns a “requirements”
number. This number is used to uriguely identify the contract offer (and
Tater, the awarded contract and any associated contract modifications). If
SBA's requirements nutuber is not provided by the contracting agency on its
award letter, district staff must explore SACS/MEDCOR for the associated
data or, as a last resort, call the contracting agency and request that staff
there look up the SBA number and provide it

System Security Could Be
Strengthened

The nature of SACS/MEDCOR—software and data located at both the
headquarters- and district-office levels-—creates a situation in which the
data on 8(a) firms and contracts are only as secure as the measures taken
at both levels {o protect it. The SACS/MEDCOR application software and
data collected on 8(a) firms are resident on the local network servers in the
67 district offices, and the data ave uploaded periodically (generally once a
week) to SBA's headquarters, where the national data are stored and can be
accessed by headquarters staff. Data are input and maintained at both the
district offices and the 8(a) headquarters office, and each office determines
how to control access. Therefore, data that are input at each location are
only s secure as the security measures-—including access controls—at
that location. Access should be limited to only the data and functions that
individual staff need to perform their assigned duties.* However, at several
of the district offices we visited, business opportunity specialists could
review and change system data for any firm in the district.

{ See Federal Information System Controls Audit Manuai, vol. 1 (GAO/AIMD-12 1.6, Jan.
1999y,
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In arecent review of agencywide security measures, we found that “SBA
has not developed procedures to deal with risk assessments and to provide
a framework for managing risk and monitoring the adequacy of controls.
Standard Operating Procedures are obsolete.” SBA recently developed
standard operating procedures for agencywide security issues. However,
these procedures do not address the 8(a) program specifically, and the
program is operating under Standard Operating Procedures established in
1990 before the system was developed.

No Substantial
Improvements Have
Been Made to the
System, but SBA Plans
to Modernize It As Part
of an Agencywide
Effort

While efforts to update the information system were planned beginning in
1996, and program officials recognize that the current system is outdated,
no substantial improvement has been made to the systern. For example, an
effort to automate the 8(a) application process was piloted in October 1996
but never adopted. Another effort to strearnline and automate the annual
review process performed by district business opportunity specialists has
also not been completed. According to prograr managers, this lack of
progress is due in large part to the frequent changes in the 8(a) program’s
leadership. As shown in figure 3, the office under which the program is
administered has been managed by five different Associate Deputy
Administrators during the 4-year period from March 1996 to March 2000.
Each time the Associate Deputy Administrator changed, there were
corresponding 1 in the career-level of the
8(a) program. According to program officials, these leadership changes
have contributed to an environment in which progress on the information
system, as well as on the 8(a) program overall, has languished. In addition,
according to SBA's Deputy Assistant Administrator for Technology within
the office that oversees the 8(a) program, SACS/MEDCOR was developed
collaboratively by the 8(a) program office and SBA’s information resource
management office; however, the system was not developed in adherence
with Federal Information Processing Standards. In his opinion, such
adherence to established software development standards would have
reduced or eliminated the problems with software development continuity
caused by management turnover.

*See { I SBA Needs to ish Policies and
Procedures for Key IT Processes (GAO/AIMD-00-170, May 31, 2000).
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Figure 3: Time Line of 8BA’s 8(a) information Systems {SACSMEDCOR)
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SBA is in the process of modernizing it inf;mrmion systems across the
entire agency; however, the modernjzation of the 8(a) systerm will not begin
for some time. The SBA modemization is planned in three phases:

»

Phase 1 of the initiative will focus on the Loan Monitoring System,
which aids in loan monitoring and oversight.

Phase 2 is intended to modernize SBA’s financial managerment, human
resource, and procutement systems.

* Phase 3 will focus on government contracting, ertrepreneurial
development, and minority enterprise development-—all functions that
are part of the 8{a) prograra. SBA plans to start the planning activities
for phase 3 in 2002,

-

‘While SBA has not yet entered phase 3 of the modernization initiative,
managers of the 8(a) program are moving ahead with plans e consolidate
and update recommendations from previous studies of the system

i for the 8(a) busi development program. One study,
performed by SETA Corporation for SBA and delivered on April 26, 1999,
presented the basis for a revised information system to support core 8(a)
bust fancti It identified user requi and specifications for a
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recommended system, including (1) using automated applications to enter
the 8(a) program, (2) consolidating all 8(a) information sources into one
system, and (3) using the FPDS as a source for 8(a) contract data. Although
the study identified user requirements, researchers did not talk with
district office officials, who are the system’s primary users.

Conclusions

The information system used in the 8(a) program is not providing the
timely, accurate, complete, and appropriate information needed at the
headquarters and district office levels to manage the program. District staff
find the system cumbersome and difficult to use. Contracting data are so
incomplete that the data cannot be used to provide meaningful
management reports at either the headquarters or district level. Also, the
system does not mirror the 8(a) program’s stated goal of creating
commercially viable and stable firms because no mechanism is in place to
easily track the training received by firms or the assistance provided by
district business opportunity or contract specialists that may result in
additional contracts for the firms. Therefore, such activities cannot be
readily measured in any meaningful way, and the success of individual
activities, or of individual field offices, cannot be measured in an efficient
manner. Although SBA is in the process of modernizing its inforrmation
systems, the modernization of the 8(a) system will not begin for some time.

Recommendations

We recommend that the Administrator of the Small Business
Administration ensure that her staff, upon entering the planning phase of
the 8(a) information systems modernization effort, design an integrated
information system that

+ provides a method for collecting data on appropriate performance
measures, focusing on the assistance provided for 8(a) firms in addition
to the number of 8(a) contracts awarded;

¢ takes advantage of the links to existing federal contract information
sources, such as the Federal Procuremer* Data System, to minimize (1)
the reporting responsibilities of contractin: agencies and (2) data entry
duties required at the district office level;

¢ is designed in light of current software and data management

development procedures and business processes and allows maximum

flexibility and ease of use by all levels of staff; and

is protected at all levels by appropriate security controls, which are

specifically addressed in up-to-date Standard Operating Procedures.
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In the interim, SBA should not continue fo require S(a)\ district staff to enter
contracting information into the current system.

Agency Comments and
QOur Evaluation

We provided SBA with a draft of our report for review and comment. SBA
concurred with the report’s recommendations and did not take exception
to the factual accuracy of the report. SBA provided additional infortnation
to clarify certain points, including, its inttial development of a strategic
information technology plan for the Office of Government Contracting and
Minority Enterprise Development; the changing nature of the 8(a) program
since SACS/MEDCOR was deployed; and the use of data from the Federal
Procurement Data System for reporting to the Congress. We have
incorporated this additional information within the repost as appropriate
and have included SBAs comments in appendix 1.

Scope and
Methodology

To provide information on the history of the current 8(a) information
system, we interviewed SBA's headquarters and district office officials, SBA
was unable to provide much documentation on the developinent of its
current system, so we relied extensively on documents that we had
retained in our files from previous reviews of the 8(a) information syster,
aur previous reports on the 8(a) program, and legislative history
information and regulations.

To determine whether the system meets the information needs of SBA's
headquarters and district office staff, we interviewed headquarters and
district office officials, collected and analyzed documents and studies, and
obtaimed and assessed the 8(a) SACS/MEDCOR database. We interviewed
business opportunity specialists and contracting officers and their
managers at five distriet offices: Dallas/Fort Worth; New York City; San
Francisco; Washington, D.C.; and Atlanta. We selected the district offices
on the basis of the number of 8(a) firras they oversee and the geographic
iocation of the offices. These five offices oversee more than 30 percent of
the firms in the SACS/MEDCOR file that SBA provided us with at the
beginning of our review. We collected and analyzed documents, such as the
user manuals for SACS/MEDCOR, and studies performed by contractors
that outline reconumendations for system changes. We also performed
electronic data testing on SACS/MEDCOR to determine the accuracy,
completeness, and reasonableness of key data elements,
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To determine what plans, if any, SBA has for improving the system, we
interviewed SBA officials and obtained documentation for their plang, We
also used information collected on our other reviews of SBA's overall
information system modernization.

We performed our review from January through July 2000 in accordance
with generally accepted government auditing standards.

As arranged with your office, unless you publicly release its contents
eatlier, we plan no further distribution of this report until 30 days from the
date of this letter, At that time, we will send copies to the Honorabie John F
Kerry, Ranking Minority Member of the Committee; other interested
congressional corunittees; the Honorable Aida Alvarez, Administrator,
Sinall Business Administration; and other interested parties. Copies will be
made available to others upon request.

If you or your staff have any questions about this repori, please contact me
a1 {202) 512-7631. Key coniributors to this report were Susan Campbell,
‘Andy Clinton, Curtis Groves, Barbara Johnson, and Kirk Menard.

Sincerely yours,

o T i

Stanley J. Czerwinski

Associate Director,

Housing, Community Development, and
Telecommunications Issues
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Comments From the Small Business
Administration

U5, SMALL BUSINESS Anmms‘rax'nan
WASHINGTON, DG, X

Mr. Stanley J. Czerwinski

Associate Director

Housing, Community Development,
snd Telecormmunications Issues

U.8. Geneal Accounting Office

441 G Street, NW

Washington, DC 20548

Diear Mr. Czerwinski

Thaunk you for the opparturity Lo seview and comment on the General Accounding

Office {GAD} draft report entitled
‘Net Support the Program's Mission, GAG/RCED-00-197, Code 385840.

‘We concur with the report’s. recommendaucns 1 am pleased to advise that we
bave begun the P of a strategic (TT) plan for the Office

of Government Contracting and Minority Enterprise Development {GC/MED). This
effost should result in & time-phased and fully “costed” plan 1o upgrade all of GC/MED's
business processes, including those systems that support the §(a) Business Frogram. The
development ofthis 1T strategic plan includes an impontant censulrative process with s
“team” of GO/MED manegers and key staff shat will focos on improving processes and
systems 1o beter service our disirict offices. This will ensure (hat the resulting sirategic
plan addresses the IT support requirements of all GC & MED programs in an integrated
manner.

‘This planning process is undertaken in concert with ow agency-wida Eystians
effort. it witl guide our IT systems ¢
for the 8(a) and other GC/MED programs for the foresceable future. Becauss [ regard
his strategic IT plan as extremely important o remedying the deficiencies idemified in
your repost, 1 will share the plon with you as soos 2 it is completed.

ma.a-v-—ﬁ [re—
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Comments From the Srall Business .
Administration

Mr, Stanley J. Czerwinski ’ Page 2

‘While we take no exception 1o the facal accuracy of the report, you will find
enclosed comments that we feet tluminate cenain sections of the repert. Should you
have questions, plouse eontact Delorice Ford, Assotiate Admastrator for the 8t
Business Development Program at 202-205-7430.

Sincerety,

eew - <
Kristine Marcy”
Chiof Qperating Officer

Enclosure
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ENCLOSURE
At pag 2. the report states:
SBA has an agency-wide Systems iniriative underway.
but planning for the modernizasion of ihe 8fa) svscen is not scheduled to begin

until 2002. In the meantime. SBA plans 1o combine and update recommenda-
tions from its earlier efforts to update the system, including those from an April
1999 study ihat recommended that S84 (1} develop automated applications for
firms wishing to enter the program, (2} consolidate all program information
sources infa one system, and (3} use another federal information system-~the
Federal Procurement Data System--as a source for 8(aj contract data.

SBA has begun of a strategic i {IT) plan for the
Office of Govemment Contracting and Minority Enterprise Development (GC/MED).
This effort is far more encompassing than 2 combination and updsting of prior studies.
Indeed, its methodology includes a review of all business process re-engineering (BPR)
studies of the 8(a) program undertaken over the last severat years. This review will help
preciude duplication of effort, and allow us 0 extract maximum benefit from our earlier
BPR investment. (Planning for Phase HI of the systems modemization initiative will
begin earlier than 2002 but clearly wili not be completed for some time.)

Now on p. 6. At page 5, the report states:

SBA does not currently have a method for systematically tracking the training
and assistance 8(aj firms receive.... SBA had planned for its information system
10 track assistance provided through SBA's management assistance progran.
but this part of the svstem was never used because the management assistance
program’s appropriation declined about the time the system wus implemented

As noted elsewhere in your report, the Servicing and Contracts System/Minority
Enterprise Development Central Repository (SACS/MEDCOR) development occurred
over a protracted period of time, and was ultimately implemented far later than originally
planned. During the period of planning and systems development, the 7(j) management
and tschmical assistance program changed dramatically in both magnitude and focus.
That is, annua! funding dectined from i $10 million to i $2.5
million, and program design emphasis shifted from client-specific technical assistance,
accomplished under task orders, o classroom-Type executive education training, provided
by i i instituti Because the and technical assistance
component of SACS/MEDCOR was built around task order services. it was obsolete by
the time the system was deployed.

Since SACS/MEDCOR was deployed, much of 8(a) program design-including

and technical assi has changed. To this extent. we anticipate that the
above referenced strategic IT plan, and subsequent systems development for the 8(a)
‘program, will reflect changed business processes for district office “business

GAOQ/RCED-00-197 SBA’ 8(a) Information System
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Appendix X
Cormments From the Small Business
Administration .

L2-

development” of 8(a) firms. This will lead to the capture of relevant data regarding
management and technical assistance provided to firms by 2 variety of resources.

Nowonpp 8and 8. At page 7, the repornt states:

One afficiat estimated thot the 8tap contracting amonnts in fiscal pear 1999
are underrepresented in SACSIMEDCOR by aboui §1.8 billion...when compared
with data from the Federal Procurement Data System (FPDS}, Accarding to
agency officials. the cause of this decredse is & recen! change in the way
contracting agencies must imeract with and report back to SBA when contracs
are awarded....

I 1997 and 1998, i i delegated ing agenvies in
order to ine the program in the context of acquisition reform. Through delegation,
$BA sought to make the 8{a) program 2 mare atiractive acquisition tool in 2 changing
procarement enviranment, $BA also seught to re-direct the district offices’ foons to
providing more business developmant assistance 1o 8(a) firms.

At the time it defegated contracting authority, SBA management intended 1o convert from
manual collection of data in SACSMEDCOR 10 capturing contract information from
FPDS to get more reliable and complete data. On average, the variance between
SACSMEDCOR and FPDS data sgpregated nearly $500 million annunily. It should be
noted thar “purificution” of SACSMEDCOR conuact data for Congressional reporting
purpases has proven to be highty siaff intensive over a mumber of years

Management intended that quarterly reporting of §(a} contracting activity by acquisition
agencies would be an interim measure until SBA ¢onverted to the use of FPDS data. The
Agency did not begin using FPDS data for reporting purposes until mid FY 2000, when it
empioyed such data in preparation of its report to Congress on the 8(a) program for FY'
1998, It should be noted that this first use of FPDS data entailed considerable staff effort
 “match” FPDS contract records with SBA finnrecords. H is our intent that futurs 8(a)

: implify process.

(385840 GADRCED-00-197 SBAR B(a) Information Syster



119

Chairman BoOND. Mr. Willemssen.

STATEMENT OF JOEL C. WILLEMSSEN, DIRECTOR, CIVIL
AGENCIES INFORMATION SYSTEMS, ACCOUNTING AND IN-
FORMATION MANAGEMENT DIVISION, U.S. GENERAL AC-
COUNTING OFFICE, WASHINGTON, D.C.

Mr. WILLEMSSEN. Thank you, Mr. Chairman. Senators, thank
you for inviting us to testify today. As requested, I am going to
briefly summarize our statement, which will discuss the results of
our recent review of the SBA’s management of information tech-
nology, and I am going to quickly run through a series of slides of
which you also have a hard copy in front of you.

In looking at IT at the SBA, we focused on five areas: investment
management, systems architecture, software development and ac-
quisition, computer security, and IT human capital. In doing so, we
particularly focused on policies, procedures, and practices and com-
pared those with industry standards, legal requirements, and other
generally-accepted guidance. Then, portraying where the SBA stood
at a particular point in time, we gave indications by using either
a blank circle to show that policies and procedures largely did not
exist and practices were ad hoc; a half-circle to indicate that poli-
cies and procedures were predominantly current, although not all
practices were in place; or a full circle to indicate things were being
done in a comprehensive fashion.

Just quickly going through a summary of some of these key
areas: first, the investment management area for information tech-
nology, that is, controlling projects from a cost, benefit, and risk
perspective through their life. The SBA has much remaining to be
done in this particular area. They are committed to doing that.
They have an investment review board that has been established
and is beginning to work. However, there is more to be done in
terms of getting the necessary data out of those processes and also
bringing that to bear on decisions that are to be made on invest-
ment technology projects. So there is more to be done, but the SBA
does have a commitment for doing so.

The second major area has to do with systems architecture—a
blueprint for an entity to follow to provide seamless, cost-effective
services to its users. The SBA has made progress on this, due in
large part to their planning efforts on their loan monitoring sys-
tem. Among the areas they still need to work on, though, is the
change management area, where system changes are made. They
need to make sure that that is still linked to the overriding sys-
tems architecture.

Another critical area is software development and software ac-
quisition. If you look at major information technology projects, soft-
ware is often the underlying cause for why projects do not come in
on time or over cost or do not meet performance goals. In this area,
the SBA has a lot of work remaining. They are committed to doing
so. I have noted in their statement, in the Administrator’s state-
ment this morning, that she plans to pursue more of their effort
on the acquisition side rather than the development side, and we
are encouraged by that.

Another important area is computer security. The SBA has made
good progress on this in terms of making its staff aware of the need
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for security and implementing necessary system controls. They still

need a bit more effort in making assessments of the risk of threats

3nd vulnerabilities to their systems and to the integrity of their
ata.

And then the last overall functional area we looked at in the in-
formation technology area was human capital—understanding
clearly what it is you need both with in-house staff and contractor
staff, making an assessment of your current inventory, identifying
the gaps, strategizing to fill that gap, and periodically reporting on
where you are. The SBA still has a long way to go. They have done
some inventory efforts, but work remains to be done there.

This last slide just gives you an overall summary of the five IT
functional areas and the 37 data points that we used in conducting
our review and presenting the results. We have made, associated
with this area, 18 recommendations to the SBA for improvement.
The SBA has agreed with those recommendations. And I may also
say, Mr. Chairman, the SBA has shown with its top management
a clear commitment to implement these recommendations and to
improve its management of information technology.

That concludes the summary of my statement and I also would
be pleased to answer any questions. Thank you.

Chairman BoND. Thank you very much, Mr. Willemssen.

[The prepared statement and attachments of Mr. Willemssen fol-
low:]
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Statement of Joel C. Willemssen
Director, Civil Agencies Information Systems
U.S. Geperal Accounting Office

Mr. Chairman and Members of the Committee:

Thank you for inviting us to participate in today’s hearing and discuss the Small Business
Administration’s (SBA) management of information technology (IT). At your request,
we recently completed a review of SBA’s I'T management in five areas: (1) investment
management, (2) architecture, {3) software development and acquisition, (4) information

- security, and (5) human capital management. We briefed your office on our results
carlier this year, and today, at this hearing, our report coptaining a high-level summary of
this information is being released.’ After providing some brief background information, I
would like to discuss each of the five areas in our review, including the recommendations
we have made to improve TT management at SBA.

BACKGROUND

SBA depends on its I'T environment to support the management of its programs. This
environment includes 42 mission-critical systems running on legacy mainframes and
minicomputers. Ten of these systems support administrative activities; the remaining 32
support loan activities, including loan accounting and collection, loan origination and
disbursement, and loan servicing and debt collection.

According to SBA’s self-assessment of its IT environment, the legacy systems are not
effectively integrated and thus provide limited information sharing. The assessment also
showed that SBA cannot depend on the systems to provide consistent information.
Because of these problems, it has embarked on an agencywide systems modernization
initiative to replace its outmoded legacy systems.

Qur May report presented the results of our evaluation of SBA’s management of IT in the
areas of investment management, architecture, software development and acquisition,
information security, and human capital. These five areas encompass major IT functions
and are widely recognized as having substantial influence over the effectiveness of
operations.

In each area, we reviewed SBA’s IT policies and procedures and compared them against
applicable laws and regulations, federal guidelines, and industry standards. We evaluated
SBA’s IT management using the Clinger-Cchen Act, Computer Security Act, and
guidelines issued by the Chief Information Officer’s Council, the Office of Management
and Budget, the General Services Administration, the National Institute of Standards and
Technology, the Software Engineering Institute, the Institute of Electrical and Electronics
Engineers, Inc., and ourselves. We also reviewed selected SBA IT projects and activities
to determing if practices corplied with its policies and procedures and with industry
standards. Finally, we assessed SBA's applicable policies, procedures, and practices for

! Information Technology Management: SBA Needs to Establish Policies and Procedures for Key IT
Processes (GAO/AIMD-00-170, May 31, 2000). )
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the critical activities for each key process area and used three broad indicators to depict
our results:

Blank Circle indicates that policies and procedures do not exist or are
substantially obsolete or incomplete: and practices for planning, monitoring
and evaluation are predominantly ad hoc, or not performed.

Half Circle indicates that policies and procedures are predominantly
current and facilitate key functions: and selected key practices for planning,
monitoring, and evaluation have been implemented.

Solid Circle indicates that policies and procedures are current and
comprehensive for key functions; and practices for planning, monitoring,
and evaluation adhere to policies. procedures, and gencrally accepted
standards.

20

INVESTMENT MANAGEMENT:
LIMITED PROJECT SELECTION REVIEWS PERFORMED;
POLICIES AND PROCEDURES NEEDED

Properly implemented, IT investment management is an integrated approach that
provides for the life-cycle management of IT projects. This investment process requires
three essential phases: selection, control, and evaluation. In the selection phase, the
organization determines priorities and makes decisions about which projects will be
funded based on their technical soundness, contribution to mission needs, performance
improvement priorities, and overall IT funding levels. In the control phase, all projects
are consistently controlled and managed. The evaluation phase compares actual
performance against estimates to identify and assess areas in which future decision-
making can be improved.

Our assessments of SBA's investment management processes disclosed that policies and
procedures were substantially incomplete; and practices were predominately ad hoc or
not performed for most of the critical activitics, as shown in figure 1.
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Figure 1: Evaluation Summary — SBA’s Policies. Procedures. and Practices for
Investment Management

Selection process 0 Control process O
Selection data O Control data O
Selection decisions O Control decisions O

Evaluation process O

Evaluation data O

Evaluation decisions O

SBA had made progress in establishing an investment review board and is beginning to
define an investment selection process. However, it had not yet established IT
investment management policies and procedures to help identify and select projects that
will provide mission-focused benefits and maximum risk-adjusted returns. Likewise,
SBA had not yet defined processes for investment control and evaluation to ensure that
selected IT projects will be developed on time, within budget. and according to
requirements, and that these projects will generate expected benefits. The agency had
performed only limited reviews of major IT investments, and these reviews were ad-hoc
since little data had been captured for analyzing benefits and returns on investment.

Without established policies and defined processes for IT investment, SBA cannot ensure
that consistent selection criteria are used to compare costs and benefits across proposals,
that projects are monitored and provided with adequate management oversight, or that
completed projects are evaluated to determine overall organizational performance
improvement. In addition, the agency lacks assurance that the collective results of post-
implementation reviews across completed projects will be used to modify and improve
investment management based on lessons learned.

To address IT investment management weaknesses, SBA planned to develop and
implement an investment selection process that includes screening, scoring, and ranking
proposals. It also planned to use its target architecture to guide IT investments. In
addition, SBA planned to develop and implement an investment control process to
oversee and control projects on a quarterly basis. As part of investment control, SBA
intended to collect additional data from all investment projects and compare actual data
with estimates in order to assess project performance.

SBA’s plans indicate a strong commitment to making improvements in this area;
however, to establish robust IT investment management processes, additional actions are
needed. Accordingly, we recommended that the SBA Administrator direct the chief
information officer to establish policies and procedures and define and implement
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processes to ensure that (1) IT projects are selected that result in mission-focused
benefits, maximizing risk-adjusted return-on-investment; (2) projects are controlled to
determine if they are being developed on time, within budget, and according to
requirements; and (3) projects are evaluated to ascertain whether completed projects are
generating expected benefits.

IT ARCHITECTURE MAINTENANCE PROCEDURES WERE LACKING

An IT architecture is a blueprint-—coasisting of logical and technical components—to
guide the development and evolution of a collection of related systems. Atthe logical
level, the architecture provides a high-level description of an organization's mission, the
business functions being performed and the relationships among the functions, the
information needed to perform the functions, and the flow of information among
functions. At the technical level, it provides the rules and standards needed to ensure that
interrelated systems are built to be interoperable and maintainable.

Our assessments of SBA’s information architecture disclosed that SBA had drafted
palicies and procedures for key activity areas except for change management, and had
drafted architccture componenis except for change management, as reflected in figure 2.

Figure 2: Evaluation Summary - SBA’s Policies, Procedures, and Pragctices for IT
Architecture

Business processes Technical reference model

Information flows & relationships Standards profiles

Applications Change management

&|0|® s

Data descriptions & relationships Legacy systems integration

Technical infrastructure

e e s

SBA had made progress with #ts target IT architecture by describing its core business
processes, analyzing information used in its business processes, describing data
maintenance and data usage, identifying standards that support information transfer and
processing, and establishing guidelines for migrating current applications to the planned
environment. However, procedures did not exist for change management to ensure that
new systems installations and software changes would be compatible with other systems
and SBA’s planned operating environment.

Without established policies and systematic processes for IT architecture activities, SBA
cannot ensure that it will develop and maintain an information architecture that will
effectively guide efforts to migrate systems and make them interoperable to meet current
and future information processing needs.
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To address IT architecture weaknesses, SBA planned to establish a change management
process for architecture maintenance, to ensure that new systems installations and
software changes will be compatible with other systems and with SBA’s planned
operating environment. In addition, it planned to incorporate in the target architecture
specific security standards for hardware, software, and communications.

To ensure that these planned improvements are completed and sound practices
institutionalized, we recommended that the SBA Administrator direct the chief
information officer to establish policies and procedures and define and implement
processes to ensure that (1) the architecture is developed using a systematic process so
that it meets the agency’s current and future needs and (2} the architecture is maintained
so that new systems and software changes are compatible with other systems and SBA’s
planned operating environment.

SOFTWARE ACQUISITION GUIDELINES OBSOLETE,
PRACTICES INCONSISTENT, BUT SYSTEMS DEVELOPMENT
PROCEDURES BEING ADOPTED

To provide the software needed 1o support mission operations, an organization can
develop software using its staff or acquire software products and services through
contractors. Key processes for software development include requirements management,
project planning, project tracking and oversight, quality assurance, and configuration
management. Additional key processes needed for software acquisition include
acquisition planning, solicitation, contract tracking and oversight, product evaluation, and
transition to support.

Our assessment of SBA’s software development and acquisition processes disclosed that
SBA had not established policies, its procedures were obsolcte, and its practices were
predominantly ad hoc for one or more critical activities, as shown in figure 3.

Figure 3: Evaluation Summary -- SBA’s Policies, Procedures,and Practices for Software
Development and Acquisition

Requirements management Acquisition planning

Project planning Solicitation

Project tracking & oversight Contract tracking & oversight

Quality assurance Product evaluation

Configuration management Transition to support

Ol|0|0|®|0O

Ol O]O|0|O

SBA lacked policies for software development and acquisition to help produce
information systems within the cost, budget, and schedule goals set during the investment
management process that at the same time comply with the guidance and standards of its
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IT urchitecture. SBAT suidance and procedures were obsolete and thus rarely used

for acquisition planning. solicitution. contract tracking and oversight. product evaluation,
and transition 1o support. An oxisting systems development methodoiogy was being
adopted. however. o replace outdated "u'ddms that lacked key processes for software
development. Gur review of Vm selected software projects indicated that SBA actices
planning. project tracking and oversight, quality
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SMENTS NOT BEING PERFORMED:
L URITY PROCEDURES [N DRAFT FORM

PERIORIC RIS I\
INFORMATION §

Information sccuriey policies address the need to protect an organization’s compuicr-
supported resources and assets. Such protection ensures the integrity, appropriate
confidentiality, and availability of an organization’s date and systems.

Kev information security activities include risk assessment, awareness, controls,
evaluation, and central management. Risk assessments consist of identifying threats and
vulnerabilities 1o information assets and operational capahilities, ranking risk CXpOsUIes,
and identifying cost-effective controls. Awareness involves promoting knowledge of
security risks and educating users about security policies, procedures, and
responsibilities. Evaluation addresses monitoring the effectiveness of controls and
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awareness activities through periodic evaluations. Central management involves
coordinating security activities through a centralized group.

Our assessments of information security at SBA disclosed that policies and procedures
did not exist for risk assessments and were in draft form for other key activities: and that
practices were not performed for one critical uctivity, as shown in figure 4.

Figure 4;_Evaluatjon Summary - SBA's Policies. Proceduras. and Practices for
Information Security

Risk assessments

Awareness

Controls

Evaluation

Central management

S8 e e 0

SBA had not conducted periodic risk assessments for its mission-critical systems: the
agency had only recently conducted a security workload assessment and a risk
assessment for one saystem. Training and education had not been provided to promote
security awareness and responsibilities of employces and contract staff. Further, security
management responsibilities were fragmented among all of SBA's field and program
offices.

SBA’s computer security procedures for systems certification and accreditation were in
draft form. Without security policies, SBA faces increased risk that ¢ritical information
and assets may not be protected from inappropriate use. alteration, or disclosure. Without
defined procedures, practices are likely 1o be inconsistent for such activities as periodic
risk assessments, awareness training, implementation and effectiveness of controls, and
evaluation of policy compliance.

To address information sccurity weaknesses, SBA has hired additional staff to develop
procedures 1o implement computer security policies and to manage computer accounts
and user passwords. These staff are also responsible for performing systems security
certification reviews of new and existing IT systems. In addition, SBA planned to finish
development and testing of a comprehensive disaster recovery and business continuity
plan.

T'o build on the actions taken and planned by SBA and ensure thal a comprehensive,
effective security program is established, we recommended that the SBA Administrator
direct the chief information officer to establish policies and procedures and define and
implement processes to ensure that

* periodic risk assessments are conducted to determine and rank vulnerabilities:

o an effective security awareness program is implemented;
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¢ policies and procedures are updated, with new controls implemented to address newly
discovered threats:

e the development and testing of SBA’s comprehensive disaster recovery and business
continuity plan is completed, then periodically tested and updated;

e security evaluations are conducted to ascertain whether protocals in place are
sufficient to guard against identified vulnerabilitics, and if not, remedial action taken
as needed: and

e 2 centralized mechanism is developed to monitor and enforce compliance by
employees, contract personnel, and program offices.

WORKFORCE STRATEGIES AND PLANS NQT DEVELOPED:
HUMAN CAPITAL POLICIES AND PROCEDURES NEEDED

The concept of human capital centers on viewing people as assets whose value to an
organization can be enhanced through investment. To maintain and cnhance the
capabilities of IT staff, an agency should conduct four basic activities: (1) assess the
knowledge and skills necded to cffectively perform IT operations to support the agency’s
mission and goals; (2) inventory the knowledge and skills of current IT staff to identify
gaps in needed capabilities; (3) develop strategics and implementation plans for hiring,
training, and professional development to fill the gap between requirements and current
staffing: and (4) evaluate progress made in improving IT human capital capability, using
the results of thesc evaluations to continuously improve the organization’s human capital
strategies.

Our assessments of SBA’s human capital processes disclosed that policies and
procedures did not exist and that SBA was not performing critical activities, as shown in
figure 5.

Figure 5: Evaluation Summary — SBA’s Policies. Procedures. and Practices for IT
Human Capital

Requirements

Inventory

Workforce strategies & plans

O|0|®|0

Progress evaluation

SBA had not established policies and procedures to identify and address its short- and
long-term requirements for IT knowledge and skills. Similarly, it had not conducted an
agencywide asscssment to determine gaps in IT knowledge and skills in order to develop
workforce strategies and implementation plans. Further, SBA had not evaluated its
progress in improving IT human capital capabilities or used data to continuously improve
human capital strategies.

68-000 2001 -5
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Without established policies and procedures for human capital management, SBA lacks
assurance that it is adequately identifying the IT knowledge and skills it needs to support
its mission, is developing appropriate workforce strategies, or is effectively planning to
hire and train staff to efficienty perform IT operations.

To address [T human capital management weaknesses, SBA planned to conduct a
comprehensive assessment of training needs with a special emphasis on the needs of its
IT staff. The survey is scheduled for fiscal year 2001 and will be conducted at both
headquarters and SBA field offices.

While SBA’s planned assessment should be useful. a more comprehensive program is
needed to ensure that it hires, develops, and retaing the people it needs to effectively carry
out IT activities. To improve IT human capital management practices, we recommended
that the SBA Administrator direct the chief information officer to establish policics and
procedures and define and implement processes to ensure that SBA’s IT and knowledge
skills requirements are identified; periodic IT staff assessments are performed to identify
current knowledge levels; workforce strategies arc developed and plans implemented to
acquire and maintain the necessary IT skills to support the agency mission; and SBA's
human capital capabilities are periodically evaluated and the results used to continually
improve agency strategies.

In summary, for SBA to enhance its ability to carry out its mission, it will require solid IT
solutions to help it identify and address operational problems. However, many of SBA’s
policies and procedures for managing IT have cither not been developed or were in draft
form, and its practices generally did not adhere to defined processes. While the agency
plans to improve #s processes, additional actions are neaded in each key IT process area

to institutionalize agencywide industry standard and best practices for planning,
monitoring, and evaluation of IT activities.

SBA has agreed with all of our recommendaticns and has stated that efforts are underway
to address them. SBA has also cmphasized that it is commitied to improving IT
management practices.

Mr. Chairman, this concludes my statement. [ would be pleased to respond to any
questions that you or other members of the Committee may have at this time.

Contact and Acknowledgments. For information about this testimony, please contact
Joel C. Willemssen at (202) 512-6253 or by e-mail at willemssenj.aimd @gao.gov.
Individuals making key contributions to this testimony included William G. Barrick,
Michael P. Fruitman, James R. Hamilton, and Anh Q. Le.

(511850)
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United States General Accounting Office Accounting and Information

‘Washington, D.C. 20548

Management Division

B-285295
May 31, 2000

The Honorable Christopher S. Bond
Chairman

Committee on Small Business
United States Senate

Dear Mr. Chairman:

As the Small Business Administration (SBA) tries to transform itself into a
“21st Century leading edge financial institution,” it needs to identify and
address operational problerus that have agencywide implications.

Evaluating SBAs of information technology (IT) is a critical
part of efforts to assess whether it has a sound foundation for addressing
these problems. As you requested, our objective was to evaluate SBAs IT
management in five key IT process areas: investment management,
architecture, information security, software development and acquisition,
and human capital management. On April 7, 2000, we briefed your office on
the results of this work. The briefing slides are included in appendix 1.

This report provides a high-level summary of the information presented at
the briefing, including (1) background on SBA's mission and programs, IT
environment, budgets, and staffing and (2) our review of SBA’s policies,
procedures, and practices in each IT area. SBA provided us with comments
on a draft of the briefing, and we considered those comments in developing
this report. SBA's comments are discussed in the “Agency Comments and
Our Evaluation” section and are reprinted in appendix II.

Results in Brief

Although SBA plans to improve its key IT processes, many of SBA's policies
and procedures for managing IT are currently in draft form or not yet
developed. Specifically, SBA has not yet established policies to manage IT
investments and human capital. In addition, procedures for maintaining
SBA’s enterprisewide IT architecture and for implementing information
security policies are still in draft form and incomplete. Also, standards and
procedures to support new software development are being adopted, and
IT guidance for software acquisition is obsolete. In each of these areas,
SBA intends to implement needed policies and procedures.

‘GAO/AIMD-00-170 SBA IT Management
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While SBA intends to pursue best practices for IT planning, monitoring, and
evaluation, its current practices do not generally adhere to defined
processes. In particular, investment management activities are limited
largely to reviewing IT proposals, architecture related activities are
performed without a defined process, and software development and
acquisition practices are predominantly ad-hoc. In the information security
area, SBA lacks centralized oversight of the activities of its field and
program offices. In addition, risk assessments have not been performed
periodically on all mission-critical systems and security training has not yet
been provided to employees and contractor staff. Human capital
management activities are limited to a non-IT-specific training needs
survey, and a human capital assessment has not been performed to identify
short- and long-term IT knowledge and skills requirements. To its credit,
SBA recognizes many of these IT management weaknesses and plans to
make improvements in each key process area.

To improve SBA's IT management, we have made a number of
recormmendations in each area. SBA has agreed with our recommendations
and has stated that efforts are underway to address them. SBA also
emphasized that it is committed to improving IT management practices.

Background

SBA's mission is to maintain and strengthen the nation’s economy by aiding,
counseling, assisting, and protecting the interests of small business and by
helping businesses and families recover from natural disasters. SBA
administers small business programs, including 8(a)* federal contracting
set-asides and 7(a)? loans to help economically disadvantaged firms start,
grow, and stay in business. SBAs disaster loan program offers financial
assistance to businesses and families trying to rebuild in the aftermath of a
disaster.

ISec. 8(a), Small Business Act, 15 USC 637(a): SBA's 8(a) program assists in the development
of small companies that are owned and operated by socially and economically

i indivi An8(a) ipany is eligible for federal contracting set-asides and
other business development support to gain access to the economic mainstream.

2Sec. 7(a), Small Business Act, 15 USC 636(a): the 7(a) loan program is for business start-ups
and to meet the varied short- and long-term needs of existing small businesses. Under 7(a),
SBA loans to smak! busil that cannot obtain financing on reasonable terms
through other channels.

GAO/AIMD-00-170 SBA IT
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For fiscal year 2000, SBAs budget request was about $995 millien, including
$762 million in regular appropriations and $233 million for
contingency/emergency appropriations {o support the disaster loan
program. Based on the total IT budget expenditures incurred by the Office
of the Chief Information Officer, the Office of Disaster Assistance, and the
Office of the Chief Financial Officer, SBA had an average IT budget of
about $39 million annually from fiscal year 1997 through fiscal year 2000. IT
expenditures were prirnarily for operations and maintenance activities, and
limited funds were allocated for systems development activities and IT
training.

To support the t of its pri SBA depends on its IT

environment, which includes 42 mission-critical systems running on legacy
H and mini uters. Ten of these systems support

administrative activities, the remaining 32 support loan activities, including

loan accounting and collection, loan origination and dist and
loan servicing and debt collection.

SBAs self-assessment, of its IT environment has shown that the legacy
systems are not effectively integrated and thus provide limited information
sharing. The assessment has also shown that SBA cannot depend on the
systems to provide consistent information. Because of these problems,
SBA has embarked on an agencywide systems modemization initiative fo
replace its outmoded legacy systems.

In fiscal year 1899, SBA reported having 127 T staff to set policies, plan and
oversee IT projects, operate and maintain computer systems, and provide
computer training to employees. Also, SBA used about the same number of
contractor staff for technical support and day-to-day operations and
maintenance of systems. )

Investment
Management Policies
and Procedures Are
Needed, Limited
Project Selection
Reviews Were
Performed

IT investroent management is an integrated approach that provides for the
life-cycle management of IT investments. This investment process requires
three essential phases: selection, control, and evaluation, In the selection
phase, the organization determines priorities and makes decisions about
which projects will be funded based on the technical soundness of the
projects, their contribution to mission needs, performance improvement
priorities, and overall IT funding levels. The costs, benefits, and risks of all
IT projects are assessed and the projects are compared against each other
and ranked. In the control phase, all projects are consistently controlled
and managed. Progress reviews, in which progress is compared against

GAO/AIMD-00-170 SBA IT Management
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projected cost, schedule, and expected mission benefits, are conducted at
key milestones in each project’s life cycle. The evaluation phase compares
actual performance against estimates to identify and assess areas in which
future decision-making can be improved.

SBA has made in lishing an it review board and is
beginning to define an investment selection process. However, it has not
yet blished IT'i 1t policies and procedures to help

identify and select projects that will provide mission-focused benefits and
maximum risk-adjusted returns. Likewise, SBA has not yet defined
processes for investment control and evaluation to ensure that selected IT
projects will be developed on time, within budget, and according to
requiremments and that these projects will generate expected benefits,
Regarding investment management practices, SBA has performed only
Timited reviews of major IT investinents and these reviews were ad-hoc
since little data have been captured for analyzing benefits and returns on
investments.

Without established policies and defined processes for IT mvestment
managerment practices, SBA cannot ensure that consistent selection
criteria are used to compare costs and benefits across project proposals,
that projects are monitored and provided with adequate manageroent

o ight, or that completed projects are evak d to determine overall
organizational performance improvement, In addition, the agency lacks
assurance that the collective results of postimplerentation reviews across
completed projects will be used to modify and improve investrent
management based on lessons learned.

To address IT investment management wedknesses, SBA plans to develop
and imp}k an i selection g that includes screening,
scoring, and ranking proposals. It also plans to use its target architecture fo
guide IT investments. In addition, SBA plans to develop and implement an
investrment control process to oversee and control projects on a quarterly
basis. As part of investment control, SBA plans to collect additional data
from all investment projects and compare actual data with estimates in
order to assess project performance.

GAOD/ATMD-00-170 SBA IT Management
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IT Architecture
Maintenance
Procedures Have Not
Been Established

An IT architecture is a blueprint—consisting of logical and technical
components—to guide the development and evolution of a collection of
related systems. At the logical level, the architecture provides a high-level
description of an organization’s mission, the busi functions being
performed and the relationships among the functions, the information
needed to perform the functions, and the flow of information among
functions. At the technical level, the architecture provides the rules and
standards needed to ensure that the interrelated systems are built to be
interoperable and maintainable.

SBA has made progress with its target IT architecture by describing its core
busi. processes, analyzing information used in the business processes,
describing data maintenance and data usage, identifying standards that
support information transfer and processing, and establishing guidelines to
migrate current applications to the planned environment. However,
procedures do not exist for change management to ensure that new system
installations and software ch will be ¢ ible with other

and SBA’s planned operating environment.

Without established policies and systematic processes for IT architecture
activities, SBA cannot ensure that it will develop and maintain an
information architecture that will effectively guide efforts to migrate
systems and make them interoperable to meet current and future
information processing needs.

To address IT architecture weaknesses, SBA plans to establish a change
management process for architecture maintenance to ensure that new
system installations and software changes will be compatible with other
systems and SBA's planned operating environment. In addition, it plans to
incorporate in the target architecture specific security standards for
hardware, software, and communications.

Systems Development
Procedures Are Being
Adopted, Software
Acquisition Guidelines
Are Obsolete, Practices
Are Inconsistent

To provide the software needed to support mission operations, an
organization can develop software using its staff or acquire software
products and services through contractors. To effectively manage software
development and acquisition processes, the organization needs to establish
policies and procedures and assign organizational responsibilities for their
implementation. To manage its software projects, the organization should
have well-defined software development and acquisition processes,
including the methodologies and standards that will be used. Key processes

GAO/AIMD-00-170 SBA IT Management
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for software development include requirements management, project
planning, project tracking and oversight, quality assurance, and
configuration management. Additional key processes needed for software
acquisition include acquisition planning, solicitation, contract tracking and
oversight, product evaluation, and transition to support.

SBA lacks policies for seftware development and acquisition to help
praduce information systems within the cost, budget, and schedule goals
set during the investiment management process that at the same time
comply with the guidance and standards of its IT architecture. SBAs IT
guidance and procedures for software acquisition are obsolete and thus
rarely used for acquisition planning, solicitation, contract tracking and
DVelS:ghL pmdu( t evaluation, and transition to support. An existing
hodology is being ad d to replace o

guidelines that }ack key processes for software development. Qur review of
the selected software projects indicates that SBAs practices are typically
ad-hoc for praject planning, project tracking and oversight, quality

5 e, and o tion

Without established policies and deflned processes for software
development and aequisition, practices will Iikely be ad-hoc and not adhere
to generally accepted standayds. Key activities, such as requirements

condi and quality PANCe,
will be mconsnstently performed or not performed at all when project
managers are faced with time constraints or limited funding. These
weaknesses can delay delivery of software products and services and lead
to cost overruns.

To address software development and acquisition weaknesses, SBA plans
to implerent formal practices, such as software requirements management
and configuration management on a project basis before establishing these
practices agencywide. Specifically, 5BA has selected the Loan Monitoring
System (LMS) project as a starting point for identifying, developing, and

ting a new devel ent methodology and associated
policies, procedures, and practices. LMS therefore will serve as a model for
future systems development projects.

GAQAIMDO0-170 SBA IT Managenent
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Information Security
Procedures Are Still in
Draft Form, Periodic
Risk Assessments Are
Not Performed

Information security policies address the need to protect an organization’s
computersupported resources and assets. Such protection ensures the
integrity, appropriate confidentiality, and availability of the data and
systems of an organization. Integrity ensures that data have not been
altered or destroyed in an unauthorized manner. Confidentiality ensures
that information is not made available or disclosed to unauthorized
individuals or entities. Availability ensures that data will be accessible or
usable upon demand by an authorized entity.

Key activities for managing information security include risk assessment,
awareness, controls, evaluation, and central management. Risk
assessments consist of identifying threats and vulnerabilities to
information assets and operational capabilities, ranking risk exposures,
and identifying cost-effective controls. Awareness involves promoting
knowledge of security risks and educating users about security policies,
procedures, and responsibilities. Evaluation involves monitoring
effectiveness of controls and awareness activities through periodic
evaluations. Central management involves coordinating security activities
through a centralized group.

SBA's computer security procedures for systems certification and
accreditation are in draft form. With respect to information security
activities, SBA has not conducted periodic risk assessments for all mission-
critical systems; the agency only recently conducted a risk assessment for
one system. Training and education have not been provided to promote
security awareness and responsibilities of employees and contractor staff.
Further, security management responsibilities are currently fragmented
among all of SBA’s field and program offices.

Without security policies, SBA faces increased risk that critical information
and assets may not be protected from inappropriate use, alteration, or
disclosure. Without defined procedures, practices are likely to be
inconsistent for such activities as periodic risk assessments, awareness
training, implementation of controls, and evaluation of policy compliance
and effectiveness of controls.

To address information security weaknesses, SBA has hired additional staff
to develop procedures to implement computer security policies and to
manage computer accounts and user passwords. These staff are also.
responsible for performing systems security certification reviews of new

GAO/AIMD-00-170 SBA IT Management
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and existing IT systems. In addition, SBA plans to finish development and
testing of a comprehensive disaster recovery and business continuity plan.

Human Capital Policies
and Procedures Are
Needed, Workforce
Strategies and Plans
Are Not Yet Developed

The concept of human capital centers on viewing people as assets whose
value to an organization can be enhanced through investment. As the value
of people increases, so does the performance capacity of the organization
and therefore its value to clients and other stakeholders. To maintain and
enhance the capabilities of IT staff, the agency should conduct four basic
activities: (1) assess the knowledge and skills needed to effectively perform
IT operations to support the agency mission and goals; (2) inventory the
knowledge and skills of current IT staff to identify gaps in needed
capabilities; (3) develop strategies and implementation plans for hiring,
training, and professional developrent to fill the gap between
requirements and current staffing; and (4) evaluate progress made in
improving IT human capital capability and use the results of these
evaluations to continuously improve the organization's human capital
strategies.

SBA has not established policies and procedures to identify and address its
short- and long-term requirements for IT knowledge and skills. Similarly,
SBA has not conducted an agencywide assessment to determine gaps in IT
knowledge and skills in order to develop workforce strategies and
implementation plans. Further, SBA has not yet evaluated its progress in
improving IT human capital capabilities or used data to continuously
improve human capital strategies.

Without established policies and procedures for human capital
management, SBA lacks assurance that it adéquately identifies the IT
knowledge and skills needed to support its mission, develops appropriate
workforce strategies, and plans to hire and train staff to effectively perform
IT operations.

To address IT human capital management weaknesses, SBA plans to
conduct a comprehensive assessment of training needs with a special
emphasis on the needs of its IT staff. The survey is scheduled for fiscal year
2001 and will be conducted at both headquarters and SBA field offices.

Recommendations

To improve IT management practices, we recommend that the SBA
Administrator direct the Chief Information Officer (CIO) to establish

GAO/AIMD-00-170 SBA IT Management
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policies and procedures for managing information technology and define
and implement processes for each of the following areas:

In the investment 1t area, we rece d that the Administrator
direct the CIO to adopt policies and procedures and defing processes for

* investment selection to ensure that IT projects result in mission-focused
benefits and that risk-adjusted return on investment is maximized;
investment control to determine whether selected projects are being
developed on time, within budget, and according to requirements, and to
take corrective actions as appropriate; and

investment evaluation by conducting postimplementation reviews to
determine whether completed projects are generating expected
mission-focused benefits.

In the IT architecture area, we rec« d that the Admini or direct
the CIO to
* developa i for archi development to ensure

that the architecture will meet the agency’s current and future
information processing needs,

» establish policies and procedures for architecture maintenance to
ensure that new sysiems and software changes are compatible with
other sy and SBA’s pi: { operating envi t, and

# set a target date for implementation of the maintenance processes.

For and isition, we re: i that the
" Administrator direct the CIO to

* complete the systems development fmethodology and develop a plan to

institutionalize and enforce its use agencywide, and

- blish policies, p d , and pr for
and software acquisition and develop a mechanism to enforce them.

These palicies, procedures, and processes need 1o address areas such as

qut project planning, project tracking and
igh quality 3 t
isition pk 0} contract tracking and oversight,
product evaluation, and transition to support.

£ Jevrel.
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For information security, we rece d that the Administrator direct the
ClOto

conduct periodic security risk assessments to identify and rank threats
and vainerabilities;

implement a complete, effective security awareness prograin;
periodically update policies and procedures on information security and
implement security controls to address identified vulnerabilities;
complete the development and testing of its comprehensive disaster
recovery and business continuity plan, which should then be updated
and tested periodically;

conduct periodic security evaluations to determine whether policies,
procedures, and controls are effective against identified vulnerabilities
and take remedial action as needed; and

develop and impl ace lized mechanism to monitor and enforce
compliance on information security by employees, contractors, and
program offices.

In the human capital managerment area, we recorarmend that the SBA
Adrainistrator direct the CIO to

« identify SBAs IT knowledge and skills requirements,

+ perform peviodic IT staif assessments to identify current levels of IT
knowledge and skills,

¢ develop workforce strategies and implement plans to acquire and

maintain the necessary IT knowledge and skills to support the agency

mission, and

periodically evaluate progress in improving SBA's IT human capital

capability and use the results to continuously improve human capital

strategies.

.

Agency Comments and
Our Evaluation

In its written comuments on a draft of the hriefing, SRA agreed with our
recommendations and stated that actions are already underway to address
many of them. SBA also agreed with our findings but expressed concerns
about the presentation of results, soime statements in the draft briefing that
do not reflect 8BA’s latest status, and assumptions on the appropriate level
of detail in SBA planning documents.

Concerning the presentation of results, SBA requested that we clearly

describe our assessment criteria to allow for a fair interpretation of its
findings—since many of these criteria include industry standards that had

GAO/AIMD-00-170 SBA IT Management
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emerged only in the last few years. Our briefing slides identify the criteria
and standards that we applied in ing SBAIT These
standards have sufficient flexibility to make possible the development of
key IT processes appropriate for the size and complexity of the IT

enviy of any or {zation

8BA also contended that other small federal agencies would not show
compliance much beyond SBA's. We note that 8BA is the first federal
agency for which we have used indicators to graphicalily depict our

results. R diess of where SBA operations may stand relative
to similar size federal agencies, comparison with indusiry standards is &
sound approach for identifying activities that can be improved to enhance
the capability of supporting the agency's mission and obtaining a positive
return on IT nvestment.

Concerning staternents in the draft briefing report that do not reflect SBAs
current status and our agsumptions on the level of detail in SBA planning
documents, we updated appropriate briefing slides to include information
recently provided by SBA. Appendix If contains specific revisions made to
the briefing report and also provides the full text of SBAs comments and
our responses to comments not discissed above.

The SBA Deputy Administrator also provided oral onadraft of
this letter. He was concerned that our report did not fully reflect SBA's
conunitment, to improve IT management as dexmonstrated in its recent
actions in planning for the loan monitoring system and suggested that we
recognize this, We agree that SBA has dernonstrated a commitment to
improve IT management and, accordingly, we made changes to reflect this
comiment in this report. .

Objective, Scope, and
Methodology

As requested, our objective was to evaluate SBA's management of
information technology in the areas of investrert management,
architecture, software development and acquisition, information security,
and human capital management. These five key areas encompass major IT
functions and are recognized by the IT industry as having substantial
influence over the effectiveness of operations. In each IT area, we reviewed
SBAs IT policies and procedures and compared them against applicable
laws and regulations, federal guidelines, and industry standards. We

it d SBA’s IT mar using the Clinger-Cohen Act, Computer
Security Act, and guidelines issued by the Chief Information Officer's
Council, the Office of Management and Budget, the General Services

GAQ/AIMD-00-17¢ SBA IT Management
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Administration, the National Institute of Standards and Technology, the
Software Engineering Institute, the Institute of Electrical and Flectronics
Engineers, Inc. (IEEE), and ourselves. We also reviewed selected SBA IT
projects and activities to determine if practices complied with SBA's
policies and procedures and industry standards. The projects selected for
review included the Loan Monitoring System, SmartStream, PRO-Net,
HubZones, and Subsidy Rate. These selected projects represent a mix of
ongoing and completed IT projects of various cost and duration. We also
reviewed activities related to current investments.

For each IT area we reviewed, we depicted our evaluation results and
Judgments on the current state of SBA policies, procedures, and practices
by using three broad indicators. SBA is the first federal agency in which we
have used these indicators to graphically represent our assessment results.
Accordingly, there is no basis for comparing SBA against other agencies
using this type of depiction,

‘We conducted our review at various SBA head ters offices including the
Office of the Chief Information Officer, the Office of Disaster Assistance,
the Office of the Chief Financial Officer, the Office of Human Resnurces,
and the Office of Field Operations. We also worked at the Office of
Financial Systems in Denver and at the Disaster Office in Sacramento. We
conducted our work from August 19989 through April 2000 in accordance
with generally accepted government auditing standards.

As agreed with your office, unless you publicly announce the contents of
this report earlier, we will not distribute it until 30 days from the date of
this letter. At that time, we will send copies to the Honorable Aida Alvarez,
Administrator, Small Busi Administration; the Honorable Jacob J. Lew,
Director, Office of Management and Budget; and other interested parties.
Copies will also be made available to others upon request.

1If you have questions on matiers discussed in this report, please contact me
at (202) 512-8253, or James R. Harilton, Assistant Director, at {202} 512~
6271. We can also be reached at willemssenj aimd@gao.gov and
hamiltonj.aimd@gao.gov; respectively. Key contributors to this report were

GAOQ/AIMD-00-170 SBA. 1T Management
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William G. Barrick, John T. Christian, Mike J. Dolak, Myong 8. Kim, Anh Q.
1e, Thomas F Noone, Edward R. Tekeley, and Hai V. Tran,

Sincerely yours,

et Lo
W

Joel C. Willemssen
Director, Civil A ies Information S;
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Appendix I
Briefing on Small Business Administration’s
of

GAO
Purpose and Outline

« Briefing purpose is to present results of our review and analysis of the Smalt
Business Administration’s (SBA) management of information technology (IT).

« Briefing outline:

* Objective

* Scope & Methodology

* SBA’s IT Profile

» SBA’s IT Policies, Procedures, and Practices

investment Management

Architecture

Software Development and Acquisition
Information Security

Human Capital

GAOQ/AIMD-00-170 SBA IT Management
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Appendix 1
Briefing on Small Business Admintstration's
of

GAO
Objective

QOur objective was to evaluate SBA’s information technology policies,
procedures, and practices in the areas of investment management, architecture,
software development and acquisition, information security, and human capital.

‘GAO/AIMD-00-170 SBA IT Management



156

Appendix ¥
Briefing on Small Business Administration’s
of

GAO
Scope & Methodology

* We reviewed SBA’s IT policies and procedures for investment management,
architecture, software development and acquisition, information security, and
human capitai and compared them with applicable laws and regulations,
federal guidelines, and industry standards.

* We reviewed selected IT projects and activities to determine if practices
comply with agency’s policies and procedures and industry standards. The
selected projects represent a mix of ongoing and completed 1T projects of
various costs and duration. We also reviewed activities related to current
investments.

« We conducted the review at various SBA headquarters offices including the
Office of the Chief Information Officer (OCIO), the Office of Disaster
Assistance (ODA), the Office of the Chief Financiaf Officer (OCFO), the Office
of Human Resources, and the Office of Field Operations. We also worked at
the Office of Financial Systems in Denver and at the Disaster Office in
Sacramento. We conducted our work from August 1999 through April 2000, in
accordance with generally accepted government auditing standards.

‘GAO/AIMD-00-170 SBA IT Management
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Appendix 1
Briefing on Small Business Administration’s
of

GAO T Profile

Mission and Programs

« SBA’s mission is to maintain and strengthen the nation’s economy by aiding,
counseling, assisting, and protecting the interests of small business and by
helping businesses and families recover from natural disasters.

« SBA's programs include

» 7(a) loans for business start-ups and existing small businesses,

« 8(a) federal contracting set-asides to assist business development of small
companies owned and operated by individuals who are determined by SBA to be
socially and economically disadvantaged, and

« disaster assistance loans for disaster victims, both businesses and individuals.
« SBA's budget request for fiscal year 2000 was about $995 million, including

$762 million in regular appropriations and $233 million for
contingency/emergency appropriations to support the disaster loan program.

GAO/AIMD-00-170 SBA IT Management
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Appendix I
Briefing on Small Business Adwinistration’s
° :

GAO 7 profile

1T Environment

To support the managerment of its programs, SBA depends on 42 mission-
critical systems running on legacy mainframe and minicomputers. Ten of
these systems suppont administrative activities. The remaining 32 support
SBA loan activities, including loan accounting and collection, loan origination
and disbursement, and loan servicing and debt collection.

* SBA’s self-assessment of its iT environment has shown that legacy application
systems are not effectively integrated and thus provide timited information-
sharing. The self-assessment also showed that SBA cannot depend on the
systems to provide cansistent information. Because of these probiems, SBA
has embarked on an agencywide modernization effort.

GAG/AIMD-00-170 SBA IT Manngement
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Appeadix T
Briefing on Smail Business Administration’s
M of

GAO 7 profile

IT Environment (continued)

SBA’'s systems modernization initiative consists of three phases:

Phase 1 consists of the Loan Monttoring System (LMS), which is expected to
aid SBA in managing its loan guarantee programs. The system is intended to
support loan monitoring and lender oversight.

-

Phase 2 consists of two programs: the Joint Accounting and Administrative
Management Systern, which is intended to modernize SBA's existing financial
management, human resource, and procurement systerns; and the Credit
Management Modernization, which is intended to create a fully integrated
paperless process for disaster-relief home loans,

.

Phase 3 consists of SBA's IT programs 1o modemizs systems supporting
government contracting, entrepreneurial development, and minority enterprise
developmant.

GAOTATMD.O0-170 SRA IT Maragement
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Appendix I
Briefing on Small Business Administration’s
of i

GAO 1 profile
IT Responsibilities and Functions of SBA’s CIO

The Chief Information Officer (CIO) is the principal advisor to the Administrator
on IT matters and has overall responsibility for development, procurement,
management, and monitoring of enterprise-wide IT systems, projects, personnel,
and expenditures. The CIO is responsible for ensuring agency compliance with
governing laws and regulations and with implementing polices that prescribe the
use and management of information technology, such as the Clinger-Cohen Act,
the Paperwork Reduction Act, OMB Circular A-130, the Computer Security Act
of 1987, and Presidential Decision Directives 63 and 67. The CIO also oversees
organizational units for voice and data telecommunications, end user support,
and electronic services (Internet and World Wide Web homepage).

GAO/ATMD-00-170 SBA IT Management




161

Appendix [
Briefing on Small Business Administration’s
of

GAO |71 Profile

IT Functions of Other SBA Organizations

« ODA is responsible for administering SBA's Disaster Assistance Program
through four area offices: Niagara Fails, Atlanta, Ft. Worth, and Sacramento.
it operates the Automated Loan Control System at each area office, and is
responsible for maintaining the system software and hardware. It is also
involved in the development and acquisition of systems.

¢ OCFO is responsible for overseeing all financial management activities. It
operates systems at its Denver Finance Center. These systems perform
functions such as: (1) exchanging data with business partners, (2) processing
and maintaining disbursement and collection records, and (3) interfacing with
the Loan Accounting System. This office is also involved in the development
and acquisition of systems.

GAO/ATMD-00-170 SBA IT Management
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Appendix I

Briefing on Small Business Administration’s
of

GAO It profile
iT Budgets

+ Total reported IT budgets for
OCIO, ODA, and OCFO
averaged about $39 million
per fiscal year from 1997 to
2000."

* OCIO, ODA, and OCFO data
shows that IT costs were
primarily for operations and
maintenance (O&M) activities
and that limited funds were
allocated for systems
development activities and
training.

45, SMon
40 4
35
30
25 D Other
mDx

2 nosM
15
10
‘5

[

1997 1998 1999 2000
Source: SBA.

1 5BA does not maintain an agencywide IT budget.
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Appen

dix 1
Brief on Small Business Administration’s
of

GAO |7 profile
T Staffing

* In fiscal year 1999, SBA reported
having 127 IT staff (84 in OCIO, 44 In
ODA, and 18 in QCFO). OCIO staff
set IT policies, plan and oversee IT
projects, and administer infrastructure
systems, IT staff at ODA and OCFO
operate and maintain their computer
systems and provide IT training o
their users.

» SBA also used contractor staff for
technical support and day-to-day Q&M
of IT systems. In fiscal year 1999,
SBA used 128 contractor staff in total
1o support IT activities at OCIC, ODA,
and OCFO.

GAG/ATMD-00-170 SBA IT Management
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Appendix I
Briefing on Small Business Administration's
of

GAO
IT Areas Evaluated

To evaluate IT management, we focused on five key areas that encompass
major IT functions and are recognized by the industry as having substantial
influence over the effectiveness of operations:

« |IT investment management helps select projects that will best support mission needs,
provide an optimum return on investment, and control project development to identify
problems and quickly solve them. Investment management has three essential phases--

ion, control, and luation--that are supported by processes, data, and decisions.

. IT information architecture helps align the requirements for agency-sponsored
f ion syst with the pi that support the agency’s mission and goais,

achieve interoperability and security of ir 1 and p the ion
and maintenance of standards by which the agency eva!uates and acquires systems
The information architecture has components that delineate the (1) business processes,
(2) information flows and relationships, (3) applications, (4) data descriptions and
relationships, (5) technology infrastructure, (6) technical reference model, and
(7) standards profiles. To implement and maintain the architecture, an agency should
have processes for change manag it and legacy sy ir .

GAO/A 00-170 SBA IT
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Appendix 1
Briefing on Small Business Administration’s
" 1

GA

IT Areas Evaluated (continued)

+ Software development and acquisition activities help produce information systems
within the cost, budget, and schedule goals set by the investment management process,
while complying with the guidance and standards of the information architecture. Key

for software devek 1t include requi it it, project
planning, project tracking and ¢ ight, quality and i R
management. Additional key processes that are needed for software acquisition are
Jisition planning, solicitation, contract tracking and oversight, evaluation, and
transition to support.

information securify helps protect the integrity, confidentiality, and availability of the
agency's data and systems it relies on by reducing the risks of tampering, unauthorized
intrusions and disclosures, and serious disruptions of operations. Information security
ivities include conducting risk promoting awareness, implementing
rformi ions, and providing i dination and ight of

.

alf securit; activitie;.

-
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Appendix I
Briefiog on Small Basiness Administration'’s
of

GAO
IT Areas Evaluated {continued)

. I'I‘ human capital managemem helps provide empioyees with the appropriate .
ledge and skills to effectively ite critical IT functions, Key processes for
human capital it involve ing IT and skills
mventorymg exrstmg staffs knowledgs and skills and assassing them against
ies and plans to fill the gap between requirements and
exmmg statﬂng, and evaluating and reporting on progress in filling the gap in knowledge
and skills.
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Appendix
Briefing on Small Business Administration's
of

GAO

iT Policies, Procedures, and Practices

Evaluation Indicators

in evaluating the five key IT areas at SBA, we assessed applicable policies,
procedures, and practices. We use three broad indicators o depict our results:

O
O

Blank Circle indicates that policies and procedures do not exist or are
b ially ob ori plete; and practives for planning, itoring and
evaluation are predominantly ad hoc, or not performed.

Half Circle indicates that policies and procedures are predominantly current
and facilitate key functions; and selected key practices for planning, monitaring,
and evaluation have been implemented.

Solid Circle indicates that policies and procedures are current and
comprehensive for key functions; and practices for planning, monitoring, and
avajuation adhere to policles, p d and ptad

For each of the areas we reviewed, these indicators provide our judgment on the
current state of SBA policies, procedures, and practices. SBA is the first federal
agency in which we have used these indicators 1o represent our assessment of
the five key IT areas. Accordingly, there is no basis to judge how SBA is
performing in relation to other agencies.
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Appendix I

Briefing on Small Business Administration's
e of

GAO

Evaluation Summary

IT Policies, Procedures, and Practices

Acquisition planning

Solicitation

Contract tracking & versight

Selection process ©] [F15] vectwicat reference modst © Pisk assessments @]
Salection data. O +| Standards profites. © Awareness ©
.| Selection decisions O Change management O Controls ©
i ? Contro! process o) Legacy systems integration © Evaluation ©
;| Controt data O Requitements management O Certral management ©
l’ Contro! decisions @) Project planning © Requirements O
1 Evaluation process O Project tracking & oversight O lnventory ©
Evaluation data O Quality assurance O Workforce strategies & plans O
Evaluation decisions O Gonfiguration management @] | Progress evaluation o]

© o

© e]

© o

© O

© ¢]

%] Technical infrastructurs

Transition 10 support

Incompiete or cbsolate
policies and procedures;
ad-hos practices

Policies and procedures for key
functions; selected ke practioes for
planning, monitaring, and evaluation

c

practices for plaring, monitoring, and evaluation athere

topolicies, procedures, and generally accepted standards
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Appendix 1
Briefing on Small Business Administration’s
of’

GAQO 1T Policies, Procedures, and Practices

IT Investment Management -- Overview

IT investment management is an integrated approach that provides for the
continual identification, selection, control, life-cycle management, and evaluation
of IT investments. An IT investment management process should have three
essential phases--selection, control, and evaluation.

+ inthe selection phase, the organization determines priorities and makes decisions
about which projects will be funded duting the year. The costs, benefits, and risks of aif
IT projects are assessed and the projects are compared against each other and ranked.

in the conirol phase, afl projects are istently col and d. Progress
reviews, in which progress is compared against projected cost, schedule, and expected
mission benefits, are conducted at key milestones in each project's life cycle.

The evaluation phase completes the IT § p p
"actuals against estimates in order to assess performance and identify areas in which
future decision-making can be improved.

-00-170 SBA IT
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Appendix I
Briefing on Small Business Administration’s
7

GAO 17 Policies, Procedures, and Practices

IT Investment Management - Overview (continued)

Each phase is supported by

« the processes that the organization is using to sefect, manage, and evaluate its IT
investments,

= the data (cost, benefit, and risk) that are being used to make 1T decisions, and

« the IT decisions that are being made using the defined processes and data.

We evaluated IT investment management using the Clinger-Cohen Act, OMB's
Capital Programming Guide, and GAQ's guide Assessing Risks and Returns:
A Guide for Evalualing Federal Agencies’ IT i it Decisic king. We
reviewed IT investment management practices for the current SBA investment
portfolio, This portfalio includes the Loan Monitaring System, Joint Accounting
and Administrative System, and Credit Management Modemization.

Our evaluation covered three phases of investment management: selection,
control, and evaluation. For each phase, we evaluated investment processes,
investment data, and ir it decisions.

G. 00-170 SBA Xt
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Appendix ]
Briefing on Small Business Administration’s
of.

GAO 1t Policies, Procedures, and Practices
IT Investment Management — Evaluation

O-WNM Sy . o
pn monitoding, e
ad-hot praciious. phaving, montoring, and ovaluation 10 pokcies, procedites, and generally accepted standards
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Appendix I
Briefing on Small Business Administration’s
o

GAO IT Policies, Procedures, and Practices
IT Investment Management -- Evaluation (continued)

GAQ/ATMD-00-170 SBA IT Management
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Appendix |
Briefing on Small Business Administration’s
of

- GAO _sBA’sIT Policies, Procedures, and Practices
IT Investment Management -« Evaluation (continued)

b i : ¥ F

ey ok

O Incomplets o obsolets Policl key '
{ ‘policisa and procadurss: : . i ‘monitoriog,
a0 geactoos ‘pianning, morjiaving, and evaluaton T poiciss, procadures, and generaty accaptod standards
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Appendix I
Briefing on Small Business Administration’s
of.

GAQO IT Policies, Procedures, and Practices

Impact of IT Investment Management Weaknesses

« Without a selection process that screens, analyzes, and prioritizes IT
investments, SBA lacks assurance that IT selections will result in mission-
focused benefits and that risk-adjusted return on investment is maximized.

« Without a control process that compares actual cost, benefit, schedule, and
risk data with original estimates, SBA lacks assurance that selected projects
are being developed on time, within budget, and according to requirements.

« Without an evaluation process that conducts post-implementation reviews,
SBA lacks assurance that completed projects are generating expected
mission-focused benefits.

GAO/AIMD-00-170 SBA IT Management
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Appendix I
Hriefing on Small Business Adwinisteation’s
of

GAO 1T Investment Management
Suggested Actions

SBA should.adopt policies and procedures and define processes for

« investment selection, to ensure that IT projects result in mission-focused
benefits and that risk-adjusted retum on investment is maximized.

+ investment control, to determine whether selected projects are being
developed on time, within budget, and according to requirements, and to take
corrective actions as appropriate.

= investment evaluation by conducting post implementation revieéws, to
determine whether compieted projects are generating expacted mission-
tocused benefits.

/AIMD-00-170 SBA IT
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Appendix ¥
Briefixg ¢n Small Business Administration’s

o

GAQ IT Policies, Procedures, and Practices
Pians to Address IT Investment Management Weaknesses

in March 2000, OCIO officials stated that by the end of fiscal year 2000, SBA
plans to

develop and implement an investment selection process that includes
screening, scoring, and selecting projects;

develop and implement an investment control process to oversee and control
projects on a quarterly basis;

.

collect additional data from all investment projects; and

.

compare actual data with estimates in order to assess project performance.

GAO/AIMD-D0-170 SBA IT Management
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Appendix I
Briefing on Small Business Administration’s
of

GAQ T Policies, Procedures, and Practices

IT Architecture — Overview

An IT architecture is a blueprint—consisting of logical and technical
components—ito guide and constrain the development and evolution of a
collection of related systems. At the logical level, the architecture provides a
high-level description of an organization's mission, the business functions being
performed and the relationships among the functions, the information needed to
perform the functions, and the flow of information among functions. Atthe
technical level, the architecture provides the rules and standards needed to
ensure that the interrelated systems are built to be interoperable and
maintainable.

The Clinger-Cohen Act assigns the CIO the responsibiity for developing,
impl ting, and maintaining the architecture.

g

in developing the architecture, oMB guidelines specify that it include the
following components:

. p! ibe the core business processes that support an agency’s
missions

GAU/ATMD-00-110 SBA IT Maoagement.
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Appendix 1
Briefing ox Small Business Administration’s
of

GAQ IT Policies, Procedures, and Practices

IT Architecture - Overview (continued)

. ion flows and p Y usedinb P
and describe refationships among information flows; the flows indicate where the
information is needed and how the information is shared to suppart mission functions

»

Applications identify, define, and organize activities that capture, manipulate, and
manage information to support the organization's mission

« Data di ipti and relati ips d ibe how data are maintained, accessed,
and used
« Technology i describes the IT {2.g., hardware, soffy

communications networks) and functional capabiiities

.

Technical reference model identifies the information services {e.g., database;
ications, ity serv used th hout the agency

Standards profiles include (1) the standards that support the information services
identified in the technical reference madel, (2) the standards that are essential for
i P ility, and (3) inf 2 ity profites for infarmation assurance

GAN/ATMD-00-170 §BA IT Managewment
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Briefing on Small Buxiness Administration’s
of

GAQ IT Policies, Procedures, and Practices

IT Architecture -~ Overview (continued)

The OMB guidelines specify that the organization should establish two key
processes to implement and maintain the architecture:

* Change - ing and d ing changes to the architecture that
are needed as business functions avolve

* Legacy sy i ion -~ developing and imph ing & strategy for interfacing

existing and new systems that will permit them to iﬁteroparate cost-effectively

We evaiuated SBA's IT architecture using the Clinger-Cohen Act, OMB’s
guidance, NIST guidelines, and the CIO Council's Federal Enterprise
Architecture Framework. We reviewed SBA's IT architecture practices for the
Loan Monitoring System.

GAQ/AIMD-00-170 SBA IT Management
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Agppendix 1
Briefing on Small Business Administration’s
T

GAO 1 Policies, Procedures, and Practices
{T Architecture -- Evaluation

O incompitts o obsdiate . o -
e E ‘PraCticss for piaFing, mooriog, and evalustion adhare
a0 pracions pharwing, monikving. and evalistion fogolkies, procedurns, and generaly acceptad slandants
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Appendix I
Briefing on Small Business Administrationys
af.

GAO IT Policies, Procedures, and Practlices
IT Architecture -- Evaluation (continued)

- orkey .
O ; o 0 5 practices ‘practices for panniog, montoring, W evalvalion adhere
s practics plaoning, moritoring, and evsluation o poficies, procaduros, and ganarally acoepted standards
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Appendix T
Briefing on Small Business Administration’s
of

GAO IT Policies, Procedures, and Practices

IT Architecture - Evaluation (continued)

O ok O . Key ive, Current policies and procadures;
5 funclion practicas for practices for planning, monitoring, and evaluation adhere
‘ad-hoc practioes planning, moritoring, and evaiustion 1o policies, srocedures, and genarally accepted standards
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Briefing on Small Business Administration’s
of

GAO IT Policies, Procedures, and Practices

IT Architecture — Evaluation (continued)

Incomplete or obsalete Policies and procedures for key i ici
poficies and procedures; fmctions; selected key practices for practices for planning, monitoring, and evaluation adhere
‘ad-hoc practices ‘plansing, monftoring, and evaluation 1o poficies, procedures, and generally accepted standards
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Appendix T
Briefing on Small Business Administration’s

o

GAO IT Policies, Procedures, and Practices

IT Architecture - Evaluation (continued)

O Incomplete or obsolate Pokicies and procadures for key Comprahensive, curtent policies and procedurss;
Y ‘practices o practices Sor plancing, monHoring, 41wt evaluation adhors
athho pracices ‘planying, morstering, and evaluation Topiohcies, procedsres, ad generally accepted standans
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pendix |
Briefing on Small Business Administrations
of

GAO i{T Policies, Procedures, and Practices

IT Architecture - Evaluation (continued)

incormgiete or cbsoiere Policws and provedures for key Comprahensive, curent poiicies i procecues;
£0ic08 300 procadises: functions: selacted kay practicas for sractioes for piancing, monitonng, and svaluaion
000G practices plancing, sronutoring, At avalation 1 policies procedures, and genacaly accepted standards
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Appendix T
Briefing on Small Business Administration’s
of

GAO ot Policies, Procedures, and Practices
Impact of IT Architecture Weaknesses

« Without a systematic process for developing an archil ¢ and addressing

key architecture components, SBA lacks assurance that the architecture wilt
meet the agency’s current and future information processing needs.

« Without policies and procedures for architecture maintenance, SBA lacks
assurance that new systems and software changes will be compatible with
other systems and SBA’s planned operating environment.

00-170 SBA 1T
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Appendix 1
Briefing on Small Business Administration’s
of

GAO it Architecture
Suggested Actions

« SBA should develop a systematic process for architecture development to
ensure that the architecture will meet the agency’s current and future
information processing needs. It should also set target dates for completion
of each component of the architecture.

« SBA should establish policies and procedures for architecture maintenance
to ensure that new systems and software changes are compatible with other
systens and SBA's planned operating environment. It should also set
target dates for full implementation of the maintenance processes.

GAO/AIMD-00-170 SBA IT Management
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Briefing on Small Business Administration’s
of.

GAO 7 Policies, Procedures, and Practices
Plans to Address IT Architecture Weaknesses

in March 2000, SBA officials stated that they plan to

» incorporate specific security standards for hardware, software, and
communications in the target architecture;

» use the target archil fo guide IT ir ws; and

.

establish a change management process by the end of this fiscal year.
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Appendix I
Briefing on Small Business Admizistration’s
of

GAO 1T Policies, Procedures, and Practices

Software Development and Acquisition ~ Overview

To provide the software needed to support mission operatidns, an organization
can develop software using its staff or acquire software through a contractor.

To effectively manage software development and acquisition processes, the
organization needs to establish policies and procedures and assign
organizational responsibilities for their implementation. To manage its software
projects, the organization should have well-defined software development and
acquisition processes, including the methodologies and standards that will be
used

GAVAIHD-00-170 SBA IT Management
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Appendix I
Briefing on Small Business Administration’s
of.

GAQ IT Policies, Procedures, and Practices
Software Development and Acquisition ~ Overview

{continued)
Keyp for d P include the ing:
* Requirements management establishes and di s common ur dli

between the customer and the software project of the customer's requnremems to be
addressed.

+ Project planning identifies and organizes the work elements for performing the
software engineering and managing the project.

+ Project ing and gl and ls the p vost, and
headule objectives of the project gt rts fife. It pmvzdes visibility into actual
progress so that mar it can act effectively when the software project's
performance deviates significantly from plans.

. i quality ines if the being used by the project and
the resuﬂmg products comply with the organszatton s policies and procedures.

* Coni ishes and maintains the integrity of the products
throughoul the pro;ects software life cyc!e, through a structured process for
[ d and app! in req and plans.

g prop
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Appendix |
Briefing on Small Business Administration’s
of

GAQ [T Policies, Procedures, and Practices
Software Development and Acquisition — Overview
(continued)

Additional key process areas needed for software acquisition include the following:

» Acquisition planning identifies and organizes the work elements for the contractor to
perform the software engineering and the organization's support and oversight of the
contractor.

» Solicitation details the solicitation and selection of contractors qualified to satisty the
contract’s requirements for the project’s software-related products and services. The
solicitation package includes the contractual software requirements, proposal evaluation
criteria, and product-acceptance criteria.

» Contract tracking and oversight ensures that the contractor’s software engineering is
managed and complies with contract requirements and adheres to relevant laws,
policies, regulations, and other guidance.

» Product evaluation evaluates contractor products against technical requirements
throughout the total period of the acquisition to provide an integrated approach that
takes advantage of all evaluation results.

* Transition to support ensures that the software support organization has the capacity
and capability to provide the required support upon assumption of responsibility for the
support of the software products.

GAG/AIMD-00-170 SBA IT Management
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Briefing on Smail Business Administration’s

GAQ SBA’sIT Policies, Procedures, and Practices
Software Development and Acquisition - Overview
{continued)

We evaluated SBA's policies and procedures on software development and
acquisition using GSA’s Guide to Planning, Acquiring, and Managing IT
Systems, and standards issued by the Software Engineering Institute (SEI) and
the Institute of Elecirical and Electronics Engineers, Inc. We reviewed selected
projects to confirm the agency's declaration of software processes in use, but did
not perform an SEI Capability Maturity Model study. We reviewed SBA's IT
practices by performing case studies on four selected projects: SmartStream,
PRO-Net, Subsidy Rate, and HubZones.

GAO/AIMD-00-170 SBA IT Management
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Appendix 1
Briefing on Small Business Administration’s
of Infor i

GAQ 1T Policies, Procedures, and Practices

Software Development and Acquisition -- Evaluation

Comments

“There are no policies and procedures

N for requirements managemert, and

oanagement : processes and guigance are not yet
davelopment o defined. SBA has bogun o fornalize
bes this capability for two recent projects.

Apply best

practices 1o

achieve key SBA has a draft systems devalopment

objectives: methedology that provides project

H g; within budget, planning guidance. ’SBA has begun to
! on schedule, \ formalize practices for a major
* and {3) according Project planning 0 modemization project. Howsver,

1o requirements project plans do not consistently contair
personnel assignments, cost estimates,
and rilestones.

£ Incompiate or cbscleta Poficies 2nd procedures o7 ey Compretiersive, cunent policies and procedures;
U poiizies and procadures, 7 functions: selacted key practices for . practees for glanning, monidofing, and evalation adhere
ad-hac practices planning, morrtoring. and evalualion: to poficies, procedures, and generally accepted standarde
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Appendix I
Briefing on Small Business Administration’s
of

GAQ IT Policies, Procedures, and Practices
Software Development and Acquisition -- Evaluation
(continued)

Incomplete or obsolete Policies and procedures for key Gomprehensive, current poficies and procedures;
policies and procedures; functions; selected key practices for practices for planning, monitoring, and evaluation adhere
ad-hoo practices planning, monitoring, and evauation 10 policies, procedures, and generally acoepted standards
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Briefing on Small Business Administration's
of

(GAQ IT Policies, Procedures, and Practices
Software Development and Acquisition — Evaluation
{continued}

Incomgtams o cbsciete Policies and procedures for key Comprofansive, cumant polcis ang procectes:
pokcias and procedires: hanclions; selected key practices for practicss for planng, morvoriyy. and evaliation adhere
adhoc practices. ‘plavming, manitonng, ard gvatustion 10 policies. procedures. and genecaly oceted standaris
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Appendix I
Briefing on Small Business Administration’s
of

GAOQ IT Policies, Procedures, and Practices
Software Development and Acquisition -- Evaluation
(continued)

Incomplete ¢r obsalete Policies and procedures for key Comprehensive, cufrent policies and procedures;
policies and procedures; functions; selected key practices for practices for planning, moritating, and evaluation adhere
ad-hoc practices planning, monitofing, and evaluation 10 policies, procedures, and generally accepted standasds

GAO/AIMD-00-170 SBA IT Management.
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Appendix 1
Briefing on Smail Business Administration's
of

GAQO 1T Policies, Procedures, and Practices
Software Development and Acquisition —~ Evaluation
(continued)

SBA’s 1984 guidance for contract .
Lt R tracking and oversight does not conform
. o generally sccepied standards.

X BBA's 1964 guidance for product
Q evaluation does nat conform to

Inctsnplete or cbeciete Poucias and procetures for key Comprahensive, curren pbcies i procadures:
oo ; for plarcig.

96-h0c practioss pianoig, ceitoring. and evalusbon 10 policies, procsduras, and generafly actepied StRndards

GAG/ATMD-00-170 SBA IT Management
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Appendix I
Briefing on Small Business Administration’s
of

GAOQ IT Policies, Procedures, and Practices
Software Development and Acquisition - Evaluation
(continued)

policies and procedures; functions; selected key prastices for practices for planning, monitoring, and evaluation adhare

Incomplete or obsolete O Policies and procedures for key Gomprehensive, Surest policies and procedures;
ac-hoc practies ‘planning, monitoring, and evaluation to policies, procedures, and ganerally acoepled standards

GAO/AIMD-00-179 SBA IT Management
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Appendix I
Briefiag on Small Business Administration’s
of

GAO IT Policies, Procedures, and Practices
impact of Software Development and Acquisition
Weaknesses

= ‘Without adequate processes for software development, SBA lacks assurance
that project plans, including documentation, configuration management, and
quality assurance, will be developed and followed; and that software will meet
user needs.

«  Without adequate processes for software acquisition, SBA lacks assurance
that acquisition plans will be developed, contractual requirements specified,
and that acquired products will meet user needs.

GAO/AIMD-G0- 170 SBA IT Mansgement
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Appendix 1
Briefing on Small Business Administration’s
of

GAO Software Development and Acquisition

Suggested Actions

* SBA should complete the systems development methodology and develop a
plan to institutionalize and enforce its use agencywide.

* SBA should establish policies, procedures, and processes for software
development and software acquisition, and develop a mechanism to enforce
them. These policies, procedures and processes need to address areas such
as

requirements management,
project planning,

project tracking and oversight,
software quality assurance,
configuration management,
acquisition planning,
solicitation,

contract tracking and oversight,
product evaluation, and
transition to support.

GAO/AIMD-00-170 SBA IT Management
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Appendix 1
Briefing on Small Business Administration’s
of

GAQ IT Policies, Procedures, and Practices
Pians to Address Software Development and Acquisition
Weaknesses

» QOCIO is tailoring a systems development methodology {(developed by another
agency) for its use.

QOCI0 officials stated that requirements management practices will be initially
implemented on a project basis before establishing these practices
agencywide.

OCIC officials stated that SBA plans fo establish a group for product
evaluation for the LMS aclivities.

SBA is working on a configuration management plan. This plan discusses the
need for uniform policies and guidance for the configuration management
discipline on large software projects such as the LMS.

G. 00-170 SBA IT
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Appendix 1
Briefing on Small Business Administration’s
of

GAO IT Policies, Procedures, and Practices

Information Security -- Overview

Information security protects an organization's computer-supported resources
and assets. Such protection ensures the integrity, appropriate confidentiality,
and availability of the data and systems of an organization. integrity ensures that
data have not been altered or destroyed in an unauthorized manner.
Confidentiality ensures that information is not made available or disclosed to
unauthorized individuals, entities, or processes. Availability ensures that data
will be accessible or usable upon demand by an authorized entity.

Key activities for managing information security risks include:
+ Risk assessment — identifying security threats and vulnerabilities to information assets

and operational capabilities, ranking risk exposures, and identifying cost-effective
controls.

* Awareness ~ promoting awareness concerning security risks and educating users
about security policies and procedures.

* Controls - implementing controls necessary to deal with identified risks.

GAO/AIMD-00-170 SBA IT Management.
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Appendix
Briefing on Small Business Administration’s
of

GAO 17T Policies, Procedures, and Practices

Information Security -- Overview (continued)

+ Evaluation -~ monitoring effecti of controls and’ ivities through
periodic evaluations.

+ Central management -- coordinating security activities through a centralized group.

We evaluated SBA’s policies and procedures on information security using the
Clinger-Cohen Act, Computer Security Act, and guidelines issued by OMB, GAO,
and NIST. We reviewed SBA's [T practices on two selecled systems:
Automated Loan Control System and Wide Area Network. We also reviewed
Otfice of Inspector General reports on information security.

ATMD-00-170 SBA 71
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Appendix I
Briefing on Small Business Administration’s
of

GAO Policies, Procedures, and Practices

Information Security -- Evaluation

Incomplete or obsolete Palicies and procedures for key ¥
poficies and procedures; functions; selected kay practices for ‘practices tor planning, manitoring, and evaluation adhere
‘ad-hoc practices planning, monitoring, and evaluation 1a policies, procedures, and generally accepted standards
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Appesdix I
Briefing on Small Business Administration’d
of

GAO IT Policies, Procedures, and Practices
Information Security -- Evaluation {continued)

ncompiete o sbsolste Polic 2 for vay G i
i packoesior sractons for plarming, menltcring, and evafuation sdhere
2d-hoc practces ‘planving, monitoing, and evaluation To palicias, procedures, and generally accepted siandards
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Appendix [
Briefing on Small Business Administration’s
of

GAO IT Policies, Procedures, and Practices

Information Security - Evaluation (continued)

Incomplete or absolets Policies and procedures for key i i
‘poficies and procadures; functions; selected key practices for practicas for planning, monitofing, and evaluation adnare
‘ad-hoc practices. planning, monitoring, and evaluation to palicies, procedures, and genarally accapted standards

‘GAO/AIMD-00-170 SBA 1T Management
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Appendix 1
Briefing on Small Business Administration's
of

GAO 1 Policies, Procedures, and Practices
Information Security - Evaluation {continued)

Incompiete or obsolete Folicies and proceduris for key Comprahensive, currert palicies and procedures;
‘policies and procedures; toactions; selected key practices for ‘practices for planning, manitating, and svaluation adhera
ad-hor prasiices. anmiog, monitoring, and evaluaton 10 policies, procedures, and genexally accepted standards
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Appendix ¥
Briefing on Small Business Administration’s
of

GAO 1t Policies, Procedures, and Practices

Impact of Information Security Weaknesses

« Without conducting periodic risk assessments, SBA will not adequately
identify vuinerabilities to implement needed controls.

"« Without a complete awareness program, SBA lacks assurance that staff will
adhere to established policies.

« Without policies and procedures, SBA lacks assurance that security controls
are being consistently applied to address identified vulnerabilities.

« Without periodic security evaluations, SBA lacks assurance that established
policies, procedures, and controls are effective against identified
vulnerabilities.

» ‘Without institutionalized central oversight and coordination, SBA lacks
assurance that identified weaknesses are being addressed on an ongoing
basis.

00-170 SBA IT
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Appendix 1
Briefing on Small Business Administration’s
of

GAO  information Security
Suggested Actions

+ SBA should conduct periodic security risk assessments to identify and rank
threats and vulnerabilities.

« SBA should implement a complete, effective security awareness program.

* SBA should petiodically update policies and procedures on information
security and implement security controls to address identified vulnerabilities.
This should include completing the development and testing of its
zomprehensive disaster recovery and business continuity plan. The plan
should then be updated and tested periodically.

« SBA should conduct periodic security evaluations to determine whether
policies, procedures, and controls are effective against identified
vulnerabilities, and take remedial action, as needed.

« SBA should develop and implement a centralized mechanism to monitor and
enforce compliance on information security by employees, contractors, and
program offices.

GAO/AIMD-00-170 SBA IT Management
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Appendix ¥
Briefing on Small Business Administration’s
of i

GAO 1 Policies, Procedures, and Practices
Plans to Address Information Security Weaknesses

+ OCIO officials stated that SBA plans 1o finish development and testing of a
comprehensive disaster recovery and business continuity plan.

« OCIO has hired additional staff to address security weaknesses identified by
SBA's Inspector General. These staff are responsible for

» performing security certification reviews of new and existing IT systems,

« administering user identification and passwords,

« developing and maintaining security policies, procedures, guidance, and
training.

SBA recently established a committee charged with developing solutions to
resolving security weaknesses identified by the agency's Office of Inspecior
General as part of the financial statement audit.

GAO/AIMD-00-170 SBA IT
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Appendix I
Briefing on Small Business Administration's
of

GAO T Policies, Procedures, and Practices

IT Human Capital -- Overview

Human capital centers on viewing people as assets whose value to an
organization can be enhanced through investment. As the value of people
increases, so does the performance capacity of the organization, and therefore
its value to clients and other stakeholders.

To maintain and enhance the capabilities of IT staff, the organization should
conduct four basic activities:

assess the knowledge and skills needed to effectively perform IT operations to support
agency mission and goals;

inventory knowledge and skilis of current IT staff to identify gaps in needed capabilities;

develop strategies and implement plans for hiring, training, and professional
development to fill the gap between requirements and current staffing; and

evaluate progress made in improving IT human capital capability, and use the results of
these evaluations to continuously improve the organization’s human capital strategies.

‘GAO/AIMD-00-170 SBA IT Management
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Appendix ¥
Briefing on Small Hoxiness Administration's
of

GAO 1T policies, Procedures, and Practices

T Human Capital - Overview

We evaluated 8BA’s policies and procedures on T human capitai using the
Clinger-Cohen Act and our guide Human Capital: A Self-Assessment Checklist
for Agency Leaders. We reviewed IT human capital practices on two selected
projects: Loan Monitoring Systern and SmariStream.

GANAIMID-D0-X70 SBA 1T Management
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Appendix [
Briefing on Small Business Administration's
of

GAO IT Policies, Procedures, and Practices

IT Human Capital -- Evaluation

fncomplete or cbsolete Policies and procedyses for key C i
icies and procadures; 2 ‘practices for practices for planning, maritoring, ard evaluaion adhere
ackhoc practices ‘planning, monitoring, and evaluation to policies, procedures, and generally accepled standards
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Appendix I
Briefing on Small Business Administration’s
of.

GAO 1 Policies, Procedures, and Practices
IT Human Capital -- Evaluation {continued)

Incompieta or obsolete Policies and procedyrss for key Comprahensive, current poficies and procedures;
‘palicies and prooeduces; functions; selected key practioes for ‘praciices for planning, monitoring, ad evaluation adhere
24-boc practioss. ‘panning, manitoring, and evaluaton to poficies, procedures, ¥ generally acceptad standards
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Appendix f
Briefing on Small Business Administration’s
of

GAO IT Policies, Procedures, and Practices
Impact of IT Human Capital Weaknesses

Without periodic IT staff needs assessment and workforce enhancement
activities, SBA lacks assurance that it will effectively

* identify needed IT knowledge and skills,
» understand its current skill ievel,

* develop workforce strategies and implement plans to maintain the necessary
IT knowledge and skills to support the agency mission, and

= evaluate and report on progress in addressing knowledge and skill gaps.

GAO/AIMD-00-170 SBA IT Management
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ndix I
Briefing ou Small Business Administration’s
of.

GAO 11 Human Capital
Suggested Actions

» SBA should identify its IT knowledge and skills requiremnents,

SBA shauld perform periodic IT staff assessments to identify current levels of
IT knowledge and skilis. .

* Based on the results of these assessments, SBA should develop workforce
sirategies and implement plans to acquire and maintain the necessary IT
knowledge and skills to support the agency mission.

SBA should petiodically evaluate its progress in improving its IT human
capital capability and use the results to continuously improve its human
capital strategies.

GAO/AIMD-00-170 SBA IT Management
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Appendix [
Briefing on Small Business Administration’s
of i

GAO IT Policies, Procedures, and Practices

Pians to Address IT Human Capital Weaknesses

In March 2000, OCIO officials stated that SBA plans to
« assess the skills and knowledge levels of IT staff;

e conduct a survey of T staff to identify tools and training needed to effectively
perform their assigned duties; and

« take a leadership role in developing policies and procedures for recruiting,
hiring, and compensating IT staff.
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Appendix1
Briefing on Smali Business Administration’s
of

GAO

Agency Comments

« incommenting on a draft of this briefing, SBA said that it agrees with the
recommendations and actions are underway to address them.

+ $BA questioned the of 1ts made o ing 12 IT management
activities. In cases where SBA provided supporting documentation, we made
appropriate revisions.

» SBA also questioned the fai of the of its operations against industry
standards because many of these standards have emerged in the last few years. SBA
contended that other small federal agencies would not fair much better in meeting
industry standards.

» It should be noted that the industry standards have sufficient flexibility that key IT
processes can be developed that are appropriate for the size and complexity of the
IT environment of each organization. Although SBA's operations may or may not
compare favorably with other small federal agencies, comparison with industry
standards or best practices is a sound approach for identifying activities that can be
improved to enhance the capability of supporting the agency's mission and
obtaining a positive return on the IT investment.

GAO/AIMI-(0-170 SBA IT Management
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Appendix I
Comments From the Small Business
Administration

Note: GAO comments
supplementing those in the
report text appear at the end
of this appendix.

x BY2s,
b U.S. SMALL BUSINESS ADMINISTRATION
M WasinGron, 0.C. 20416

T’
April 4, 2000
armice o TG AokiIETARTOR

Mr. Joel C. Willemssen
Duector, Civit Agencles !nformmm Systems

Division

Us. Gem:ml Accounnng Office
441 G Si
‘Washington, DC 20548

Dear Mr. Willemssen:

This is the Small Business Administration’s (SBA) response to the General
Accounting Office {(GAO) draft report, “Small Business Administration’s Managament of
Information Technology.”

‘We appreciate the time and attention that GAO hes spent reviewing information
lechnolagy @ a Ll\e SBA, however, the SBA hns some concems about the presentation
of resuits, i the fate level of detail in
SBA planning and & We
‘believe many of the recommendations which the GAO would like the SBA to initiate are
already underway and are being addressed as part of SBA’s continuing efforts to manage

gency-wids IT resources ion of the Clinger-Cohen Act.

For the past 3 years SBA has heen ina I:rannuon as we unplement a WEB-centric
replace systems and.
stove pipe databases, Many of the policies and pmced.m to support new systems and
methodologies are still in draft form or not yet developed. SBA has selected its Loan
Monitoring System (LMS) Project — commended by GAO for addressing many of the
issues ldcnuﬁed in this report - as the starting point for identifying, developing, and
anew system and associated policies, practices,
and procedures. We believe that the LMS project will be an exemplary model for future
system development projects at the SBA. SBA has made great progress in updating its
standards and procedures for system development and technology planning.

GAO staff acknowledge that this is their first review of an agency using this kind of

benchmark and their first report of an agency in this format. The IT environment in the

Federal Government is changing very rapidly as a result of technology innovation, new

legislation such as Clinger-Cohen, and new Administration standards. It is highly

mhkely that other smeal? Federal entities will show compliance much beyond SBA’s,

gvcn the mpndly changing IT environment. However, GAO's assessment can be
used to guide fu

r—-m-mﬁm-mr-—

GAG/AIMD-00-170 SBA IT Management



220

Appendix 1
Comments From the Small Business
tion

Mir, Joet Willemnssen Pagez2
ha&mﬁwsw Masthos:yuhhshedhyme&ﬁwm
d Blectrical Enginvers

(IEEE).hxveuuagedon!ymmelastfcwym The SBA has comanitted itself to
becoming certified at Level 2 of the SEI Capability Maturity Model for Organizations,
fut it will ke o significant investment in time, budget, 2od training over 210 3 yoars 1o
Q\m.hfyatcvmihlslwd Hmce,whﬁcGADmawadmmsaAsomums
in Yight of d m;darﬂs, itis to assume that the Agency's
ailure 10 adb G B isan t other Federal entitiss.

For these reasons [ mcmmmd that GAQ dmmbe us effort ﬁ'om this pexspective,
anwd that it clearly amd desaribe its work and use of the work
#t the beginning of the mmmeﬁnmmﬁ&smﬂrmﬂm@moﬁa
findings.

Bnclosure 1 contsins SBA comum i i tained in the
Enclosure 2 1o the GAQ re i Eoclosars 3 displays.
$BA's assessment of ity status based on vur comments in Enclosures 1 and 2.

The GAChos provided ach construstive guidance to the SBA over the lant
sverdl years. "The r60% rogeat ceport will bo usefid guidanoe as well. SBA s fdly
comunitted to meeting the reqmmmcﬂhe(xmgz—(?nhmﬁm,andm maximizing the
seturn on the SBA'S (T} amd related I
you have any questions, please contact Laweence E, Barrest, Chict Information Officer; at
202-205-6708.

We are took forward 1o working with you to improve IT st the SBA.

Sincerely,

“fa 4

eistine

Chief Operating Officer

08-170 SBA IT
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Appendix II
Comments From the Small Business
Administration

See comment 1.

See comments 2 and 4.

Response by
‘The Small Business Administration

Draft Audit Report
Small Busfness A s of ion T
INACCURACIES
1T Investment Process
IT Architecture

1. Poge 28, Business Processes.  The GAO report states that “SBA has not yet
provided a completion date for the architecture.” This is not correct, Ina GAO-SBA
mesting to discuss the original draft report, SBA stated that the architecture was
complete and queued for production i the print shop. Since that time, SBA halted
the printing to allow revision to Section 3.5 Security in response to GAO

o for the Loan Monitoring Systeru. Those changes have been
finatized and the architesture is again in the print shop for production by April 6.

L

Page 29, son Flows and. The GAO report states that
“the stracture and organization of information used by cach of these business
activities are not identified and defined,” SBA developed an information
architectire in 1995 which lists the entities and individual data clements used and
coltected by each of the SBA business activitics. A copy of this document was
provided to GAO. The 1995 document with the drafl ITA. (doscribed above)
provides detailed information at the data element level.

SBA also indicated 1o GAO that SBA, like many other Federal agencies, developed
its architecture at a high level, SBA reviewed the publishied architectures of other
agencies at the beginning of its project and selected a level of detail that was (1) in .
line with other agency architectures, (2) affordable, (3) in morc detail than many of
the other agency archi and (4) by its contractor, EDS
Corporation. SBA has 1ot seen any Federal agency architecture at the level of detail
that the GAO comments suggest are required:

Also, the GAO report does not reflect the quality and completeness of the
architecture. Several times during the audit period, GAO staff compliented SBA on
its architecture. While SBA understands and agrees with GAQ that more detail is
always better, SBA completed the architecture at the tevel of detail appropriate for
SBA at the time.
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Comm.enr.s From the Small Basiness
Administration

See comment 3, 3. I’dgc 30, Applications, The GAC repor states ﬂm “the draft architectuze does not
" This is not correct. Section 4 of
thc architecture lists apphcanons inatable. The original draft given to GAQ did not
contain this table. Following the GAOC-5BA meeting to discuss the origina] draft
repert, SBA provided Section 4 of the arthitesture to GAQ on March 26,2000,

See comment 4. 4. Page So,mbacdpdcns and Relationships. Thn  GAO peport states that

“data quality measures, data rules, and data been

defined.” As described in Item #2, abave, SBA reviewed the published

architectures of other agencies at the beginning of its project and selected a tevel of
detail that was (1} in Yine with other agency architestures, {2) affordsble, (3) inmore
detail than meny of the other agency architectures, and (4) recormended by its
contractor, EDS Corporation. SBA has not seen any Federal agency architecture at
the level of detsl] that the GAQG comments Suggest are roguired.

See comment 5, S, Page 31, Technology Architecture.  The GAQ report states that “Currently, not
2l inforruation systems conform to telecommunioations standards and netwstk
‘management protocdls.” Tt is correct that not all equipment and systems within the
SBA comply with the target axcbitocturs, The non-compliance is identified in the
"Mls” architecturs, mﬂed 8B gAY mthe ‘tagef'am)ume,mdns listed as 2

prionit, in the “TTA Gap

Mlgmhon Plan”, However. ‘this should not h: #eriticism of the architecture policy
Inthe past SBA deskiop equipment and sofiware

and only rarely wit Agency standards. The Office of Disaster

Assistance with its unique requirementy for pottability and instantaneous operations
at disester sites has been the exception. Ja addition, SBA OCIO stated policy has
‘been to allow non-standard equipment 1o co-exist uatif replacement is required. This
pohcy bas altowed SBA to stretch a “thin” techmlogy tefresh program. SHA has

been sucoessfal with this approach 1o managing equipment and software upgrades
under constrained budgets. Plesse note, howsever, that as part of the Agency'sFY
2001 Budget Request there is a request for $7 milkion for seat management and
infrastructure, If approved, for the first time the Agenity will have the resowrces to
properly manage its TT hardware.

SBA i jtted 1o Alf ing to standards The CIO
Teviews ail atements of work (SOW) which involve technology and systems to
ensure that defiverahles will conform to SBA’S target architecture. Following the
‘GAQ-SBA mesting to discuss the-original draft veport, SBA provided a SOW for the
Office of Disaster Assistance that requires its sontractor, Data Networks
Cotporation, to sddress non-gommplizce ind 10 ensure that 2 new system will comply
‘with the architecture.

In addition, the GAQ report states that “SBA has not defined a physical dats model
for the implesnentation of SBA’s technical infrastructure.” As stated calier, SBA
- hias not szem any Fedoral agowey architeche ot the level of detail that the GAQ
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Appendix 1
Comments I-‘mm the Siasll Business
Aduinistes

See comments 4 and 6.

See comment 7,

See comment 8.

Sex comment 9.

conments suggest are reqquired. On page 15 of the drafl report, It is noted that SBA
is the first Federal agency in which GAQ has used broad indicators 1o represent their
asseserment. What is not ninted is that thig is the first assessment of its kind
performed by GAO. Unti) further assessments are conducted, the GAQ asscssment
is based on 2 “text book™ or “hest of the best” idea of what SBA should nave done,

Page 32, Technical Reference Model. The GAC repor states that “SBA has ot
clearly defined how the fiamework will be applied for the development ofits
architecture, The produets that specify the contents of the framework 2lso have not
been ideatified.”* SBA. takes exception to this type of criticism. SBA used the
Zachmas fa the Office of and Budget.
GAQ spparently did not find ther SBA spplied the Samework incomesetly, or that
would have beer included in the report. At least, GAQ made no such reference in ity
eport. Therefore, it is tnclear to what GAQ's reference altudes. SBA has not seen
any Federal agency architecture at the levs! of detail that the GAO comments
=uggest are required.

Page 33, Legacy Systems Integratlon. The GAC report states that “SBA js also
‘working to develop a list of legacy systems for migration to the target architecture.”
This is not correct. SBA has had this list since the eacly days of the audit, but the
contractor did not include it in the carly draft of the architecture. SBA provided the
GAO with the updated Section 4 of the architecturs - which contains the list - after
the SBA-GAQ meeting o discuss the early dralt of the report.

$SOFTWARE DEVELOPMENT & ACQUISITION

L Pagz 40, Reqm:uuu Mmmgment. ‘The GAQ report states that “there are no

Also, processes and
gmdancs arenot yet dcﬁmsd > SB4 hag developed procedures for requirements
managetnent. SBA is usmg IEEE guidance for requirements documentation. As
stated earli¢r, SBA is using the Loan Momcomlg Sysl:m to develop and establish
guidance for softv c far, SBA has a.systern

y (SDM) includi
plan for LMS, anda.
quality assurance plan for LMS. Other projecis are expected to follow the SDM and
o use the LMS guidance as templates. All current mgjor projects are following this
policy.

While SBA is stiil in the initia? slages of implementing the guidance, fommal
procedures and guidance do exist and are being followed. However, the GAG repont
fails to revognize both the policies thar SBA has and the extent of SBA progress in
implementing. GAQ assigns an enapty circle as an indicator of its assessment. This
is inconsistent with the definition of the indicators.

Page 4D, Profect Planning. Asstated earlier, SBA i3 using the Loan Monitoting
System 1 develop and establish guidance for software development and acquisition.

A0-170 SBA IT
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Appendix 1T
Comments From the Small Business
Administration

See comment 10.

See comment 11,

See comment 12,

Giher profects are expecied to follew the SDM end 1o use the LMS guidance 25
tempiates. Al current major projects are foliewing this pelicy.

Page 41, ijea Tracking and ovmighl. Th: GAO report states that “Project

en projected and acrust
results.” The GAQ {mply fhat projoct 10t tracking progress.
This s incorrect; GAO suditors did not see structured farmat documentation of
project progress arked against formally adopted schedules. SBA preject managers
use Project 98 to establish scheduies and milestones and to track progress. However,
ou the projects audited by GAO, e schedules were tracked infonmally by the
projest leaders without documentation.

Page 42, CﬂnMnmﬂM Mmgmsnt The GAO rcpmt states that "wnﬁgxmdon
ot yet " Thisisincorrest. SBAis
for mcLMS&ysxem eswellasxmcung

other: projec!s merbers in
guidance is also included in SOWs for the LMS pmjeot

Also the original draf of the report gave SBA a half circle for Configuration
Management, The curreat version of the report gives SBA mn empty cirsle,

IT HUMAN CAPITAL

1. Pagesﬂ,m:musment mGAOmmtesm“SBAbﬁrotmdwedan

hott- and Jorig-termn * This is incorrect. n
the training needs assessment conducted by the Offics of Human Resources in lats
FY 1998, offices (including OCIO) identified their T training requirements for FY'
1999, Many of these training requirements were sddressed through the “Leamit

courses. OCIO ia currently plarming a comprebeasive wsessment of training tesds
!hutxsi’oouscdonﬂ:el‘rﬁeld,wthspem]emhmsmmmneedsoﬁhen’mﬂl
othin SBA field offices; the survey & for FY 2001,
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Appendix H
Corments From the Small Business
Administration

Response by
The Small Business Administration

Draft Audit Report
Small Business s of

Technology
RECOMMENDATIONS

TMENT. AGEME]

We agree that SBA does not have a fully documented set of pracedures covering the
entire Tegimen of IT investment processes. The weaknesses GAQ identified in this part
of its assessment are helpful and not entirely surprising. During much of FY 1998 and
1999, the Agency’s information technology resources were largely dirested toward a
suecessful Year 2000 migration, which was achieved. This mandatory atlocation of
resources, while clearly necessary, reduced SBA's internal investments in other areas
including the development of format IT capital planning procedures.

But the Agency is cognizant of its responsibilities in this area and has never neglected
thern. During the last budget year, the Agency Tequired managers to identify all proposed
‘major 1T investments during the budget formulation period. SBA has treated its largest
and most significant IT investment, the System’s Modemization Initiative (SMI), as &
model of how IT capital planning and implementation should be conducted within the
Agency. All Ml projects are fully documented in accondance with the newly developed
System Development Methodology, acquisition planning is performed for each, and full
documentation is provided to the Ivestment Council and entered into ITIPS.

The Agency has also beca moving aggressively to better manage its overall IT
investoent portfolio, and we are committed to continuing that process:

+ SBA's Business Technology Investment Council (BTIC) is taking an increasingly
active role in reviewing current (FY 2000) IT investment performance” The BTIC is
comprised of the Depuiy Administrator, the Chief Operating Officer, the Chicf
Information Officer, the Chicf Financial Officer, representafive district directors from
the field organization, and the Associate Deputy Administrators for Capital Access,

e Ao

an and
Contracting / Minority Enterprise Development. The Council has met three times
since mid-Tanuary to collest project control information on its active investments, and
to ensuce that any new projects are authorized only through an initial planning phase
atended to docwnent cxpested investraent performance and key project milestones.
The BTIC roviewad all projects in light of the Systems Modernization Initiative
(SMD). It also prioritized the efforts within the SMI in Phases I, I, and Il The
Council's review has caused one project 10 be suspended and others deleyed, and new
guidarice is being developed to collect befter operations and maintenanes cost
information for selected projects.

GAO/AIMD-00-170 SBA IT Management
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© SBA realizes the value of an integrated IT capital planning tool to assist managers
and the BTIC in coliecting uniform select-control-evaluate information for major IT
projects. The Agency has had same experience with the Information Technology
Tnvestrent Portfolio System (ITIPS), which is used by a number of Federa agencies.
The Agency will purchase and install the latest version of ITIPS (3.0) when testing
and acceptance on that product are complete.

To close the gap between: its intentions and its practices, SBA will secure expert
services to develop a comprehensive set of IT capital planning processes tailored to
our organization. The procedures will cover the range of “select-control-evaluate™
requirements and will be desigued o support the Agency’s related planning and
‘budget processes, including post implementation reviews. The procedures will be
designed to employ ITIPS and the services package will include management-level
trainting in [T capitel plamming principles for SBA program managers.

T 'ORMATION B

1. SBA should develop a process for to ensure
that the architecture will meet the agency’s current and future information
pracessing needs. Kt should also set target dates for completion of each
componcnt of the architesture.

Response: Agree.

{o

2. SBA should establish policies and for \i
ensure thet new systems and software changes are compatible with other
systems and SBA’s planned operating environment. It should also set target
dates for full implementation of the maintenance processes.

Response. Agree — The SBA ITA is a controlled item under the purview of the SBA
Configuration Control Board, within the controls established by the Configuration
Management Plan.

8O DE' MENT & AC

1. SBA should complete the systems development methodology and develep a plan
to institutionalize and enforce its use agency-wide.

Response: Agree — SBA is already working on. finalizing the SDM. SBA's Inspector
General has audited the SDM, found it to meet current standards, and requested only
minor changes.

GAO/AIMD-00-170 SBA IT Management
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2. SBA should establish policics, procedures, and precesses for soﬁwaw
s0!

ftware and develop a to enforee
them. These policies, procedures, 2ad processes need to address areas such 4s;
ot plaaping, project racking and
oversight, software quality

planning, solicitation, contract tracking and oversight, product evaluation, and
transition to support.

Response: Agree. SBA has a golid SDM. SBA hes started requirements management,
acquisition planning, quality assutence, coafiguration management, and product
evaluaiion with the LMS Projest. SBA mtcmis to strengthen its systems dcvelopment
and st Al ing a formal §

process.

INFORMATION SECURITY,

SBA has been actively working to ihprove its T security program. The 1999 Areas for
Improvement in Computer Contruls Fiscal Year 1999 Finsncial Statement Audit
(FISCAM) reports “Although e to exist, d the agency for
the substantial progreas it has made toward § il .
systems security program.” SBA will continus its program of improversent during the
coming months.

1. SBA should conduct perlodic risk assessments to identify and rank thrests and
vuinera)

Response: Agree - SBA hag hired additional staffand cottractors to perform periodic
risk assessments, ystem certification reviews of new and Bxlstmg systerq, and othcr
analyses as part of its security program and

revigws hawe been initiated.

2. §BA shonld implement & complete, effective security awareness program,

Response: Agree - [mmediate initiatives include implementation of an INTRANET-
‘hased security awarensss training course for SBA persouvel, The training course is based
upon NIST guidelines for security awareness training and will track employee progress
through the cousses. We have also developed docurnentation to support the SBA’s
scourity infrastructure.

3. $BA should periodically update policies and procedures on information security
and implement security controls to address identified weaknesses. This should
inclade completing the development and testing of its comprehensive disaster
recovery and business contiouity plan. The plan shontd then be apdated and
tested periodically.

GAO/AIMD-00-170 SBA IT
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Response: Agree - The revised IT Seourity Starudard Operating Procedure {SOP 90 47 1)
is in final chearancs prior to its publication. SBA plans to update the policy as necessary.
& omgive di 3 - "

SBA will complete = planand will

exercise the plan annually.

4. SHA should condact ‘ whether
poticies, d s ara effect!s identified

and take remedinl getions, as needed.

Response: Agree - SBA has completed Certification and Accreditation Reviews of the
four systems identified in the FISCAM report, Centification packages are being prepared
for those systems. Additional neviews have been scheduled for, and will be performed
on, al} remaining SBA IT assets.

5. SBA should develop and implement & centralized mechanism to monitor and

enforce security by emp! and
Program Offices.
Response: Agree - SBA will review available mechanisms for IT security
i itoring and i i ions. Selection and
£ i i lysis due to the

disparate nature of sctivities impacting, or impmed by, IT security requirems

0-170 SBA IT
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IT HUMAN CAPITAL MANAGEMENT

1. SBA should identify its IT knowledge aud skills reguirements.

Agree. SBA will review its skills and knowledge requiremnents at least annually to
develop and maintain skills requirements summary. In addition, the agency will build IT

skills requirements into its invest management data as that data is developed for each
‘major IT project in the Agency’s portfolio.

L

SBA shonld perform periodic IT staff assessments to identify current fevels of IT
Kknowledge and skills.

Agree. The agency currently has a limited amount of such data. We will expand and
te that i ion to create a i of cument IT
skills within the agency.

3. Based on resubts of the assessments, SBA should develop workforce strategies
and implement plans to acquire and maintain the necessary IT knowledge and
skills to support the agency’s mission.

Agree. SBA bas already made progress in this area by shifting some resources away
from contractor support and toward support for career staff hiring in selected
positions. This is intended to reduce the Jevel of reliance on outside staff in critical
skills areas, and alsa to put SBA in a better position with respect 1o succession
planning for IT staff. We will continue to Tefine this effort and develop 2 more
thorough plan based on the skills survey information we collect this year.

4. SBA should periodically evaluate its progress in improving its IT human capital
capability and use the results to continuously improve its human capital
strategies.

Agree. We will seek to make successive improvements in this area annually within
‘the fimits of fedezal personnet rules, staffing ceilings and training budgets.

‘GAO/AIMD-00-170 SBA IT Management
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GAO 7 Policies, Procedures, and Practices

Evaluation Summary

Evansation data Quality assuranca Workdorce strategies & plens

Selecton process % ] Teotmica ©

| Setecticadate 43| stendards profles Awareness ©
;| Setection decisions. 3] Change management Controis L]
Control procsss Legacy systems integration Evalustion ©
Goatrol data ©
Controf dscisions Project planning Requiramants ©
Evaluaton process ] Project raking & oversignt ’§ tmventory ©
[e]

o]

Evaiuaton dedisions.

Business propesses

fnformation flows & relationships

Apprcations

Date descriptions & relationships

CIEEEE R e ]
o[cio|o[ojejo|eelsisOeie

Yecnicalinfrastructure:

incomplete or obsclate ‘Policies and procedures for Key Gomprehensive, cumrent policies and procedures:
b ‘pracices for planning, monitoring, and evaluation adhere
planci o 1o poicies, procedy

ad-hoc practices
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The following are GAQ’s additional responses to SBA's letter dated April 4,
2000.

GAO Comments

1.

Busi proc because SBA has now established a completion
date, the statement “SBA has not yet provided a completion date for the
architecture” has been removed from the briefing slide.

Information flows and relationships—the Chief Operating Officer
states that SBA developed an information architecture in 1995 that lists
the entities and individual data elements used and collected by each of
the SBA business activities. However, the 1995 architecture is obsolete
and is being replaced by a new draft IT architecture. The draft IT
architecture still does not include the flows and relationships of
information needed by different business entities and does not identify
who is responsible for maintaining and updating the information. This
information is needed for other components of the architecture to
develop proper information and communications services.

Applications—because SBA has now provided a consolidated list of
applications in its latest draft version of the IT architecture, the
statement “the draft architecture does not provide a consolidated
inventory of applications” has been removed from the briefing slide.

Data descriptions and relationships—GAO assessed SBA's current
effort to develop its IT architecture and did not compare its effort with
other agencies.

Technology architecture—GAO did not compare SBA's technology
architecture with other federal agency architectures.

Technical reference model—the Zachman framework for enterprise
architecture calls for populating various “cells” of the framework with
models and defining the generic contents of éach of the cells of the
framework. We noted “SBA has not clearly defined how the framework
will be applied for the development of its architecture” because SBA
does not identify cells of the framework to be populated with models
and if a cell of the framework is not populated with a model, SBA does
not explain why that part of SBA IT architecture is not relevant. Also,
we noted “SBA IT architecture does not identify the products
specifying the contents of the framework” because the contents of
SBA’s architecture components for applications and technical

GAO/AIMD-00-17¢ SBA IT Management
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1

=

infrastructure do not adequately address plans and controls for
defining the roles, responsibilities, and skills required within the
architecture process.

Legacy systems integration—because SBA has now provided a list of
legacy systems for migration to the target architecture, the statement
“SBA is also working to develop a list of legacy systems for migration to
the target architecture” was removed from the briefing slide.

Requi the Chief Operating Officer states that
SBA uses IEEE guidance for requirements docurnentation and has
developed procedures for requirements management. We acknowledge
that SBA recently said that it will adhere to the format recommended
by the IEEE standard for specifying system requirements. However,
SBA's use of this particular industry standard on the LMS project,
though comranendable, is an exception to the general practices
employed by SBA on its other system development projects. SBA lacks
organizational policy and procedures for implementing generally
recognized best practices in this area, including allocating

quii imp} ing requir traceability, ing the
impact of proposed changes to requirements, and measuring
requirements variability for use as a management indicator of project
risk.

Project planning—the Chief Operating Officer states that SBA is using
the LMS project to develop and establish guidance for project planning.
‘We commend the intention of SBA to define guidance for this area and
formalize its adoption throughout the agency. Our review focused,
however, on reporting what is currently-in place and how the current
state of affairs compares with generally accepted industry practices. In
this regard, SBA’s stated intention is not yet matched by a plan to attain
specific improvements in this area. For example, there is no identifiable
task or scheduled date for defining, issuing, and implementing
agencywide policies on standards and accountability for project
planning, the use of the systems development methodology, the
application of documented procedures, and the performance of
standard organizational practices defined for this area.

Project tracking and oversight—the Chief Operating Officer states that
SBA managers formally tracked progress on projects that we did not
review and informally tracked progress on projects that we did review.
Tracking, as applied by best practices in this area, is used to measure,

GAO/AIMD-00-170 SBA IT Management.
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identify, and report on the health of a project’s schedule and cost, as
these relate to work products, critical events, and other project
commitments. However, we found that at SBA, project management
reports were not always available and, when available, lacked
comparative data for analysis. In addition, recording and reporting of
project information either did not occur, or were inconsistently
performed.

11. Configuration management—the Chief Operating Officer states that
SBA is performing configuration management for the LMS system and
that configuration management guidance is included in the LMS
statement of work. Our review of the LMS project revealed that
configuration management practices were not performed—we did not
find any items placed under configuration management.

12. Needs assessment—the Chief Operating Officer states that SBA
conducted a training needs survey in late fiscal year 1998. Our review of
IT human capital activities revealed that this survey did not focus on
the training needs of SBA’s IT staff, nor was it reflective of an analysis
of the short- and long-term knowledge and skills requirements of SBAs
IT staff. Several times during our review, the CIO stated that SBA had
not yet done an assessment of its IT staff’s knowledge and skills
requirements, nor had it developed strategies for addressing gaps in its
current knowledge and skills level.

(511861) GAO/AIMD-00-170 SBA IT Management
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Chairman BOND. Mr. Brostek.

STATEMENT OF MICHAEL BROSTEK, ASSOCIATE DIRECTOR,
FEDERAL MANAGEMENT AND WORKFORCE ISSUES, GEN-
ERAL GOVERNMENT DIVISION, U.S. GENERAL ACCOUNTING
OFFICE, WASHINGTON, D.C.

Mr. BROSTEK. Mr. Chairman and Members of the Committee, I
am pleased to be here to present our observations on the SBA’s
management of its human capital. Whether one looks at how well
programs are implemented, as Mr. Czerwinski has done, or at how
well agencies carry out important managerial support functions, as
has Mr. Willemssen, ultimately, an agency’s most important asset
is its human capital. It is the people who staff an agency whose tal-
ent, motivation, and collective effort support organizational success.

I would like to make two points today about the SBA’s manage-
ment of its human capital. First, the SBA has developed a vision
for how it would like to operate in the future. That vision, which
includes transitioning its workforce from approving and servicing
loans to primarily reaching out to new markets and overseeing pri-
vate sector partners, has implications for the management of its
workforce.

Second, the SBA has begun to take steps to better manage its
human capital, such as undertaking various workforce planning ac-
tivities. However, more remains to be done, including completing
its efforts to identify the knowledge, skills, and abilities that its
employees will need to perform successfully in the SBA’s new busi-
ness environment; estimating the number of employees with those
skills that they will need; developing a succession plan for senior
leaders and reinstating candidate development programs for those
leaders; and finally, ensuring that employees receive adequate
training to perform their jobs well.

Before I proceed further, let me explain the basic steps of work-
force planning, which will sound quite similar to what Mr.
Willemssen has just described. A workforce plan begins with a
strategy for how an organization plans to do its business, which
will often differ from the way it is presently doing business, and
that is the case with the SBA. Once a strategy for how business
will be done is complete, an organization must determine how
many workers with what knowledge, skills, and abilities will be
needed to successfully carry out that strategy. This, then, can be
compared to the organization’s current workforce to measure
whether there is any gap in terms of numbers and skills.

When the extent and nature of any staffing gap is known, then
a plan can be constructed for addressing that gap. The plan might
include hiring new staff, retraining current staff to acquire new
skills, or possibly contracting to obtain services.

In relation to these workforce planning steps, the SBA has devel-
oped a vision for how it would like to operate in the future and it
has communicated that in accordance with the Government Per-
formance and Results Act. The plan calls for sharply increasing the
amount of financial business development and procurement assist-
ance for new markets, that is, minorities, women, veterans, Native
Americans, small exporters, and businesses in low- and moderate-
income urban and rural areas. In addition, the SBA intends to con-
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tinue increasing the portion of loans that are approved and issued
by third parties and to sell assets currently in its portfolio.

These changes mean that the SBA will, for example, need to as-
sign more employees to oversee lenders and to perform those out-
reach services that it anticipates providing to new market busi-
nesses.

The SBA has recognized that these changes will require different
skill sets than employees may now have. Accordingly, the SBA has
determined that it needs to develop competencies, that is, defini-
tions of the knowledge, skills, and abilities that staff will need to
perform five functions: Marketing and outreach, leadership, busi-
ness development, lender oversight, and procurement. While the
SBA has developed the competencies for two of these functions, the
marketing/outreach and the leadership function, it has not yet done
so for the other three.

The SBA also recognizes that it must assess the skill of its cur-
rent employees in order to measure that gap between current skills
3nd those that will be needed in the future. This remains to be

one.

In the interim, the SBA has begun training some of its staff in
the skills that it has identified for the marketing/outreach and
leadership functions. It is relying also on employees who already
perform such functions as lender oversight to train additional em-
ployees for those activities.

Although training has been identified by the SBA as critical to
transitioning its workforce to the skills needed to implement its
new business approaches, fewer of its employees report that they
have received the training that they believe they need to perform
their jobs than did Federal employees governmentwide in surveys
conducted in 1998 and 1999. And, indeed, the percentage of the
SBA employees who reported that they felt they were adequately
trained decrease between 1998 and 1999.

The SBA also believes that leadership is key to its ability to suc-
cessfully transform its workforce and to implement its new busi-
ness practices. Thus, leadership was one of the first competencies
that the SBA defined. However, the SBA does not have a succes-
sion plan for developing its future leaders and it has not had can-
didate development programs for senior executives and district di-
rectors since 1995.

As I noted earlier, the SBA has undertaken numerous human
capital initiatives over the past several years. These include, for in-
stance, reallocating its current workforce to better balance the re-
sources available to provide services to clients locally, beginning to
identify the skills that staff will need, and initiating training for
those new skills. In addition, this spring, the SBA contracted to de-
velop a workforce transition plan that is intended to help it begin
addressing the additional steps that we believe need to be taken.

In summary, although the SBA has taken steps to address
human capital management challenges, these efforts are incom-
plete in several important areas and the efforts that have occurred
have not been guided by an overall workforce plan. While a plan
itself cannot ensure success in transitioning the SBA’s workforce,
a well thought out plan increases the odds that the Agency will be
successful. Implementing that plan, once it is developed, will take
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several years and will require sustained attention by the SBA lead-
ership.

That concludes my oral statement and I would be happy to join
the others in answering questions.

Chairman BOND. Thank you very much, Mr. Brostek.

[The prepared statement of Mr. Brostek follows:]
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Small Business Administration: Steps Taken
to Better Manage Its Human Capital, but More
Needs to Be Done

»

.

Mr. Chairman and Membexs of the Committee:

We are pleased to be here to contribute to the Committee’s monitoring and
oversight of the Small Business Administration (SBA). We will present our
observations on SBA’s efforts to identify its current a.nd future workforce
needs, budget for them, and

Today, we want to make two points about SBA’s management of its human
capital. First, SBA has developed a shared vision, which includes
transitioning its employees from making and servicing loans to primarily
reaching out to new markets and overseeing its private-sector partners.
Second, SBA has begun to take such steps for better managing its human
capital activities as undertaking various workforce planning activities,

Tuding developing cc models arnd related training for some
core furictions’ and realigning and deploying some staff. However, more

ins to be done, includk

completing its efforts to identify the knowledge, skills, abilities, and other
characteristics its employees will need to perform successfully in SBA's
new business environment;

imating the ber of empl with those skills who will be needed;
developmg a succession plan for senior leaders and reinstating candidate

for these leaders; and

ensunng that employees receive adequate training to perform their jobs
well.

SBA is currently developing an overall plan to guide the agency's human
capital efforts.

Background

SBAis ible for several programs to assist small businesses, the
largest of which are its loan programs. The manner in which SBA delivers
its loan programs has changed significantly during the 1990s. SBA offices
used to review the creditworthi of each loan application and
participate in the servicing and liquidation of each loan that went into
default. SBA has evolved from directly delivering these types of services to
leveraging its resources through public-private partnerships.’ Since 1992,

‘These fons are based an interviews with officials from SBA field d
i and ‘provided by thes officials as we did our work from Auguat 1099 ta July
2000.

e 2 {ptic 3 ialls, and

“Under a public:p s formed between publi private:

sector partners that can include & vanety of: zcnvma (hat involve the private sector in the
financing, a ubiic facility o sewvice. Such a partership,
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SBA has deliberately placed greater reliance on its private-sector partners.
The role of private lenders in approving loans has grown from 14 percent
of SBA’s loan dollar volume in 1993 to 52 percent in 1997. In 1999, SBA’s
Administrator stated that the agency estimated that more than 75 percent
of its loan volume would occur in programs with very limited up-front
credit reviews done by SBA staff. According to the Administrator,
however, with the outstanding portfolio and loan approvals more than
doubling; this shift of responsibility to the private sector has increased
SBA'’s need to oversee its lending partners to protect the safety and
soundness of SBA’s financial programs. At the same time, since 1992, the
size of SBA’s workforce has decreased by more than 20 percent. Figure 1
shows the number of SBA employees for fiscal years 1992 through 2000.

Figure 1: The Number of SBA
Employees for Fiscal years 1992
Through 2000

Number of smployess
4,500

4000, 3874 377

3,500
3,024
3,000
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2,000
1,500
1,000

500

]

1992 1993 1994 1995 1996 1997 1998 1969 2000
Fiscal year
Note: The employee data for years 1992 through 1999 were as of September 30 of each year. The
amployee data for 2000 were as of February 29, 2000. These numbers exclude the number of

employees in the Offices of Inspactor General and Disaster Assistance and do not include contract
personnel.

Source: SBA Employment Summary, March 15, 2000.

while a contractual arrangement, differs from a typical i in that the priv ect
partner usually makes a substantial, at-risk, equity investment in the project, and the public sector
gains access to new revenue or service delivery capacity without having to pay the private-sector
partner.
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As of February 2000, SBA had 3,024 employees,’ of which 2,326, or 77
percent, were located in field offices, and the remaining 698 were located
in headquarters.”

Although the nuraber of SBA staff has been reduced, personnel costs have
remained a significant piece of the amount budgeted for SBA’s Salaries and
Expenses account. Of the $486.8 million in budget authority in this account
in fiscal year 2000, after setting aside funds for various projects specified
by Congress, SBA had $285.7 million in budget authority to manage its
operations.’ Of this amount, $216.5 million, or 76 percent, is for employee
compensation and benefits, as shown in figure 2.

“This number excludes 109 employees in the Office of the inspector General and 1,147 employees in the
Disaster Assistance and does not include contract personnel. SBA does not track the number
of consultants or contract workers.

*SBA’s field office structure consists of 70 district offices, 10 regional offices, and ¢ loan processing and

servicing centers located throughout the United States, Puerto Rico, Guam, and the Pacific Trust

territories.

“Phis authority excludes funding for administration of SBA’s disaster loan programs and the Office of

the Inspector General. In addition, this excludes budget authority for SBA’s business and disaster loan
it idies, Surety Bond Revolving Fund, and Poliution Control Equipment Fund

Liquidating Account.
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Figure 2: SBA's Fiscal year 2000
Personnel-Related Costs

and benefits

o N
$216.5 million

Other
$69.2 million

N = $285.7 mitlion

Source: SBA fiscal year budget data.

In response to demands for improved government services and better

of public , the federal government is adopting the
principles of performance-based t. Such mar t
tically i hinking about organizational structures, program

and service delivery strategies, the use of technology, and human capital
practices into decisions about the results the government wants to
achieve. As we have reported previously,’ there is no single recipe for how
an organization should manage its most important asset—its people, or
human capital. However, we have identified a number of human capital
elements common to high-performance organizations that fall withina
five-part framework. The framework and some of its elements are as
follows:

strategic planning, which includes establishing a shared vision—that is, a
mission, vision for the future, core values, goals, and strategies—and
creating a coherent human capital strategy—that is, a framework of human

* See Human Capital: A Self-Assessment Checklist for Agency Leaders (GAO/GGD-99-179, Sept. 1999).
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capital policies, programs, and practices specifically designed to steer an
organization toward achieving its shared vision;

organizational alignment, which includes workforce planning—that is,
managing the size, composition, and deployment of the workforce;

leadership, which includes fostering a committed leadership team and
providing continuity through succession planning;®

talent, which includes recruiting, hiring, developing, and retaining
employees with the skills for mission accomplishment; and

performance culture, which includes establislﬁng an environment that
enables and motivates staff while ensuring accountability and fairness to
employees.

SBA Has Developed a
Shared Vision

As we have previously reported, high-performance organizations begin by
defining what they want to accomplish and what kind of organization they
want to be.’ They define a shared vision and communicate that shared
vision clearly and i 1y. An organization’s shared vision is to
provide the standard for ing the appropri and effectiveness
of everything the organization does. An indication that an organization has
developed a shared vision is that its strategic plan, annual performance
plans, or other guiding documents include a clear and coherent portrayal
of that vision.

SBA has communicated its shared vision in its various strategic planning
documents prepared in accordance with the Government Performance and
Results Act of 1993 (GPRA).” In its performance plans, SBA has broadly
defined its vision for the future as “a modernized SBA, increasing
opportunities for all small businesses.” SBA's fiscal year 2001 performance
plan states that the agency must sharply increase the amount of financial,
business development, and procurement assistance for “new markets”™—

planning isa jive, ongoing strategic process that provides for forecasting an
organization’s executive resource needs; t ifying an ing potential SES i and
selecting individuals from among a pool of qualified, diverse candidates to meet executive resource
needs.

* See GAO/GGD-99-179, September 1999,

“GPRA is designed to improve the efficiency and effectiveness of federal programs by establishing a

system to set goals for program ‘measure and report on
Among individual agencies, effective i ion of i in
GPRA, hinges on an agency's ability jcally manage all of its financial, i 2

and people—t outits izational mission and achieve its goals.
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that is, minorities, woren, veterans, Native Americans, small exporters,
and smaller businesses located in low and moderate income urban and
rural areas. The fiscal year 2001 plan also states that SBA will need to
provide an expedited response to disasters, maintain a high level of
disaster loan underwriting quality, and use electronic processes to provide
needed credit more quickly, widely, and cost effectively. In addition, as
part of an internal management goal, SBA states that it must modernize its
operations and that these modernization efforts will need to include (1)
changing core functions to include business outreach, marketing, and
improved partner relationship relying more ively on
outsourcing, privatization, st ining, and r i ing; (2) improvi
internal controls and external program oversight; (3) upgrading and
modernizing its information systems; (4) using the Internet and e-
commerce to become more accessible to more customers when and where
they need assistance; and (5) preparing its workforce for the future,
especially through training and relocation, to put customers first, use
partnerships and technology, and achieve results.

SBA Has Begun Taking
Steps to Better Manage
Its Human Capital
Activities, but More
Remains to be Done

As we have previously reported, once an organization has defined and
communicated its shared vision, the organization should design a
framework of human capital policies, programs, and practices to steer the
organization toward achieving that vision." An underlying concept of
human capital management is that all major aspects of a human capital
policy are interrelated and should be integrated into a coherent human
capital strategy.

In the past few years as SBA’s b pp h has been changing, the
agency has begun to take steps for better managing its human capital
activities, including activities in workforce planning, leadership, talent, and
performance culture, to meet this challenge. However, more remains for
SBA to do in each of these areas. For example, SBA has not yet fully
defined the knowledge, skills, and abilities that its staff will need to carry
out its mission with the service delivery strategies it has adopted. SBA also
does not know the number of staff with these skills it will need. In
addition, SBA may not have the appropriate complement of leaders it will
need because it has not performed succession planning or been able to
follow through with investments for its leadership candidate development
programs. Given SBA’s decision to retrain its existing employees, the
agency is faced with the challenge of improving on recent survey resulis
concerning whether employees believe they receive adequate training to
perform their jobs, and the agency has struggled to fund the training it

"See GAO/GGD-99-179, September 1099,
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believes necessary to transition its employees. Finally, although SBA has
plans for revising employee performance standards to reflect changes in
how it is doing business, the effort cannot be completed until SBA has
finished defining the knowledge, skills, and abilities employees will need.

SBA Has Recently
Undertaken Some but Not
All Needed Workforce
Planning Activities

As part of organizational alignment, workforce planning is the process by
which an organization plans and the size, composition, and
deployment of its workforce. Workforce planning involves “getting the
right people with the right skills into the right jobs at the right time.” Such
planning assists organizations in forecasting future conditions and
developing programs and strategies to meet future needs. Previous work
has shown that federal agencies have generally not performed workforce
planning. Since 1980, we have identified the lack of workforce planning as
a long-standing problem among federal agencies.” In 1999, the National
Academy of Public Administration (NAPA) issued a study that discusses
the importance of workforce planning, stating that while most agencies do
not practice such planning, some agencies had begun workforce planning
programs in the past few years.”

Because workforce planning must be done strategically, we and NAPA
have stated that workforce planning should be a long-term effort related to
an agency’s strategic planning under GPRA. Explicitly linking workforce
planning to agency strategic and program plans allows an agency to justify
expenditures for human capital in relation to the accomplishment of long-
term goals and objectives. * Such a linkage requires either a discussion of
workforce planning in the agency's strategic or annual performance plans
or a separate workforce planning document linked to the agency’s

strategic and program planning. Workforce planning should include (1) an
identification of the knowledge, skills, and abilities and other
h istics (i.e., competencies) needed by the future workforce, the

competencies of the current workforce, and gaps between the two; (2) the
development of a workforce action plan designed to address the gaps; and
(3) 2 monitoring and evatuation of the workforce planning actions taken.

SBA has undertaken various workforce planning activities over the past
few years to begin identifying the knowledge, skills, and abilities its
employees will need to carry out new or changing functions and to help

“See Federal Workdorce Planning;: Time for Renewed Emphasis (FPCD-814, Dec. 30, 1980) and US.
Department of Agriculture: Need for Improved Workdorce Planning (RCED-90-97, Mar. 6, 1990).

“See Building the Workforce of the Future to Achieve Organizational Success, NAPA, a compendium of
focus papers (Washington, D.C:: Dec. 1999).

“See GAO/GGD-99-179, September 1999.
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SBA Has Developed Competency
Models and Related Training for
Some but Not All Functions

realign and deploy staff to address its new and changing workforce
functions. However, although these activities indicate a human capital
forus, SBA has not yet completed its efforts to define the knowledge,
skills, and abilities its staff will need in the future or the number of staff
that will be needed with those skills in its various offices. As SBA has
undertaken workforce planning activities, it has been constrained by cost
pressures that largely resulted from higher than planned personnel costs,
requiring the agency to take actions to control and limit those costs. SBA
has recently hired a contractor, who, according to agency officials, is to
integrate ongoing SBA workforce planning activities to help the agency
better coordinate these activities and determine the number of staff with
specific skills that need to be located in each office.

SBA identified five core functions that it believes are critical to
transforming its workforce. These include marketing and outreach,
leadership, business development, lender oversight, and procurement. For
each of these functions, SBA determined that it needed to develop
competency models. Competency modeling, a key part of workforce
planning, is systematically identifying the competencies—that is, the
knowledge, skills, abilities, and other characteristics—that employees
need to successfully perform their jobs. Once identified, competencies can
form the basis for hiring new staff with appropriate skill sets, identifying
training needs for current staff, establishing performance standards for
employees, and for making decisions related to promoting and rewarding
staff. As part of this effort, SBA also planned to develop related position
descriptions and performance standards. As of June 2000, the agency has
developed models and training for two of the five functions.”

According to SBA officials, the agency worked to develop the marketing
and outreach competency model early on, because it was a critical new
function into which SBA has been transitioning many of its employees.
With the help of a contractor, SBA completed the identification of skills for
this competency model in September 1999. SBA defined the role of the
raarketing and outreach specialist as identifying and iocating end-user
customers, particularly “new markets;” identifying lenders and resource
partners; identifying the needs of, and obtaining feedback from, customers;
and providing “best practices” in customer service and satisfaction. SBA
identified a training curriculum to assist employees in acquiring the skills
to perform this function, consisting of existing SBA training courses and a

“In addition, we recently reported that SBA had a human capital to identify
short- and long-term i i logy i i

Technology Management SBA Needs to Establish P
(GAO/AIMD-00-170, May 31, 2000).
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newly developed marketing and outreach course. An SBA official said that
the agency has also recently completed a position deseription and related
performance standards for a marketing and outreach specialist position.
Although the official from the Office of Human Resources said SBA has
completed a position description for this specialist position, an SBA
official in the Office of Field Operations said that ondy large district offices
would likely designate individuals to actually become marketing and
outreach specialists. These officials said that most district offices are too
small to designate individuals as marketing and outreach specialists and
that the more likely scenario would be that marketing and outreach wouwld
be just one of several functions for which individuals are responsible.

SBA also contracted for a leadership competency model. According to
SBA, to achieve its mission, i must continue to initiate new strategies for
achieving a high-performance environment, and one of the strongest
influencing factors for a successful transformation is the effectiveness of
an organization’s leaders. To identify the skills needed by its senior
managers, in fiscal year 1999, SBA adopted skills for 2 leadership

comp model developed by a well-known leadership education
organization. The agency partnered with this organization to provide a
training ¢ourse to enhance its senior managers’ abilities to direct the
agency’s transformation. In addition, the agency contracted for
development of a sirvilar course for its mid-level managers, According to
SBA officials, SBA modified the position description of the district director
position to incorporate the new skills.

According to SBA officials, the agency does not plan to contract for the
development of corapetency models for the remaining three core

functl bust devel lender oversight, and procurement—
until at least fiscal year 2001, because of budgetary constraints. SBA’s
Qffice of Human Resources estimated that for fiscal year 2000, it needed
$200,000 to develop the business development and lender oversight
competency models. When it received no specific funding in is fiscal year
2000 appropriation for development of competency models or transition
skills training—that is, competency-based training—SBA decided to defer
the development of these two models. A senior SBA official said that SBA
does not consider the lack of competency models and competency-based
training for these remaining functions a barrier to SBA's worldorce
transition, SBA officials said that although the functions are new to many
of its employees, the agency has long had a core group that performed
these functions in each district office, The agency plans to rely on the core

I of the eodel ded for fiscal yezr 2001
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SBA Has Taken Measures to
Realign and Deploy Staff but Has
Not Determined Future Staffing
Needs

group staff to provide on-the-job training until formal training can be
provided. .

Recognizing that in some geographic areas it had too many or too few
employees or employees that lacked specific knowledge or skills, SBA
contracted for the development of a staffing and resource model 1o realign
and deploy its current district office staff. Using the results of the model,
SBA recently initiated a relocation and reassignment program to fill
vacancies. However, SBA officials said that the agency has not used the
model to project future staffing requirements because it lacks information
on the average time it takes to perform certain tasks. As a result, the
agency's realignment efforts have been limited to allocating staff to
accomplish current workload.

SBA first hired a contractor in 1997 to review its resource usage, develop a
baseline staffing model for field offices, and make recommendations so
that the agency could better match resources to the agency's strategic
planning goals.” In August 1998, the contractor provided SBA with a
staffing model designed to redistribute staff using fiscal year 1997
workload factors. The contractor made several recormmendations, which,
he indicated, when used in conjunction with the model, would provide
SBA with the basis for equitably distributing staffing in accordance with its
workload. One of the recormendations, which the contractor said would
provide better information to update the model, was for SBA to establish a
method to properly capture the time spent performing various functions in
varigus program areas. SBA officials stated that subsequently, in 1998, the
agency established a procedure to collect data on where SBA personnel
spend their time by activity. SBA then aggregates the data by office,
including headquarters. In 1899, SBA hired the contractor to update the
model using fiscal year 1998 data. SBA shared the resuilts of the updated
model with its district directors in October 1999,

SBA stated that the updated model was based on how SBA previously
performed functions and not on how the agency had been changing its
business practices. As a result, in January 2000, SBA contracted for the
model to be updated using fiscal year 1999 data and to take changed
program functions into consideration. The contractor provided the results
to SBA in April 2000, This model ailows SBA to allocate its existing staffing
resources across district offices.

"4 seriior SBA official said that the agency plins to contract for simitar staffing and resource allocation
madels for its affices and its servieh i
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SBA Initiated Measures to
Control Personnel Costs

According to field office officials, the agency has not used the model to
project future staffing requirements because it lacks information on the
average time it takes to perform certain tasks. These officials said that SBA
plans 1o contract for a study that would provide the agency with standards
for averages on how long it takes to perform such tasks. According to
these officials, once this information is available, the agency will be able to
use the model to project the mumber of staff needed to perform functions
in the future.

Using the resulis of the staffing model, adjusted for such factors as the
minimum staffing that SBA officials believe is required to have a fully
functioning district office, SBA recently initiated a relocation and
reassignment program. The program is comprised of three phases——phase
1, voluntary relocation; phase I, voluntary relocation with relocation
incentives; and phase 111, directed or involuntary reassignment. Under
phase I, which took place from January to May 2000, SBA advertised
vacancies in several district offices and selected 11 employees for transfer,
Under phase II, which took place from May to July 2000, according to SBA
officials, the agency, with union agreement, advertised vacancies and
offered one-time relocation bonuges of 10 percent of salary te employees
who would voluntarily transfer to one of the understaffed district offices in
fiscat year 2000." An SBA official said the agency selected four employees
to transfer under phase I, but only three accepted. Under phase I, which
SBA is cwrently implementing, the agency plans to transfer involuntarily a
timited number of eraployees with required skills from overstaffed offices
to offices with critical shortages. 3BA officials said that employees who
decline o transfer would be subject to termination. According to an SBA
officidl, in accordance with an agreement with its union, the agency will
direct the relocation of no more than 11-bargaining-unit employees in fiscal
year 2000.” SBA stated that the agency’s approach of advertising vacancies
in phase | and IT was a fundamerntal step in redistributing the workforce
hefore taking further actions, such as management-directed reassignments.

SBA's efforts to transition its workforce have been complicated by the
need to control a surge in personnel costs during fiscal year 1999. An

agency official said that SBA began hiring many new employees during
fiscal year 1998. According 10 an SBA official, at the beginning of fiscal

“As an additional incentive, after these pleze I year of stk rvice in the new
location, SBA is to grant them a 40-hour time-off award.

®according to an SBA official, the agency may determing that some non-bargaining-unit employees will
need to be directed to transfer. As a result, the toial number of employees directed to transfer may
exceed the limit of I1 bargaining-unit employees.
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year 1999, the compensation and benefit model used to project personnel
costs forecasted a budget shortfall by the end of fiscal year 1999 if actions
were not taken to bring hiring in line with available funding. However,
hiring continued unabated in fiscal year 1999 until January 1999, when SBA
had to draw $5.4 million from reserved funds to cover higher than planned
compensation and benefits costs. As a result, SBA could not continue its
rate of hiring and still support all of its planned initiatives. Therefore, SBA
initiated a hiring freeze, centralized the hiring process, and offered
voluntary early retirement to most of its employees. SBA also created a
link between hiring decisions and the budget for compensation and
benefits and revised the model SBA used to project and manage
compensation and benefits costs.

As an immediate measure to control personnel costs, in February 1999, the
agency initiated a hiring freeze. At the same time, SBA created a
committee to manage hiring for critical vacancies that would be
exceptions to the freeze. With the creation of the freeze cormittee, SBA
officials said that the agency centralized its hiring process in headquarters
and only hired outside the agency when necessary to fill critical vacancies,
such as those for district directors. According to SBA officials, the agency
filled 196 positions with external hires between February 1999 and
February 2000, because these vacancies could not be filled from within
using existing staff resources. ® SBA officials said the agency also used the
freeze committee to reassign employees between offices, convert
temporary positions to permanent status, and make promotion decisions.
Centralizing the hiring process created a logical opportunity for SBA to
further realign its workforce. SBA officials agreed that this was an
unanticipated benefit of the freeze committee and the centralized
approach. According to SBA officials, although the hiring freeze is
scheduled to continue through fiscal year 2000, SBA disbanded the freeze
committee in February 2000. Nonetheless, the agency’s external hiring
decisions, as well as its reassignments between field offices, will continue
to be centralized in SBA headquarters.” As part of this centralized
approach, all external hiring and relocation requests must be certified by

=0f the 196 external hires, SBA reported that only 81 affected the agency’s regular cperating budget.
They reported that the remaining 115 external hires did not affect the regular operating budget. For
exaraple, SBA said these hires (1) were funded from sources other than regular SBA funds, such as
Small and Di: (2) involved existing welfare-to-work positions
or disabled veterans, (3) ffset by fons in current contract or (4) were for staff
that would generate income for SBA from sources such as asset sales. .

“SBA has allowed district directors, with the of the regional to
advertise positions at or below the GS-12 level that are open to their district office employees.
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the Office of the Chief Financial Officer (CFO) 1o ensure the avaitability of
funding.

According to SBA officials, the agency knew that it had to reduce staff by
about 150 positions in fiscal year 2000 to stay within budget even after the
staff reductions achieved through the hiring freeze. SBA officials also
recognized that not all of their employees would be willing or able tobe
trained for new or changed functions. As a result, in April 1999, the Office
of Personnel Management (OPM) granted SBA's request for authority to
offer early retirement to its employees.” The authority, which was initially
granted through the end of fiscal year 1998, provided most SBA employees
who were employed continuously since February 1999, an opportunity to
retive if they met the age and service requirements for voluntary early
retirement.” SBA's offer to its employees did not exclude any offices
affected by the funding shortfall, in spite of the fact that they would
potentially lose and have to replace employees in some hard-to-fill or
critical positions. In Cctober 1999, SBA received authority to extend the
voluntary early retirement offer through the end of fiscal year 2000. *

March 2000, SBA ded its earlier reti offer to state that requests
from interested senjor executives and district directors would be evaluated
individually, based on the interests of the agency. According to SBA, the
agency felt it needed to manage the potential loss of key managers. At the
same time, SBA also excluded the agency's loan servicing centers from the
eatly reti offer b ding to SBA, the agency found that it
had a difficult time filling positions in those offices 2s a result of the first
voluntary early retirement offer. According to SBA officials, the agency
had p 441 sts for early reti in fiscal year 1999; as of
April 2000, it had processed 18 additional requests; and it anticipates
processing 30 additional requests before the authority expires at the end of
fiscal year 2000.

_As an additional measure, SBA’s CFO hired an outside consulting firm to
review SBA’s model for projecting and tracking compensation and benefit
costs and to suggest changes that would improve the agency's ability to
project, monitor, and control these costs, According to the consulting firm,

®The iritia} authority provided by OPM excluded the Offices of Inspecter General and Disaster
Assistance Program because they are under different funding. Subsequently, later in April 1099, OPM
amended SBA’s authority to include loan servicing employees in the Disaster Assistance Program In
the early offer because of an antici] gradual reduction of funding in that program.

“fre age and service for early reti are age 50 withat least 20 years of service or
ax\yagewnhzﬂeast%ymcfsemoe

*Tre authority excluded the Offices of Inspector Gieneral and Disaster Assistance.
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SBA Has Recently Contracted
for a Workforce Plan

SBA’s existing model for projecting these costs was complicated (i.e., not
easily interpreted or und »d by senior and budget staff)
and produced frequently changing projections of SBA's annual
requirements. In addition, the model did not permit users to vary
assumptions about the costs of new hires and separations projected for
each month.

On the basis of a recc dation by the cc later in fiscal year
1999, SBA implemented an improved model, which more closely tracked
additions to and separations from the workforce and used more timely and
accurate payroll data to project costs to the end of the fiscal year.
According to SBA officials, the revised model provides better projections
of compensation and benefits costs. This, combined with greater
centralized control over hiring, makes it more likely that other agency
priorities, including hiring and training, can be accomplished within
budget.

SBA recognizes that it has not completed allt of the needed worlkdorce
planning elements. The agency also recognizes that it did not have the
capability to carry out ail of the tasks associated with workforce planning
in-house. As aresult, the agency hired a contractor to perform needed
workforce planning activities and to develop a plan.

According to a senior-level SBA official, until fiscal year 2000, SBA's
workforce planning efforts did not follow a single model and were not
contained in a single planning document. Instead, an official in the Office
of Human Resources performed workforce planning on an “as-needed”
basis. In addition, several offices within the agency—including the Offices
of Government Contracting and Minority Enterprise Development and
Capital Access—were undertaking their own workforce transformation
efforts that were not coordinated with agencywide transformation efforts.

In February 1999, SBA assigned responsibility for coordinating its
workforce transition activities to the Associate Deputy Administrator for
M t and Administration. The Associate Deputy Administrator said
that she visited other agencies, such as the Internal Revenue Service and
the Department of Housing and Urban Development, to see how they were
doing long-range workforce planning. The Associate Deputy Administrator
also said that SBA initially thought that it could perform the needed
workforce planning activities, including skills assessments and position
descriptions, in-house. However, the Associate Deputy Administrator
added that SBA was not documenting how positions were changing, such
as how loan processing was changing as a result of asset sales. She
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realized that the agency did not have the expertise in-house to pull
together its workforce planning activities into an agencywide plan. As a
result, according to the Associate Deputy Administrator, in March 2000,
SBA hired a contractor to assist with the agency’s workforce
transformation.

According to the contractor, he is to identify, among other things, the “as
is” and “to be” steps in the transformation process, highlight where
“resource balancing” will have to occur, and develop a workforce
transformation plan that is to guide the agency’s activities. According to
SBA officials, the plan is to integrate the various workforce planning
activities SBA has already initiated, such as the staffing and resource
model, with other needed actions, including an inventory of employee
skills. The contractor said that as part of his effort he will describe where
SBA is currently, where it is going, the steps necessary for getting there,
the resources required, and a schedule for achieving results. As of June
2000, the contractor said that he has been focusing on SBA headquarters
offices. The contractor estimated that the workforce transformation plan
will be completed by October 2000. However, SBA officials said that they
anticipate the agency’s workforce transformation will be completed in
2003.

SBA Has Not Identified Its
Future Leadership Needs

‘We have been on record since 1980 about the importance of succession
planning as a good management practice for any workforce planning
effort.” Recently, we reported that although we have not reviewed

ies’ ion planning efforts lately, available evidence suggests
that formal ion ing for bers of the senior executive
service (SES) is not universally being done.” SBA has recognized the
importance of developing its leadership, as evidenced by its attention to
developing a leadership competency model and providing its senior
management with training on how to manage change. In addition, as
discussed previously, to manage a potential loss of its leaders, in March
2000, SBA amended its voluntary early retirement offer Dby stating that it
would req for early reti by its senior executives and
district directors individually, based on the interests of the agency.
However, the agency has not performed succession planning to determine
whether it will have the continuity of leadership required to achieve its
vision or followed through with appropriate investments to fund its

5See FPCD-81-4, Decermber 30, 1980, and Managing Human Resources: Greater OPM Leadership
Needed to Address Critical Challenges (GAO/GGD-89-18, Jan. 19, 1989).

*See Senior Executive Service: Reti Trends | the £ fon Planning
(GAO/GGD-00-113BR, May 12, 2000).
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leadership did: fevel pr SBA officials have stated that
the agency must do more to identify and develop future leaders.

According to SBA officials, as of March 2000, the agency did not have 2

ion plan that included an analysis of attrition rates, retirement
eligibility, and retirernent rates for its senior managers. Such a plan would
help SBA ensure that it had a well-prepared, qualified, and diverse group of
people available to fill SES positions. An agency official said that he
recognized that SBA had not focused its leadership development programs
and succession planning, as it needed to. Qur analysis of the workforce
data provided by SBA shows that, as of March 2000, 24 percent of SBA’s
senior executives were eligible for regular retirement, and 39 percent were
eligible for early retirement through fiscal year 2000. These percentages
are lower than those for the average regular and early retirement rates for
senior executives. ¥ Our analysis of the SBA data also showed that 39
percent of the district directors were eligible for regular and 35 percent for
early retirement through fiseal year 2000.° Not all of SBA’s senior
managers who are eligible to retire by the end of fiscal year 2000 will do
so. However, a number of managers will retire, and it is important for SBA
tobe ready to replace them with well-prepared candidates.

When asked about succession planning, agency officials said that SBA has
candidate development programs that collectlvely encompass all levels of
employees within the agency, and are d d to
move into any level of the organization, These ofﬁcxais said, however, that
programs for SBA's SES and district directors had not been used since
1995 b of budget cc ints. The officials anticipated that, budget
perritting, the agency would begin recruiting for these programs in fiscal
year 2001.

SBA’s Training Efforts May
Not be Meeting Its Needs

y "y

43 wehave p ¥ reported, a high must
identify the best approach for filling its needs for talented employees and
follow up wuh appropnate investments to ensure that it has the best

Wi * As d previously, SBA's approach to ﬁlhng its
ralent needs is primarily to identify the p ies needed fo p
its core functions, retrain existing empioyees, and limit hiring to fill critical

“Using prajected fiscal year 2000 data for 14 percent of sarver
were eligible for regular retireraent, and 41 percent were eligible for early retirement. See GAO/GGD-
00-113BR, May 12, 2000.

“The district & inclade 1 number of jted in the senior executive
calzulation because 8 of SBA's 70 district offices have district directors who are in the SES.

"See GAO/GGD-9-179, September 1699,
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gaps in skills where existing staff are not available or do not have the right
skills.

Retraining existing employees to perform different functions is key to
SBA's strategy for transforming its current workforce to support the new
business practices that SBA has adopted. Recent survey results indicate,
however, that a smaller percentage of SBA employees reported that they
had received the training they needed to perform their jobs than did
federal employees governmentwide. SBA has struggled to allocate funds
that it considers sufficient for providing training to its workforce and has
undertaken various measures to provide as much training as possible
‘within available resources.

In both 1998 and 1999, a smaller percentage of SBA staff indicated that
they had received the training they need to perform their jobs than did
federal employees governmentwide. In 1998 and 1999, 46 percent and 39
percent, respectively, of SBA's employees responded favorably when
asked on a National Partnership for Reinventing Government’s (NPR)
survey whether they received the training they needed to perform their
jobs.® SBA's response rates to that question were below the response rates
of 54 and 53 percent of employees who responded favorably
governmentwide for those years, respectively. In fact, the 1999 survey
results indicate that of the 14 departments and 8 independent agencies
responding to the survey, SBA had the lowest published percentage of
employees who responded favorably to this question.”

To address the low ratings, the Administrator plans to designate a specific
pool of money in SBA’s fiscal years 2001 through 2003 centralized training
budgets for each district office and to have district directors prioritize
training on the basis of employee needs. According to SBA’s
Administrator, the low ratings are in direct relationship to the lack of
funding available to support the changing functions of SBA.

" 1098 and 1999, SBA was one of over 40 government agencies that participated in the NPR survey.
One purpose of the 1998 survey was to create a baseline for measuring selected reinvention initiatives.
In addition, both the 1998 and 1999 surveys were to (1) assess and benchmark organizational change
on ey itemus, with the 1999 survey comparing its data to the 1998 survey’s baseline data, (2) build on
OPM's Performance America database, and (3) support collection of a set of balanced measures for
federal agencies.

*For the 14 departments, the published NPR survey results for 1999 provide sggregated statistics for
several components. It is possible that at least one of these components could have had a lower
response to this question, but that response was included in the average for its respective department.
Favorable SBA emplayee responses to other 1999 NER survey questions were much higher, such as
one on whether managers communicate the organization's mission, vision, and stdlls to which 67
percent of SBA respondents agreed or strargly agreed.



255

Small Business Administration: Steps Taken to Better Manage Its Human Capital, but More
Needs to Be Done

SBA regularly provides for training costs within its annual operating
budget. However, in the President’s fiscal year 2000 budget, SBA requested
$3 million for training to enhance the skills of employees in performing the
new core functions, such as marketing and outreach and fender oversight.
This money was not.appropriated. Therefore, according to SBA officials, as
part of its internal budget process for fiscal year 2000, SBA’s Office of
Human Resources requested that SBA provide $3 million for such training
out of the annual operating budget that was appropriated. The agency
allocated $1.25 million to cover all of the agency's training needs for fiscal
year 2000. SBA’s Office of Human Resources planned to use about 95
percent of this amount to fund transition skills training, with the remaining
5 percent allocated to mandatory training. In March 2000, the Office of
Human Resources requested that SBA provide an additional $700,000 for
transition skills training and $500,000 for other training. SBA provided
$300,000 to pay for the development of its workforce transformation plan,
$250,000 for training in the district offices,” and $48,000 for other training.
The development of competency models for two core functions—Jlender
oversight and business development—and the development and delivery of
transition skills training remained unfunded.

In order to cope with the resources available for training, SBA has been
pursuing several strategies. For instance, according to SBA officials, the
agency has encouraged its managers to use their office budgets to fund
specific training for their staff. Araong the methods some SBA district
offices are using to train employees in needed skills specific to those
offices is cross-training them in more than one functional area. For
exarmple, according to SBA headquarters officials, the district director of
the Miami office cross-trained employees in marketing and outreach,
lender oversight, and international trade skills. SBA officials in the
Dallas/Ft. Worth district office told us that they began cross-training
employees in about 1997. These officials also said that they use lunchtime
seminars to assist their employees to develop their computer skills. In
addition, Dallas district officials said that they created a local group in
1998 to help improve employees’ oral communication skills. They said that
improving such skills would allow SBA staff “to move from pushing paper
to doing marketing and outreach to the public.” According to a senior SBA
official, by having district directors discuss their cross-training efforts in
such forums as its quarterly field management meetings, the Administrator
has communicated her expectation that SBA should cross-train employees.
Finally, SBA is using employees currently knowledgeable about such

“The district offices must present a proposal for how they plan to spend these funds before these fands
are made available to them.
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functions as lender oversight to train others who need to acquire or update
their skills in these areas.

SBA Has Taken Some Steps
to Align Its Performance
Culture With Its Vision

As we have previously reported,” high-performance organizations foster a
work environment in which people are enabled and motivated to perform
according to the mission, goals, and strategies by which the organization
has defined its shared vision. For example, such organizations align
employee performance expectations with the organization's mission and
hold employees accountable for achieving organization objectives.

Under SBA’s performance management systern for SES employees, SBA
evaluates senior executives in terrus of their contribution to the goals of
the agency and uses the results of performance appraisals as a basis for
adjusting base pay, training, rewarding, reassigning, retaining, and
removing senior executives.” According to SBA’s SES petformance

plan, the Administrator sets the goals and priorities and
establishes a framework for specifying measurement criteria for
objectives. Specifically, each senior executive’s performance objectives,
such as the implementation of a specific program, are linked to at least one
of SBA's program goals and supporting objectives.

S8BA’s performance appraisal systems for lower level employees can help
reinforce the agency’s focus on achieving improved performance. In this
regard, as SBA moves forward with defining the knowledge, skills, and
abilities its employees will need to perform well in the future, agency
officials have recognized that they will need to reconsider whether carrent
performance appraisal standards and measures will need to be modified to
better capture these altered skill requirements.

Another contribution te its fostering 2 performance culture has been SBA's
improved relations with its union. According to SBA and union officials, in
August 1999, the agency and the union signed a new contract that placed
hasis on ing a cooperative relationship between the parties and
moving away from an adversarial negotiating relationship. Accordingto an
agency official, labor and management worked together using interest-
based negotiations to find areas of mutual concern and interest before
focusing on disagreements, According to SBA and undon officials, since the
signing of the contract, the ageney and the union have operated in full
partnership to help ensure the success of the workforce transformation.

“See GAO/GGD-IF-179, Septarber 1899,

¥ performance Management: Aligning Employee Performance With Agency Goals at Six Results Act
Pilcts (GAO/GGD-D8-162, Sept. 4, 1998).
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For exarple, these officials said that union representatives have been
involved in the development of the competency models, the workforce
transformation, and the agency's relocation and reassignment program.

In summary, Mr. Chairman, designing, irmpl ing, and
effective human capltal strategies will be crmcal for agencxes to maximize
their performance. A ies need a h to ing their

human capital activities to ensure that they give the management of their
most important asset—their employees—the high priority they deserve.
This is especially important in light of limited budgets. SBA, for example,
which is a fairly small agency with a Hraited budget, has undertaken a
number of initiatives for better managing its human capital activities,
including developing competency maodels and related training for some
core functions and tea.hgnmg and deploymg some staff. However, these

iatives were not d until recently, and SBA is just
developing an overall plan to guide the agency’s human capital efforts. The
human capltal initiatives SBA has undertaken, while useful, are

i the of the agency's attemupt 1o redesign

its business processes and transform its workforce is potentially at risk.
For example, the agency has not finished identifying the knowledge, skills,
abilities, and other characteristics that its staff will need to perform the
core functions SBA has 1demlﬁed as key to its new business processes, In
addition, SBA's lack of lanning could end: the leadership
continuity, institutional knowledge, and experidise that ave critical for the
successtul transformation of the agency’s workforce. Further, a smaller
percentage of SBA staff report that they have been adequately trained for
their jobs than staff in the federal government generally or any other
agency responding to recent surveys. While we recognize that SBA
currently has plans to develop a workforce transformation plan by October
2000, the full implementation of such a plan could be several years away.
Sustamed attention to these issues thus will be ircportant as SBA
Ls 1o impl) its new busi processes and realign its human
capital policies and practices to support those new processes.

68-000 2001 -9

Mr. Chairman, this Tudes my prepared I 'would be pleased
1o respond to any questions that you or viher Members of the Committee
may have.

Pyl and Ack lad.

For further information regarding this testimony, please contact Michael
Brostek at (202) §12-8676. For information regarding our work on budget
issues, please contact Paul Posner at {202) 512-8573. Individuals making
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key contributions to this testimony included Linda Libician, Tyra DiPalma-
Vigil, Kiki Theodoropoulos, Denise Fantone, Elizabeth Curda, and Robert
Yetvin.
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Chairman BOND. We have been joined by our Ranking Member,
Senator Kerry, so let me turn to Senator Kerry for comments and
questions. Good morning.

OPENING STATEMENT OF THE HONORABLE JOHN F. KERRY,
RANKING MEMBER, COMMITTEE ON SMALL BUSINESS, AND
A UNITED STATES SENATOR FROM MASSACHUSETTS

Senator KERRY. Good morning, Mr. Chairman. Thank you very
much.

Let me begin, if I may, by expressing what I know others have
already said today, which is our sense of personal loss for our col-
league, Paul Coverdell. He was what I would describe as a gentle
soul and one of the kinds of people here who helps to make this
place work and function effectively, who reached across the lines.

I particularly enjoyed working with him, not just on this Com-
mittee, where he was always thoughtful and steady, but on the
area of education, where he had been charged with responsibilities
by the Leader. He and I spent a great deal of time in the last year
and a half trying to find the bridge between our two parties and
he was always thoughtful and always extraordinarily generous as
a listener, so we obviously will miss him greatly and my condo-
lences go out to his family, to all of his staff, and to everybody who
feels the sense of loss that the Senate feels today.

I apologize to Mr. Walker, who I know has had to leave, and to
my colleague, the Chairman, for not being able to be here at the
beginning of this. I certainly welcome the Administrator and I am
very grateful to her and I think the Committee should be very
grateful to her for sitting through the whole hearing and then re-
sponding at the back end.

This is an important hearing. It is always important for the
United States Senate to take the time to conduct oversight. I have
always been a strong believer in oversight. When I was chairman
of a number of subcommittees, I took the time to do that, and I
thank you, Mr. Chairman, because I do think it is an important
part of our role. In too many committees, they do not take the time
to do it and then we pay a price somewhere down the road because
of that. So I think we have passed good legislation, and that is al-
ways important, but it is important for us to know what is hap-
pening within the Agency that we fund and how effectively it is im-
plementing reforms that are needed.

I also think, at the same time, there can be a tendency in the
oversight process not to be positive enough about the good things
that entities are accomplishing when they are accomplishing them.
I do not think the record should avoid an affirmative under-
standing of the degree to which the SBA has been transformed in
recent years from an agency that some sought to literally do away
with to an agency that is, I think, extraordinarily strong, extraor-
dinarily capable and dynamic, and I commend Administrator Alva-
rez for an impressive job, particularly under difficult circumstances
with respect to the budgeting.

Mr. Chairman, I would like to ask unanimous consent that a let-
ter addressed to me as Ranking Member from the Administrator
regarding the need for the budget, for the full fiscal year 2001
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budget proposed in the President’s budget, be made part of the
record.

Chairman BOND. Without objection.

[The letter of Senator Kerry follows:]
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July 18, 2000

Honorable John Kerry, Ranking Member
Committee on Small Business

United States Senate

Washington, DC 20510

Dear Senator Kerry:

1 am writing to request your support for full funding of the SBA’s FY 2001 budget at the
$1.06 billion level proposed in the President’s budget. We are concerned that less than
full funding will jeopardize the tremendous opportunity at hand to improve our
information technology and human capital investments that are needed to serve
America’s 25 million small businesses.

The House Commerce, Justice, State Appropriation bill provides an operating budget of
$294 million, which is only a modest increase over the FY 2000 appropriation of $286
million. The increase of $8 million is not sufficient to cover the increased costs of the
expected pay raise in January 2001 and other inflationary increases. Further, SBA would
not have sufficient operating funds to cover the necessary information technology and
human capital investments needed for modernization efforts.

Qur goal is to build an Agency that is responsive to America’s small businesses anytime
and anywhere. We have changed the way we do business by working better and costing
less. We have changed the way we deliver our services, centralizing our processing
while decentralizing customer relations. In order to continue this change, we must invest
in our future by investing in management improvements. The following is a list of
funding requests that are vital to our long-range plans for modernizing SBA and
expanding services into new markets.

e We request $4 million to assist in our efforts to transform our workforce. The SBA
is undergoing a massive organizational transformation. We are transitioning from a
direct lender to a lender oversight organization with a $50 billion portfolio. We are
integrating new information systems. We are contracting out 30% of our disaster
home loan servicing operations, We are continuing an Asset Sales program that will
eventually sell over $10 billion worth of loans. To successfully manage this
extraordinary amount of change we need a workforce with new skills and, in some
instances, & workforce placed in new locations. In a competitive labor market, one of
the best places to find the new skills is within our existing workforce. But our
workforce must be retrained. We must have funding to provide training in new skills
and to relocate workers to places where they are most needed and will be efficiently
utilized.
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+ The House appropriation includes $8.0 million to continue funding the Systems
Modernization initiative. We are requesting an additional $5 million to begin the
acquisition and implementation of the Paperless Electronic Disaster Home Loan
Application and Loan Process. The new system will eliminate paper applications and
will operate in an open environment with the ability to share information agency
widé. Electronic files will enable users to have access to critical information allowing
various processes to take place simuitancously, without having to wait on a physical
file. This will greatly enhance SBA’s ability to provide prompt decisions and
eliminate burdensome and duplicative paperwork. Additional benefits include
reduced travel, per diem and labor costs.

* We request $7.0 million to upgrade basic information techniology equipment. The
bulk of the funding, $5.7 million, will be used to replace aging personal computers,
printers, and servers. Cumently the SBA's computer inventory consists largely of
Pentium 100 and 133 machines that are over four years old. Due to budget
limitations in FY 2000, the SBA was forced to reduce its computer equipment
purchases to approximately $400,000. This means we will replace around 100
computers out of our inventory of over 3000 machines, and 23 servers out of an
inventory in excess of 200 systems. The remainder of the funding, $1.3 million, wiil
go to purchasing 2 new network operating system. Our current system was purchased
in 1993. We are experiencing difficulties in maintaining a system that is two
generations bzhindthe industry standard. [t is important to realize that unless the
basic information technology infrastructure is funded, the full benefits of system
modernization cannot be realized.

» SBA is requesting $5.0 million to provide management and technical assistance under
Section 7(j) of the Small Business Act. This represents a program increase of $1.4
mitlion over FY 2000 funding. Assistance provided under 7(j) authority includes, but
is not limited to, counseling and training in strategic planning, finance, administrative
management, accounting, and marketing. The agency will provide these specialized
services to firms participating in the 8(a) Program and to firms located in areas of
high unemployment or low income. Such areas include HURZones, Native American
communities, and Alaskan Native villages. Assistance provided will increase
opportunities available to businesses in these traditionally underutilized areas.

o The SBA requested $5 million for the HUBZone program, a $3 million program
increase over the FY 2000 level. This program will stimulate economic development
in selected urban and rural areas - “histerically underutilized business zones,”
including Indian reservations. With the requested funding, we wiil be able to support
the increased staff required for outreach, program development, and program
oversight,
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We request $2.0 million to hire up to 20 personnel and provide operational support
for the New Markets program. In order for SBA to effectively administer and
oversee this program, additional administrative support and staffing are needed.
Funding to support this initiative is not available within SBA’s regular administrative
appropriations. -

We request $1.5 million to fund the Financial Advisor for our expanded Asset Sales
program. The Financial Advisor is a required component of the Asset Sales program
that is not fully funded in the operating budget. The Asset Sales program could be
further improved if the SBA were allowed to take advantage of the gain sharing
provisions of PL 104-134. This law gives agencies the right to transfer amounts up to
5% of the increased proceeds due to activities such as loan sales. Gain sharing would
enable the SBA to defray the cost of the Asset Sales program and improve current
operational systems. 1 encourage you to support the inclusion of gain sharing
provisions in the SBA’s FY 2001 Appropriations.

The House proposal does not fully fund the 7(a) loan program. It provided funding
for a loan program of only $9.2 billion. This would lead to a decrease in the loan
level of over a half billion dollars from the FY 2000 program level of $9.7 billion.
This would amount to a 5% reduction in this vital program. -

By fully funding these necessary investments, we will be able to improve the
infrastructure upon which our ability to provide outstanding customer service depends.
Also these investments are necessary for us to fulfill the recommendations made by the
GAO in its recent audit at our agency.

The President’s FY 2001 budget for the SBA provides us with the opportunity to
guarantee outstanding service to our customers though access to capital, educational,
contracting, and disaster assistance. And we will also make the investments that will
allow the SBA to provide even better and more cost efficient service in the future.

I thank you for your consideration of our budget needs and look forward to working with
you to support America’s Small Businesses.

Sincerely,
(-4

Aida Alvarez
Administrator
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Senator KERRY. Thank you. I think it is very important for us
to understand the linkage between certain kinds of resources that
provide the technical capacity to do some of the things that the
panel before us has just talked about, and I am confident that they
will affirm that to us, that there is that linkage.

In addition, I will not take the time now to go through all of
what the Agency has accomplished. I do think it is important to
recognize that just one company that it has helped, and there are
many that it has helped to form, just one company, Intel, for in-
stance, pays yearly taxes to the Federal Government that com-
pletely cover the Agency’s annual budget. So we need to measure
the numbers of people who have received help, the amount of com-
merce and transaction that takes place, the numbers of jobs cre-
ated, the amount of tax base returned to the United States by vir-
tue of the SBA, and I think that needs to be part, also, of the over-
sight process.

I also want to say, Mr. Chairman, I think we need to be a little
bit cautious about the amount of current oversight taking place.
This is a good report and I am not suggesting this is not a healthy
and important process. But in the past year, the SBA has been the
subject of over 40 GAO audits or reviews, and I think 20 to 24 are
currently underway. One of the things we might want to consider
is how much administrative time gets chewed up responding to
these kinds of requests and how it needs to be measured against
the overall availability of personnel and capacity to do it.

Now, on the 8(a) program, I know that some of the criticisms
found are similar to criticisms that have plagued the program for
many years and we are struggling with them. But I do think that
it is also important to note that the Agency has taken numerous
steps over the last years to try to guarantee that 8(a) firms in larg-
er numbers will receive contracts, and I think that has been a good
faith effort.

I am not going to go through all of my thoughts and comments
on the report here, but I do think that the methodology needs also
to be as fair as possible. Let me just give an example.

One of the criticisms was that the SBA needs policies and proce-
dures to control key IT processes. That is sort of a headline in the
report. Well, we all agree that there is room for more improvement,
but in my judgment, it might be more accurate to say that the SBA
needs more policies and procedures because the headline sort of
suggests that there are not any. It needs policies and procedures.
Well, there are some. It just needs more and needs to refine them.

Another example would be that the rating system set forth is
kind of all or nothing. You get this empty circle, which represents
incomplete or obsolete policies, and then you have the half-circle,
which represents policies and procedures for key functions, but
there really ought to be some kind of a mark or circle to represent
that they are drafting policies or have hired consultants who are
developing policies or procedures are currently being put in place.
There is a distinction between ignorance and complete avoidance of
responsibility and simply developing policies or procedures, or
being behind where you would like them to be. There is a distinc-
tion between that and simply not doing anything.
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So these are the kinds of things that I think are important to the
fair-mindedness and level-playing field as we try to approach this.
But again, I think the gist of what has been presented is very im-
portant to us as a Committee. I think it is a good report, a good
piece of work by the GAO, and it will be helpful, ultimately, in
making the SBA even stronger, and I think the Committee is
grateful for that.

Mr. Chairman, I thank you for allowing me the time to make an
opening statement.

[The prepared statement of Senator Kerry follows:]
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STATEMENT BY SENATOR JOHN F. KERRY, RANKING MEMBER
Committee on Small Business
: Hearing entitled
“The GAO’s Performance and Accountability Review:_ Is the SBA on PAR?”
July 20, 2000

Giood morning and welcome to the Committee’s hearing, “GAQ’s Performance and
Accountability Review: Is the SBA on PAR?” I would like to thank Chairman Bond for holding
this hearing. Before I turn to the substance of the hearing, I would like to express my
condolences to the family of Senator Paul Coverdell. Certainly, his loss is felt throughout the
Senate. He was a valued member of this Committee, a valued member of the Senate, and a
tireless worker on behalf of the nation’s small businesses. We will miss him, and we have lost a
tireless fighter and effective Senator. We all have heavy hearts this morning, and [ ask that as we
conduct our work this morning that we take a moment to remember him and his work.

Mr. Chairman, [ think it is critical that we as a committee continue to monitor the Small
Business Administration’s operations, procedures, operating standards, and visions for the future.
1 think that, together with passing small business legislation and hearing the concerns of small
businesses, oversight is one of the important roles of this Committee, and I thank the Chairman
for his continued leadership in this area. I would also like to thank Comptroller General David
Walker and his stafl, as well as Administrator Alvarez and her staff, for all of their hard work in
preparing for today’s hearing. Welcome, Administrator Alvarez, and Mr. Walker, to the hearing
today.

‘When we hear GAQ’s testimony, and review the reports scheduled to be released today, I
think we need to understand a few facts about the Small Business Administration, and keep them
in mind as we perform our oversight function. The SBA is a strong, capable, and truly dynamic
agency. For its relatively small size, it performs an outstanding service for our nation.
Administrator Alvarez should be commended for the impressive job that SBA has done in the
past few years. It is often said that “numbers don’t lie” and SBA has a record of success that any
federal agency would be proud of.

* Since 1992, the agency’s loan portfolio has almost tripled - from $18.9 billion to $50

billion.

. Last year, the agency approved $3.4 billion dollars in loans to more than 12,000 minority
owned businesses - three times the amount in 1992, i

. The agency represents less than .05% of the entire federal budget.

L] One of the firms that SBA helped establish, ntel, pays yearly taxes that would cover the
agency’s annual budget.

L SBA remains the only Federal credit agency that has received a “clean opinion” in its
financial audit report for the past four years in a row.

Oversight is important, Mr. Chairman, but it must be executed in a fair and productive
manner. No one wins if an agency spends a disproportionate amount of time, energy and
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resources responding to audits and examinations. The American taxpayers expect Federal
agencies to provide the best services they can at reasonable costs. SBA, with its successful array
of small business programs is a good example of cost-effective government at work. This is true
despite the fact that in the past year, SBA has been the subject of over 40 GAO audits or reviews
over the past year, and 20 audits are currently underway .~ Having said that, I think that GAO has
presented for our review here today well-researched and thorough reports, and I commend Mr.
Walker and his staff for their efforts,

Turning to the 8{a) program, proponents of the program, and [ am one of them, strongly
believe that the program is the only program in the Federal government whose goal is to assist
minority firms in the development of their businesses.

GAQ found through its survey of participating firms that their criticisms of the 8(a)
program are the same that have plagued the program for years - namely, a large percentage of
contract dollars are awarded to very few firms, and only one-half of the firms participating in the
program receive contracts at all. For example in 1988, 50 percent ($3.2 billion) of the contract
dollar awards went to only 209 of the over 6,000 firms in the program, while 3,000 firms
received no awards at all.

‘While these statistics are correct, it creates a misimpression that SBA has not tried to
ensure an equitable distribution of both coniract awards and dollars. In fact, SBA has taken
numerous steps over the last five vears to fry to make sure a greater number of 8(a) firms receive
contracts. It makes sense that certain firms will command a share of 8(a) dollars if they have
established a good working relationship with a particular agency. It would not make good
business sense or build support for the 8(a) program if the program were to require a particular
agency to stop contracting with a firm (in terms of renewing a contract, or awarding a new
contract) with which they have had success with in order to accomplish a “fair”distribution of
contracts.

The testimony submitted by GAO notes that even with its two information systems, the
Servicing and Contracting System (SACS) and its Minority Enterprise Development Central
Office Repository (MEDCOR), SBA does not have an efficient way of tracking 8(a) business
participation. This is apparently true both in terms of contract awards, and in terms of business
development. I would like to point out that SBA has acknowledged that its system is flawed and
it plans to update the system as part of an agency-wide systems modernization initiative. The
8{a) program update is Phase HI of that initiative, and is scheduled to beginin 2002. Correctly,
in my view, SBA has chosen to first tackle its loan monitoring system, which is responsible for a
loan portfolio of more than $50 billion.

GAQ’s Information Technology report raises a lot of questions for me, and I plan to
submit most of them to be answered for the record. To be constructive and beneficial to SBA’s
mission, I think Congress, the agency and the GAO should agree that we will treat this as an
assessment tool to help SBA become one of the first Federal agencies to develop and follow such
high IT systems standards.

1 think this report is useful for identifying improvements, but, unfortunately, sometimes
the tone and presentation format mischaracterizes the agency’s efforts. For example, the title of
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this report suggests that SBA has done nothing - “SBA Needs Policies and Procedures to Control
Key IT Processes.” We all agree, based on the report and SBA’s own self-assessment, that
there’s room for improvement. However, I think it would be more fair to say “SBA Needs More
Policies and Procedures....” As another example, the rating system js basically all or nothing.
Between an empty circle, which represents “incomplete or obsolete policies,” and the half circle,
which represents “policies and procedures for key functions,” there should be a mark to indicate
that an agency is drafting policies or has hired consultants to develop policies and procedures.
An empty circle next to a category signals zero action. That’s just not true for SBA.

As I understand it, the agency has been working for more than two years on a loan
modernization system. On that monumental effort, SBA is on schedule and within budget. 1
think that the report should reflect this. GAO says in the IT report that SBA has 42 mission-
critical systems, 32 of which support loan activities. I think it’s significant, and it would be
helpful to complete the picture of SBA’s efforts, to note that SBA is developing a plan to revamp
its overall information technology systems and is starting with the loan systems. [ realize the
loan modernization system project is one of several aspects of the loan system, but we’re talking
about the model for SBA’s IT systems and protecting the soundness of more than $50 billion in
loans. Yes, let’s make these systems effective, and it’s helpful to have recommendations to
avoid cost overruns and make the processes more efficient, but we should recognize that SBA is
in transition. This is a starting point. Assessing the model mid-stream seems premature.

Also, I think it is unfair to SBA to have a hearing on this report some six months afier the
GAO collected its data and evaluated the agency’s progress. Neither the report nor GAO’s
written testimony adequately reflects the progress SBA has made since February. I use the
February time period because, according to the SBA, GAO gave the SBA the draft report for
comment in February, at which point all the information had been collected and assessed. In one
of my submitted questions, I ask that SBA explain the steps it has taken to address the
recommendations in the IT report since it first learned about the GAO’s preliminary findings.

In the area of human capital, it is important to note that SBA has communicated a strong
vision of its goals and future needs. While all of the processes and procedures may not be in
place, SBA’s planning in the area of human capital is ahead of other federal agencies. As the
GAO notes in its testimony on human capital, “Previous work has shown that federal agencies
have generally not performed workforce planning. Since 1980...the lack of workforce planning
[has been identified] as a long standing problem among federal agencies. In 1999 the National
Academy of Public Administration issued a study...stating that while most agencies do not
practice such planning, some agencies had begun workforce planning in the past few years.”
Additionally, the report also notes that SBA has identified five core functions needed to
transform its workforce - marketing and outreach, leadership, business development, lender
oversight and procurement. As of July 2000, the agency has developed models and training for
two of the five functions and has plans for addressing the remaining core functions.

To conclude, Mr. Chairman, I believe the SBA is in good shape, and we need to keep in
mind that the agency provides outstanding service. Thank you for holding this hearing today,
and I look forward to the testimony of all the witnesses.
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Chairman BOND. Thank you very much, Senator Kerry.

I will submit for the record a letter I sent to Administrator Alva-
rez in response to her concerns about the budget in which I laid
out my views.

[The letter from Chairman Bond follows:]
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The Honvrable Aida Alvarez
Administrator

Small Business Administration
409 3rd Street, S.W.
Washington, DC 20416

Dear Ms, Alvarez:

Thank you for your letter of July 18, 2000, concerning the Fiscal Year 2001 budget request
for the Small Business Administration (SBA). I appreciate knowing of your concerns and the
funding priorities that you have established for the agency. Since I became Chairman of the
Senate Committee ot Small Business in 1995, I have pushed Congress to ensure that the SBA
continues to receive the funding necessary to pay for its core lending and business assistance
prograins, as well as finding to improve the agency’s systems and operations.

Like you, I strongly believe that the SBA must focus fis attention on improvements to its
information technology and human-capital capacity. In fact, the Performance and Accountability
Review (PAR), which I requested that the General Accounting Office (GAQ) undertake, has
demonstrated clearly that the SBA has considerable work to do before it can implement the
minimure information systams and technology necessary for the agency fo meet its statutory
obligations to the small-business community. In addition, the GAO has reported that the SBA
continues to trail in its efforts to assess its current and fature human-capital needs, which are
essential components for completing the agency’s mission.

For the last several years, Congress has appropriated sufficient funding to operate the
SBA’s core programs in an efficient and economic marmer. In addition, we have provided the
SBA with adequate funding to improve its technological and personnel capabilities. Despite these
appropriations, the SBA’s internal funding priorities appear to be inconsistent with your stated
goals to improve the operations of the agency. As a result, I continue to be disappointed by the
slow pace at which the SBA is using these funds for their congressionally intended purposes.

In light of the GAQ’s findings, I urge you to impl t its reconumendations to ensure that
current and future funding for the SBA’s information-technology and human-capital
improvements is used cfficiently and effectively.

?cerely,

Christopher S. Bond
Chainman



271

Chairman BoND. We have been joined by the Senator from
Maine, Senator Snowe. We call on you for comments, questions, or
other observations you wish to make.

OPENING STATEMENT OF THE HONORABLE OLYMPIA J.
SNOWE, A UNITED STATES SENATOR FROM MAINE

Senator SNOWE. Thank you, Mr. Chairman. I, too, want to ex-
press my profound sorrow over the loss of our beloved colleague
who served on this Committee and did so many things in the
United States Senate that enhanced the institution and enhanced
this country. I describe him as a legislator’s legislator because he
was always developing thoughtful, productive, constructive initia-
tives to move the process forward, always trying to design solutions
to the problems. We are all going to be diminished by his loss.

Mr. Chairman, I just want to commend you for holding this hear-
ing. It is an appropriate function of this Committee to conduct
oversight. I congratulate the GAO, who always does an outstanding
job in evaluating programs and functions of agencies and also wel-
come Administrator Alvarez, who I know is taking steps to enhance
and strengthen the SBA.

We all support what the SBA does, and as Senator Kerry indi-
cated, it was not too long ago it was targeted for elimination. That
is why I think it is so important to constantly evaluate and re-
evaluate the responsibilities of the SBA’s role so that we can en-
sure that these programs are being implemented and also fulfilling
the mission to which it was designed.

So I want to thank you, Mr. Chairman, for holding this hearing
so that we can do everything possible to ensure that we are evalu-
ating these programs, because I think it is exactly what we need
to do. In the private sector, they are constantly conducting cus-
tomer satisfaction surveys and it should be no different in these
programs that we are designing to help small businesses and em-
ployees to move forward. I hope that we can learn from what has
been suggested here today and see what we can do to ensure that
these suggestions are incorporated within the Agency’s missions
and procedures.

Thank you, Mr. Chairman.

Chairman BOND. Thank you very much, Senator Snowe.

Senator KERRY. Could I just ask unanimous consent that my
comments be placed in the record?

Chairman BoOND. I would hope you would include them because
we look forward to reading them, and without objection. We were
disappointed that you did not have a chance to give them, but now
that they are made part of the record

Senator KERRY. I mean, if you wanted me to, I would be happy

to

Chairman BoND. Well, I do not want to impose on you,
Senator——

[Laughter.]

Chairman BOND [continuing]. But we will be more than happy to
include them and send them around to all the Members for their
thorough review.

Let me turn to Mr. Czerwinski. There have been comments made
and I know the Administrator in her testimony will talk about the
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accomplishments of the SBA. Let me just ask, in overview, do you
agree that while the SBA has made strides toward serving small
business, that there are still some shortfalls that need to be ad-
drelslse;?d? What is your assessment of what the SBA is doing gen-
erally?

Mr. CZERWINSKI. Absolutely, the SBA has made accomplish-
ments, and one of the things that has impressed us is how recep-
tive the SBA is to the recommendations we make. So they are on
the right track.

Chairman BOND. That is very encouraging and I appreciate hear-
ing that.

Let me turn now to a detail. Administrator Alvarez, I think,
notes about $180,000 was spent by the SBA in providing informa-
tion to the GAO. My understanding is that the SBA established a
centralized system to manage the GAO report, which is not cus-
tomary in other non-military agencies. Is that true, and is this a
more expensive way to deal with the GAO?

Mr. CZERWINSKI. Yes, that is true. We try to keep our requests
for information reasonable. Whenever we are doing work, it is
going to entail an effort for the Agency. In this case, we have a
point of contact very high up in the Agency, the Chief Operating
Officer, and when we ask for information, the SBA has let us know
if there is a problem. We have not been told about any specific re-
quests for information that have been considered excessive.

Chairman BOND. But this is a more resource-intensive way of
handling the operation than other agencies under audit have uti-
lized?

Mr. CZERWINSKI. Yes. We audit a number of agencies. The SBA
definitely has a process in which our work has a much higher level
of attention than within other agencies. That is the plus side. The
d}(l)wn side is I am sure it costs them and takes them time to do
that.

Chairman BOND. Let me turn to the customer satisfaction now.
In your report on 8(a) specifically, what did you find that the cus-
tomers or the SBA employees, for that matter, stated with regard
to the satisfaction with the manner in which the 8(a) program is
being operated?

Mr. CzERWINSKI. We surveyed the SBA’s customers, the 8(a)
firms, and we asked them what they wanted from the 8(a) pro-
gram. They told us they want contracts. And we asked them what
they thought they were getting. A very large number of respond-
ents did not feel they were getting the kind of contract assistance
they needed, so there was a level of dissatisfaction that was out
there in the SBA’s 8(a) customers.

Cll%%irman BonND. How about among the employees of the Agency
itself?

Mr. CZERWINSKI. We did not survey the Agency employees. We
did visit field offices and asked the business opportunity specialists
what kind of things they did, what kind of things they would like
to do. There was a disconnect because we saw a lot of these special-
ists doing more in terms of checking, such as getting reports, as op-
posed to the outreach that the customers are calling for them to do.

Chairman BOND. So we have got a mismatch, some mismatch be-
tween customer needs and the kind of service provided.
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Let me ask the full panel, under the PAR review, do you believe
that the SBA’s shortfalls in the management of human capital and
information technology have contributed to the problems in the 8(a)
program, specifically the ability of the SBA to maintain a data base
to understand how the program is operating or whether its busi-
ness opportunity specialists provide useful service?

Mr. CZERWINSKI. If I could take the first stab at that——

Chairman BOND. Please.

Mr. CZERWINSKI [continuing]. Because I think it is probably easi-
er to start from the programmatic perspective. Your question gets
to the very heart of what we are trying to do and that is to inte-
grate what we are finding in the programs with what we are find-
ing in functions. And yes, the 8(a) program would be much better
off, for example, if its information systems were stronger. So that
%inddof functional link-up with programs is essentially what we
ound.

Chairman BoND. Mr. Willemssen.

Mr. WILLEMSSEN. I would concur with Mr. Czerwinski’s com-
ments. To the extent that the SBA already has in place and can
have in place a standard way of doing business for acquiring and
operating information systems, it is much less likely they will run
into the impediments they have in certain programs and sup-
porting systems. It will become more routine and easier to do busi-
ness and systems will come on line that much more quickly.

Chairman BoND. Mr. Brostek.

Mr. BROSTEK. I do not think the work that we have done enables
us to say that human capital problems have led to the problems
that Mr. Czerwinski talked about. I would note that to the extent
that the SBA would need to refocus the program to provide more
of the services that the customers are expecting, that that could
have some human capital implications. It might require some re-
training of employees to be able to perform those functions more
in the manner the customers would like.

Chairman BoND. Thank you. I will turn now to Senator Enzi for
his questions.

Senator ENzI. Thank you, Mr. Chairman.

Mr. Czerwinski, on your first chart, it showed that the SBA was
not meeting the expectations of the 8(a) minority program partici-
pants. We want to get the job done. Did the SBA staff give you any
insj)ght into what obstacles prevent them from doing their jobs bet-
ter?

Mr. CZERWINSKI. Yes. The major obstacle that they pointed out
to us was resources, specifically resources for travel. The business
opportunity specialists told us that one of the things that they
wanted to do was to get out there, to see the firms, to work with
them. The firms told us they also wanted the opportunity specialist
to be out there working with them to help them get contracts. This
kind of connection was not happening anywhere near as much as
both the firms and the business opportunity specialists in the field
wanted it to happen.

4 Sen?ator ENz1. If the staff is not able to travel, what are they
oing?

Mr. CZERWINSKI. As I mentioned, we have found that the busi-
ness opportunity specialists have a lot of responsibilities. They are



274

very, very busy and we received very high marks on their cour-
teousness, their service orientation, et cetera. However, what they
were doing primarily was checking and verifying the reporting re-
quirements, documentation, et cetera, for firms’ participation in the
program.

Senator ENzI. That seems to show up in the comments by the
businesses that were interviewed, as well.

Mr. CZERWINSKI. Yes, Sir.

Senator ENZI. You mentioned that the staff did not have suffi-
cient travel funds. Didn’t the GAO recently report about a similar
problem involving the procurement center representatives?

Mr. CZERWINSKI. Yes, Sir. That is exactly the same issue that
came up in that report.

Senator ENzI. Are not the SBA’s procurement representatives
supposed to be working aggressively at major Federal procurement
centers seeking contracts that can be set aside for small busi-
nesses?

Mr. CZERWINSKI. Exactly. The concept is for them to be reaching
out, being a part of those operations, helping out on the ground.

Senator ENzI. Is it reasonable to believe that they can do that
job without traveling?

Mr. CzZERWINSKI. No. You have to be there.

Senator ENZI. Mr. Chairman, there does seem to be a growing
problem at the SBA where front-line staff who are supposed to be
helping small businesses obtain government contracts are unable
to do their jobs because they do not have sufficient travel funds.
I know that our colleague, Senator Coverdell, was pursuing an in-
vestigation into the use of travel funds at the SBA. If it is OK with
you, I would like to pick up the work where Paul left off.

Chairman BOND. I would appreciate that. I think that is very im-
portant. Mr. Czerwinski has just raised a major problem and I
would ask that you work with the GAO and the SBA on this ques-
tion.

Senator ENzI. Thank you. In particular, I am concerned about a
report recently provided to the Committee by the SBA Inspector
General. The report details how the SBA maintains a second set
of budget books where appropriated funds for SBA programs are
skimmed off into a separate account to support unrelated activities
at the SBA and the report suggests that some of these appropriated
funds were used to support some overseas travel.

Last night, we received some documents—actually, I think it was
this morning—from the SBA at the Committee’s request that gives
the Agency’s ledger, which details transactions from this separate
account, which I want to get more details on, and which the SBA
refers to as its reserve account. The SBA provided the Committee
with two versions of the reserve account. One of them is marked
“confidential” and one does not carry the confidentiality label. I be-
lieve these documents are important as our Committee reviews the
Agency’s use of this offline account, and I would request that the
version of the ledger that is titled “Sorted by Function” and not
marked “confidential” be included in the record today.

Chairman BoOND. Without objection.

[The information of Senator Enzi follows:]
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Small Business Administration
Office of the Chief Financial Officer

Status of Raserve for Unforseen Expenditures

Sorted by Function
{In Dollars)
Date Office item Description Amount
1 11/04/58 Beginning Balance 17,280,000
Workforce Transformation
4 10/22/98 Field Operations DD Awards 40,000
10 11/23/98 EEQC Special Emphasis{to 25k )/training-Adj to base 16,000
T 11/24/98 ADAED ED Field Conference 100,000
14 11/25/98 Figld Operations Resource Allocation Study/Gonzalez 15,000
17 11/30/88 Native American TBIC training 2,000
20 120948 Fieid Operations PreQuat Training 160,600
25 1215/98 Field Operations. QMC funding- Oct & Jan. overage G7.000
26 12/15/98 fnvestment Organization study 20,000
35 01/21/98 Field Operations Third Quarter Management Conference 204,000
34 D121/99 M&A - Admin Shatom Contract 55,000
38 0217/99 M&A - Admin Centralized Training/Quarterly Mgmt Canference (80,000)
57 0925199 Field Operations Advance for October Management Conference 93,000
DEGBISS Human Resources Reimbursement for Advance for October Management {860,000}
Conference {See # 57)
A 582,000
Management Improvemaents
7 11416/98 0Cio EDS Mainframe conversion 329,000
33 ow2189 M&A - imm Office Travel for ADA - MEA 10,000
RYSEN A tradies] M&A - Admin Review of Financial Mgmt System 75.000
52 0414799 Capital Access Travei for Paliick McGuwan 13,200
8% 06/14/99 M&A - Admin Review Leased Space Costs and Services 350,000
87 06/18/99 Administrator Technical ‘Writer for COO 24,000
72 DE/29/99 [oe][e] FTS 2001 Telephones 150,000
73 06/29/99 [eletle] Security Requirements - QCIO 197,000
81 07/09/9% Hearings & Appeals Scanner for FOIA 1,000
104  09/29/89 [elule] Security Contract 516,421
1,665,621
Small Business Qutreach
2 10/22/98 Comm & Pub Liaison  NAC Conference 75,000
&  11/09/98 Figld Offices Outreach- $2k per office - 138,000
15 11/25/98 Investrment Qutreach Confergnces 75,000
12 11/25/98 Administrator Administrator/DeputyAdm support 40,000
2% 120958 Comm & Pub Lisison  Contract for Small Business Week 100,000
32 ov21e8 investment $BIC Qutreach Initiative _ 87,000
39 02/22/9% OCFO Office of the Vice Pres. for Travel and Sateflite Comm. 10,000
42 03/23/98 GC/MED Annual Procurement Conference 168,000
43 04/01/99 Investment Adj to Outreach Conf. for Planned Reimbursement 60,000
53 (5/04/98 New Mkt Initiative Travel for Darryl [ennis 15,000
56  05/15/98 Administrator Travel for two Field detaiiees/Small Business Week 5,000
58 05/28/99 General Counsel Additional cost of White House event in Detroit 750
59 0B/04/S8 GCMED R for Annual Procurement Conference {188,009)
83  06/15/5% OWBQ Program Office support 59,000
89 06/21/99 Administrator Travel for Darlens M, Aida A and Fred H. 12,000
80 07/09/99 Capital Access Trave! for Microloan Frogram 4,500
82  07/109/99 Cong & Leg Affairs Replenish deobligated funds 6,000

THYO0
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Date Office Item Description Amount
85  Q7/28/99 Comm & Pub Liaison  Printing of Fublications 135,000
7 08118498 Capital Access Travel 1o Region 1 Conference 80
92 08/01/98 Entrep Dev Lifelong Learning Summit 7,225
93 09/03/99 Advocacy Regional Advocates' travel 15,000
94 09/10/98 Comm & Pub Ligison  Travel for rma Munoz 2,500
95 09/13/99 Admiristrator National Advisery Councll Meeling 10,000
97 (9/14/99 Administrater Travel expenses for Administrator’s office 10,00
100 09/7/99 Entrep Dev Payrnents or OPAC bills for Publications 14,516
101 09/22/98 Comm & Pub Lisison Trree (3} trips with the Administrator 7.500
102 089/27:99 Field Operations Outreach at the Hispanic Leadership Institute Conference 2,000
103 09/28/99 Administratcr Travel Expense 25,000
Small Business Outreach Subtotal 856,581
Globatization
e 11/16/98 international Trace tdission to lreland 71.000
16 1925/98 international Trade Mexico Business Connection {3/8-12) 54,000
19 12/04/88 international Trade No. trelandflondon 48,000
24 12/14/98 International Trade Argentina Travel 8,000
31 01/21/99 Capite! Access Funding for Women's Canada Summit 20.000
70 0672598 Administraicr Travel to London 14.500
71 C6/25/98 Administratar Advance work for travel o London 15,000
74 06/25/99 Adrinistrator Advance wark for travel to London (15,000)
Globitization Subtotal 213,500
Asset Sales
23 12/10/98 Asset Sales To begin process from direct serving to overseer 211,000
28  Q1/06/99 Asset Sales Autlit Asset Sales process 25,000
68 05/18/99 Capits! Access Office of Asset Sales support 36,800
76 07/07/99 QCFC Agset Sales - 4 temp accts in Denver 150,000
Asset Sales Subtotal 422,800
Oversight Responsibilites
3 10/22/08 Capital Access SBLC Travel/details 8,000
22 12'0/98 Financial Assistence  SBLCMOU 500,000
40 03/03/99 Capitst Access $BLC Examinations 4,800
62 (86/15/99 Field Operations Program Oflice suppart 41,000
86  07/28/98 Capital Access 504 Liquidation Pilot Evaluation 15,600
Oversigh ibiliti 535, 400
C ion and Benefit Adj .
30 0120199 OCFQO Revised Salary Estimate 5,432,000
88 0817/98 OCFQO Savings from n & Benefits {1.000,000)
78  07/07/99% QCFO Summer Hires Pragram Reinstated 100,000
79 07/07/99 OCFO Disaster Employees Conversion to Regular Employees 250,000
Cs ion and Benefit Adj 4,782,000
Operating Expenses
5 11/09/08 Various Operating Expenses- 10% to base 6,608,000
18 1201/08 OCIO GMS! contract for Generat Counse! 45,000
27 12/16/98 Field Operations Oiscretionary funding for fieid office needs 50,000
29 01/08/99 Financial Assistance Funding for LowDoc Centers 100,000
36 01721798 Inspector General Criminal History Piot Reimbursement 13,000
41 03A1g/98 inspector General FB} Investigations Funding Not Required {13.000)
44 04/13/98 OCFO Adjustments for Zero Based Budgeting 1,019,000
45 04/13/99 OCFQ Adjustment for FEDSIM {1,549,000)
46 04/13/98 OCFO Net Disaster Chargebacks 13,849,000}

TH900
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Date Office ftem Description Amount
47 04/13/99 QCFO Disaster cha-geback for CDSE 1,470,000
48 04/13/98 OCFO Reserve for Rent expense 1,840,000
49 04r13/89 OGFC Reverve for Postage expense 500,600
50 04/13/99 QCFO Reserve for Telecommunications expansg 600,000
51 04/13/89 QCFO Reserve for Printing expense 100,000
55 051299 ME&A - Admin Temp. Receptionist to support Executive Direction offices 2,500
&% 0B/15/98 OCFO Relocation expenses for approved Exceptions hiring 400,000
€5 06/17/98 OCFO Decrease in OCFC Reserve ltems #47 - 51 £1,400,060)
75 070199 QCFO FFS Agreement with Treasury 250,00
84 OTIOTR9 Capital Access National Pride Event 980
7 O7OTSY EEQ EEQ Program Office support 50,000
83 07/09/9% OCFC Savings Bond Campaign 5,000
88 081899 M&A - Admin Advocacy. Communications ang Policy offices construction 75,000
61 0827193 M&A - Admin Atlanta Rent Expense 130,000
o8 09/15/99 QCFO Fund Imprest account 8,000
83 09788 GCMED Combined Federal Campaign 5.000
105 09/30/08 [eloile] dainframe Contract 493,608
Operating Expenses Subtotal 7,505,088
Underfunded Mandates
g 11/20/98 Advocacy Vision 2000 conference 40,000
13 11/2598 Administratar Printing for Advocacy conference 38,000
54  05/04/99 OWBO Post Award Training for 28 New WBQ Centers 25,000
88  08/18/98 fatrep Dev SCORE administrative expenses 150,000
90 08204989 OCFO Recission under H.R. 1664 399,000
Underfunded Mandates Subtotal 652,000
Grand Total 17,289,000

T8
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Senator ENzZI. Mr. Chairman, the accountant in me says that we
need to look further into the report. I am particularly interested in
how this comes about and how it shows up on the Federal Finan-
cial System. It would seem to me that the Inspector General at the
SBA would be the appropriate office to turn to for help. Seeing the
people from the SBA, I assume that somebody from the Inspector
General’s office is here.

Chairman BOND. Is there somebody from the Inspector General’s
office here?

Mr. McCLINTOCK. Yes, Sir.

Chairman BOND. And your name is, Sir?

1\/111‘. McCLINTOCK. I am Peter McClintock, Deputy Inspector Gen-
eral.

Chairman BOND. Mr. McClintock, thank you.

Senator ENZzI. According to the advisory memorandum, your
audit of the Administrator’s reserve account covered a period end-
ing April 1999. I believe that is even on your website. Would it be
possible for you to audit the activities of that reserve account since
the last report and covering the remainder of the fiscal year 1999
and 2000, bringing it up to date, and would it be possible for that
to be done by August 7 so we can be reviewing it during the recess?

Mr. McCLINTOCK. We would be glad to do whatever we can and
I could meet with the staff in order to work out the details.

Senator ENzI. I would appreciate it. Thank you.

Thank you, Mr. Chairman.

Chairman BOND. Thank you, Senator Enzi. Thank you, Mr.
McClintock.

Senator Kerry.

Senator KERRY. I am puzzled by that foreign travel thing here.
Is there something out of the ordinary about some foreign travel?

Mr. CZERWINSKI. We have not looked at foreign travel in any
parts of our reviews.

Senator KERRY. I remember I was down in Buenos Aires for the
climate control meetings and while I was there I happened to meet
with the ministers of trade and others and they were very excited
about a visit from our Treasury officials and, I think, our small
business officials. They wanted to know how to do small business
the way we do it in our country and they were particularly looking
forward to sort of learning how we do our SBIC, SBIR, where to
start, what is the relationship and so forth.

It seems to me, and I wear the hat on both the Foreign Relations
Committee and Intelligence Committees, that that is precisely
what we are trying to do in terms of encouraging other countries
to become capitalist and democratic, and the more we can encour-
age them to be able to embrace our business practices and learn
from us, the stronger it is for us.

So I am puzzled by it. I will certainly wait to see what the inter-
est is or what the ramifications are, but do you not have anything
to share with us at this point in time about that?

Mr. CzeErRwWINSKI. No. We have never looked at that issue at all.

Senator KERRY. Let me ask you another question. I assume that
the capacity of people to be able to get out and get around the
country and do the things they need to do is clearly a function of
the overall budget of the Agency.
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Mr. CZERWINSKI. Absolutely.

Senator KERRY. Now, is it your judgment that the overall budget
of the Agency is adequate?

Mr. CZERWINSKI. I am not going to pass judgment on their over-
all budget.

Senator KERRY. I mean, can they do the tasks you are criticizing
them for without resources?

Mr. CZERWINSKI. We are talking about targeting the resources
the SBA already has. Let us just take the 8(a) program as an ex-
ample of how to use the Agency’s budget and resources most effec-
tively, and we think they could do things more effectively. If the
8(a) program had a better sense of what its customers’ needs and
expectations were, if the SBA had better ways of tracking the serv-
ice it provided and then measuring the results, that would then
lead to a more efficient use of the resources and greater accom-
plishments in terms of meeting customers’ needs.

Senator KERRY. Have you made a specific recommendation of
how to go about that?

Mr. CZERWINSKI. Yes, we have. We have a series of recommenda-
tions.

Senator KERRY. Could you share with me quickly what you think
should be done?

Mr. CZERWINSKI. Sure. The very first step is for the SBA to peri-
odically do what we did: survey its customers. What they need to
do is to find out exactly what the profile of the 8(a) firms is and
what the firm’s needs are. That just gives them a starting point.
That gives the SBA essentially a mission, a strategy for meeting
the firms needs: essentially outreach, focusing assistance in certain
areas, in this case contracting.

Then what is very important is to have in place information sys-
tems that capture the amount of assistance provided in terms of
contracts, training, technical assistance. That then feeds back into
measurements that the SBA needs to establish for accomplishing
each of those things, which then cycles back to what the customers
are needing. So it should be a customer-driven system. That is
what our recommendations essentially state.

Senator KERRY. Just based on my experience, that sounds like a
relatively labor-intensive effort.

Mr. CZERWINSKI. I think especially in the information systems,
you are talking about a fair amount of work. Mr. Willemssen can
give more details.

Senator KERRY. It seems to me that what you are talking about
is a combination of labor-intensive and capital, I mean, equipment-
intensive. Information technology requires the software, it requires
the computers and so forth. Is there some kind of conflict here be-
tween what you recommend and the drastic cuts that have taken
place to the 7(j) funds? Did you measure that?

Mr. CZERWINSKI. We did not look at what impact the cuts in 7(j)
funds had, but we would suggest that the SBA should take the
model that we provide, and use that model to come up with a budg-
et. I suspect that when all is said and done, yes, it will take more
resources, but we think the SBA could then have a compelling case
for asking for resources.
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Senator KERRY. Good. Well, I will be interested to hear their
point of view on that, but that sounds like a fair observation in the
abstract, if you are acknowledging that it may take some additional
resources.

Mr. CZERWINSKI. Absolutely.

Senator KERRY. Thank you, Mr. Chairman.

Chairman BOND. Thank you, Senator Kerry.

I have asked Senator Enzi to go participate in the vote and come
back so that we will have minimal disruption, and then you and
Senator Enzi can carry on, but I will ask a few more questions be-
fore I have to go to vote.

Mr. Czerwinski, I had a number of questions about the 8(a) pro-
gram. I believe you have addressed those in your testimony. Since
1992, the GAO reported that only a small number of firms partici-
pating in the 8(a) program received most of the 8(a) awards. Now
the SBA reports that it has reduced the concentration of 8(a)
awards among the top 10 firms by 40 percent between fiscal years
1997 and 1998. Has the concentration of contracts among a small
number of firms really improved?

Mr. CzerwINSKI. Concentration was a problem and still is a
problem. There are two points that I would like to make on the
measure that the SBA uses.

For one, the SBA talked about the top 10 firms. If you will recall,
there are 6,000 firms in the program. I think the SBA needs to
have a deeper measure than 10 of 6,000 firms. That is why, when
we talked about concentration, we talked about 50 percent of the
firms and what kind of coverage they have. In addition to that, the
SBA’s number talks about 1997 to 1998. Preliminary numbers for
1999 indicate that the trend has reversed and that concentration
is pretty much where it was.

Chairman BOND. So a small number of firms are really winning.
Can you give us an idea of what would be a cutoff? How many con-
tracts are going to a small number of firms?

Mr. CZzERWINSKI. We found there are $6 billion contract dollars.
But the key is dollars.

Chairman BOND. Dollars, yes.

Mr. CzERWINSKI. That is what drives these folks. Dollars, not
numbers of contracts. There are $6 billion being made in contracts
annually. There are 6,000 firms out there competing for those. We
found that approximately 200 firms got $3 billion.

Chairman BOND. Wow.

Mr. CZERWINSKI. So the other 5,800 got the balance. Of those
5,800 that got the balance, we found that 3,000 got none at all.

Chairman BOND. So 200 shared in $3 billion.

Mr. CzerwINSKI. That is correct.

Chairman BoND. The SBA, I believe, would state that the Agen-
cy could have access to better data under the 8(a) program if Con-
gress were to permit it to move forward quickly on systems mod-
ernization. Let me ask about the systems. Has the SBA made suffi-
cient progress in its information technology planning so that we
can be assured that such funds will be used effectively and effi-
ciently, or do you believe it is time to move ahead?

Mr. WILLEMSSEN. We still have 13 outstanding recommendations
related to SBA’s planned loan monitoring system. Eight of those
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focus particularly on the system, five on more cross-cutting areas.
The SBA is committed to implementing the majority of those rec-
ommendations. Just within the last week, they have again supplied
us with a great deal of information that we are currently analyzing
to make judgments as part of our ongoing review as to whether
they are ready or not.

Chairman BOND. You examined, Mr. Willemssen, several projects
on information technology. Is there a problem with a lack of docu-
mented practices and procedures and does that have any impact on
cost increases, schedule delays, or unacceptable performance?

Mr. WILLEMSSEN. When these generally accepted procedures and
practices are not in place, it can have an impact. We have identi-
fied a couple of examples. For example, there was an effort known
as Smart Stream within the CFO’s office where about $2.4 million
was spent on a commercial off-the-shelf package for personnel ac-
tions, financial management, and procurement. That encountered a
lot of software problems. The personnel component was abandoned
after 18 months and the other two components were never imple-
mented. So that is just one example of why it is important to have
routine procedures in place so that there is a way of doing business
to avoid situations such as that.

Chairman BoND. To give me a better understanding, what kind
of procedures would you have proscribed that would likely have
avoided essentially wasting $2.4 million?

Mr. WILLEMSSEN. Yes, Sir.

Chairman BoND. What kind of procedures were not in place that
should have dealt with that?

Mr. WILLEMSSEN. Before major information technologies are em-
barked upon, there is a process where top leadership buys in and
says, “Yes, we want this particular project. It is clearly worth the
cost. It links to the mission we want to achieve. The risks are man-
ageable. Let us go ahead with it.” Once that project is initiated,
there needs to be continued monitoring of that project. To the ex-
tent that it gets off the rails, gets off track, there needs to be cor-
rective action. And then once the project is implemented, you need
to do a post-mortem assessment to see if it is indeed fulfilling the
goals that were intended.

Without that kind of process, every project can get started with-
out the kinds of controls that are necessary. Additionally, software-
intensive projects need those kinds of controls to reduce the risk
that they also will be over cost and not come in on budget.

Chairman BOND. Obviously, we are at the post-mortem state on
that software package. That fell off the rails. Did the SBA fail by
not having the top level people implementing the system buy into
the process or where was it that it went wrong?

Mr. WILLEMSSEN. Yes, not looking at it from an investment man-
agement perspective, not having software acquisition practices in
place, and then making sure that it could operate in an integrated
fashion with the other systems that the SBA had.

Chairman BOND. Given the concerns you outlined and the re-
ports that you gave us that are documented on this chart, I am
concerned that some of the deficiencies could adversely affect the
SBA’s ongoing development of its loan monitoring system. Is this
a reasonable concern?
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Mr. WILLEMSSEN. It is a reasonable concern and it is the primary
reason why planning for the loan monitoring system has been
stretched out to some degree. The SBA, I believe, has been very re-
sponsive to issues that we have raised. We, along with the SBA,
do not want to see a failure as it pertains to the loan monitoring
system. We want it to be done right, and clearly, the SBA does, too.
So they have taken the extra step. They have not bitten off too
much at one time. They are taking a piecemeal approach to try to
do it right. By not having those instituted processes in place, it
therefore has stretched out a little bit longer than probably the
SBA would have liked.

Chairman BOND. In response to the GAO report, the SBA states
that it has been recommended that the SBA adopt practices not
utilized by other Federal agencies, and, therefore, comparing the
SBA with other agencies, there is not a problem with SBA current
practices.

Let me ask you a three-part question. First, what are the stand-
ards against which SBA performance is judged and are these rea-
sonable for a Federal agency to follow? Second, is the SBA’s claim
true that the GAO conducted its study based on standards that are
ideal rather than practical? Third, should we in Congress be satis-
fied if it is true that the SBA performs as well as other Federal
agencies with respect to IT?

Mr. WILLEMSSEN. Taking your first question, we used a range of
criteria in assessing the SBA. Generally speaking, what we consid-
ered is standard industry practice, in addition to legal and regu-
latory requirements. The Clinger-Cohen Act, passed in 1996, was
a major piece of criteria that we used, the intent of the Act is to
try to end the cycle of failures of information technology projects.
We also used guidance from the Software Engineering Institute as-
sociated with Carnegie-Mellon University, specifically in the soft-
ware development and acquisition area. We also used guidance
from the IEEE, also the National Institute for Standards and Tech-
nology, and OMB guidance.

So there is a range of guidance out there. We have used this
guidance for some time. The part of our report today that is a little
different is the display of the circles. That was a prototyping effort
as part of this project we did at the SBA.

But I think the criteria are generally accepted. It provides the
SBA with a road map for where they need to go to better manage
information technology. I think these are the appropriate criteria
to use. I would be the last person to say that the criteria should
be the standards other Federal agencies are adhering to because
having done this for the better part of the last 20 years, I can tell
you, we repeatedly see problems across government. Therefore, I
would not hold Federal agencies out as the standard. We need to
strive beyond that and go to generally accepted practices and what
the industry sees that should be done.

Chairman BOND. One quick anecdote. When I came to the Senate
in 1987, the young people that came with me who had been using
information technology with me previously during the campaign
had to forget their skills and move backward several generations
to deal with the equipment that we had in the Senate.
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With that, let me turn the gavel over to Senator Enzi. I will re-
turn but meanwhile, we will keep the hearing going. Thank you
very much.

Senator ENZI [presiding]. I always enjoy hearing those words
“generally accepted.” Of course, I like “accounting practices” to be
thrown in there.

I do not have any more questions for this panel. If anyone does,
everyone has the opportunity to submit some additional post-hear-
ing questions. So we thank you for your testimony and your an-
swers to the questions.

Senator ENZI. At this point, we will go to the Administrator of
the Small Business Administration, Aida Alvarez. We appreciate
her attendance this morning and her participation.

But first, we will have a short recess.

[Recess.]

Senator ENZI. I call the hearing back to order and turn it over
to Administrator Alvarez for her testimony.

STATEMENT OF THE HONORABLE AIDA ALVAREZ, ADMINIS-
TRATOR, SMALL BUSINESS ADMINISTRATION, WASHINGTON,
D.C.; ACCOMPANIED BY PETER McCLINTOCK, DEPUTY IN-
SPECTOR GENERAL, SMALL BUSINESS ADMINISTRATION,
WASHINGTON, D.C.; JAMES BALLENTINE, ASSOCIATE DEP-
UTY ADMINISTRATOR FOR GOVERNMENT CONTRACTING,
MINORITY ENTERPRISE DEVELOPMENT, SMALL BUSINESS
ADMINISTRATION, WASHINGTON, D.C.; AND KRIS MARCY,
CHIEF OPERATING OFFICER, SMALL BUSINESS ADMINIS-
TRATION, WASHINGTON, D.C.

Ms. ALVAREZ. Thank you so much, Senator. I appreciate the op-
portunity to speak on behalf of the SBA. I have lengthy testimony
which hopefully will be entered into the record.

Senator ENzI. Your entire statement will be included in the
record, without objection.

Ms. ALVAREZ. I would rather make more informal remarks. First
of all, I want to begin by joining with the others in expressing my
heartfelt sense of loss at the passing away of Senator Coverdell,
who was a good man and a very important Member of the Com-
mittee. He will be missed. I want to extend the condolences of the
SBA family to the Coverdell family.

Senator ENzI. Thank you.

Ms. ALVAREZ. 1 also, Senator, want to thank you for the time
that you have taken on GPRA and the really very good meeting
that we had at the SBA. I appreciated your coming to the SBA and
just taking the time. I know how busy you are, but I think it really
is just a mark of the priority that you give to this sort of thoughtful
process, and I look forward to working with you and moving for-
ward. We do take GPRA and these planning processes very seri-
ously.

I also want to comment that I shared David Walker’s feeling that
the relationship between the SBA and the GAO has been a very
constructive one. I would say it has been a win-win relationship.
We take their expertise and their dedication very seriously and I
believe that they have felt that we are eager to be responsive. So
it has been a win-win situation for us.
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Many of the findings in the audits were the outcome of a joint
effort between the SBA and the GAO. They obviously arrived at
those conclusions as a result of the collaboration, so there really
were no surprises, and I would say in most cases, we shared their
conclusions and are looking to implement their recommendations.
In some cases, we have been implementing them all along. So that
is where we are with respect to this process.

I thought that it was significant in appreciating the importance
of these audits to put them in the context of the bigger picture, be-
cause in the end, as has been said here before and as Mr. Walker
said, we are here to serve the public. Ultimately, it is about out-
comes and how effectively we serve the public and so for all the im-
perfections of trying to run an agency with many employees and
particularly in a time of transformation, I think that this hearing
offers us the opportunity to reflect on some very significant accom-
plishments that have occurred on behalf of small business.

I think the best way to gauge performance is by looking at the
results, and so I also brought some charts so that we could look at
the results of the SBA’s activities over the past decade.

To begin, I think it is important to note the kind of loan activity
that has occurred over this decade. This first chart shows the dra-
matic increase in SBA loan activity over the decade. Since 1993,
the SBA has helped about 375,000 small businesses get more than
$80 billion in loans. Important to note, that is more dollars than
in the previous 39 years combined, and so many of those loans are
going to those in greatest need.

I want to thank Senator Kerry for his sponsorship of the New
Markets legislation. I am very pleased that there is action planned
in the Senate on New Markets legislation and that the Chairman
has scheduled a Senate Small Business Committee markup on the
New Markets venture capital and BusinessLinc legislation for next
Wednesday. I really am hopeful that the Congress will enact this
bipartisan proposal this session. It is very important to Americans
around the country.

The second chart points out the ways in which we have helped
those borrowers who in the past were underserved. Loans to
women, for example, between 1973 and 1989, we made 57,000
loans worth $5.7 billion. In just the past 7 years, more than 80,000
loans to women worth over $12.2 billion. That is more than double
the previous 19 years combined. I think that again is a mark of ef-
fectiveness and success.

Loans to minorities, this chart shows that in just the past 7
years, we have made nearly 80,000 loans to minorities, more than
$18 billion, again, more than doubling the previous 39 years.

In the area of venture capital, the next chart shows the out-
standing growth of our Small Business Investment Company pro-
gram. Since its beginning in 1958, the SBIC program has put al-
most $30 billion in venture capital financing in the hands of small
business owners. About two-thirds of the $30 billion has been in-
vested since 1993.

The following chart shows that this program, the SBIC program,
is remarkable in many ways. For example, since 1995, it has re-
turned $224 million in profits to the taxpayers through the partici-
pating securities program. These are dollars that have gone back



285

into the Treasury. And if you think of the cost of this program,
$224 million actually would cover 9 years’ worth of costs of the
SBIC program. So this is a program that more than pays for itself.

In the area of 8(a) contract awards, and I know we will be talk-
ing more about that, we can judge performance by results. The 8(a)
program has delivered. As you can see, during this time the total
Federal contracting picture has remained stable, there really has
been very little growth in Federal contracting, there has been gov-
ernmentwide downsizing of contracting personnel. There has been
acquisition reform. There has been contract bundling. All of that
notwithstanding, the 8(a) contract awards increased 81.5 percent,
from $3.4 billion to $6.2 billion.

Doing more with less, I think that is a good way to describe what
the SBA is doing. The next chart demonstrates that over the past
decade we have reduced our staff level by approximately 24 per-
cent, from just over 4,100 employees to around 3,100 employees in
1999. Again, bear in mind that at the same time, the SBA loan
portfolio has doubled from $25 billion in 1993 to nearly $50 billion
in the year 2000.

Providing more loans at less cost to the taxpayer. I think this
chart is really illustrative of the terrific bargain that the SBA rep-
resents to the public. Not only are we doing so much more, dou-
bling our portfolio, but since Federal credit reform was enacted, the
cost to taxpayers of SBA loans has gone down from almost $5 per
$100 loaned in 1992 to a little over %1 today. Today, a $1.16 is the
cost of lending $100 in the SBA program.

Everybody likes report cards and everybody likes to see “A”s on
their report cards and we have been talking about the use of tech-
nology as a very important part of the future of all businesses and
government. The SBA has a terrific report card on our website. You
can see that ours is an outstanding award-winning website. Forbes
rated it as one of the best of the web in the year 2000. Lycos listed
it in its top 5 percent. The comments are outstanding, and so it
should be no surprise that the SBA website has crossed a new
threshold and we are now receiving an amazing 9.5 million hits per
week on our website.

Of course, we are very proud of our four clean, or unqualified fi-
nancial audit opinions, because throughout this period of growth,
when things can sometimes get very demanding and slip through
the cracks, we have maintained a strong commitment to the safety
and soundness of our portfolio. Additionally the SBA was the first
Federal Credit agency to receive an unqualified opinion on its fi-
nancial statements and it is the only Federal credit agency to re-
ceive unqualified opinions 4 years in a row.

So I think you can see that we have been taking care of business.
We have been keeping our eye on the important mission of the
SBA, helping small businesses succeed. There is certainly room for
improvement and that is why we welcome this hearing, we wel-
come the insights of the GAO, and we are looking forward to get-
ting better all the time.

Thank you, Mr. Chairman. Thank you.

Chairman BOND [presiding]. Thank you very much, Madam Ad-
ministrator, and thank you very much for joining us today and for
staying with us as we went through the recommendations. I con-
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gratulate you on the “A” report on the website and the clean audits
and I think that you should be gratified, as I was, to hear from the
General Accounting Office. They felt that there was a constructive
working relationship, and while there are problems, they indicated
that the SBA is working with them and we hope that after the root
canal is completed that this will enable you to improve the per-
formance of the Agency.

I apologize to my colleagues. We did not get the testimony until
last night, so we will make your full testimony a part of the record
and we will keep the record open for any questions that other Com-
mittee Members may have.

[The prepared statement of Ms. Alvarez follows:]
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STATEMENT OF
AIDA ALVAREZ
ADMINISTRATOR

U.S. SMALL BUSINESS ADMINISTRATION

Good Morming Mr, Chainman, Senator Kerry and members of the Committee.
Thank you for inviting me to testify this moming. 1 am proud to be accompanied today
by members of the U.S. Small Business Administration’s management team. It is their
hard work that makes SBA successful in meeting the needs of America’s small
businesses.

Record Small Business Growth and the Transformation of the SBA

The United States is enjoying one of the most robust economic growth periods in
its history. More than 22 million new jobs have been created in the United States since
1992. we have the lowest unemployment and inflation rates in decades, and productivity
gains from expanded use of technology have helped send the stock market to new highs.
Corporate profits and individual wealth hiive increased, creating a Government surplus
that was unthinkable a few years ago. Although not every segment of society has shared
equally in the fruits of this prolonged economic expansion, the United States economy is
arguably the most robust in the world, becoming more diversified, more global, and more
technological.

The extraordinary economic growth over the past decade has been fueled in large
part by growth in the small business sector. There are now more than 25 miilion smalil
businesses in the United States. 5 million more than in 1990. and the tmost in the U.S.
ever. In fact. almost a quarter of U.S. housgholds own a business, are starting a business,
or are investing in someone else’s business.

According to research done by SBA’s Office of Advocacy, small businesses -

e Represent 99 percent of all employers and 52 percent of the private workforce;

e Employ 38 percent of the private workers in the high technology field;

Provide virtually all the net new jobs;

Provide 51 percent of private sector output;

Provide 35 percent of all Federal contract dollars;

Represent 97 percent of all exporters, with the number of small business exporters
doubling during the five year period from 1992 to 1997,

And provide more than half of all innovations.
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The SBA was created nearly 50 years ago to ensure a strong and vibrant small
business sector. Many things have changed m the half-century, but cur mission stays the
same — to help small businesses start, grow and succeed. The Small Business Act states,
“It is the declared policy of the Congress that the Government should aid, counsel, assist,
and protect, insofar as is possible, the interests of small business. ...to maintain and
strengthen the overall economy of the Nation.” Congress understands that a vibrant small
business sector is at the core of our economic growth and to the extent that SBA furthers
this econamic growth, its support of small business is in the best interest of every citizen.

The New SBA

SRA’s workforce and the way we deliver programs have changed dramatically in
the past decade, too. Since 1990, our loan portfolio has grown from $17.5 billion to
about S5C billion. At the same time the number of our employees has decreased 22
percent.

Mr. Chairman, there are still places in America where small firms have not fully
participated in the nation’s phenomenal economic recovery. We are committed to
helping these new markets gain access to our programs and services. As a “gap lender”
that is addressing imperfections in the private market system, SBA has developed
aggressive multi-year lending goals to guide our efforts. In addition, we will continue to
work in partnership with major businesses, civic and trade associations, and local
community groups to take advantage of their skills in reaching those small firms that
need the most help. A big part of our mission will be to draw these groups into the
mainstream of the American economy as envisioned in the Administration’s new markets
strategy.

Working closely with the Congress, SBA has recognized where the private sector
could perform our tasks more efficiently, and has contracted out or delegated those
activities, SBA is delegating greater authority than ever before to its lending partners.
This transition permits greater use of staff for community outreach and greater attention
to more complicated loan matters. Most importantly, according to our auditors, we are
making the transition in a manner that is financially safe and sound.

Improved Financial Management

SBA received a clean opinion in its FY 1999 financial audit report, the highest
rating an cntity czn receive. This was the fourth vear in a row SBA attained this rating.
SBA remains the only Federal credit agency to recetve four clean opinions. As you know
we completed our first asset sale last fall and enjoyed great success. We realized an
estimated $90 million premium over what SBA would have received had we held the
loans to maturity. On August 1 we will hold our second sale closely followed by a third
in December 2000

Additionally, since late FY 1997, SBA has taken the lead in the Federal
government 1o begin the impiementation of an enhanced internal control program using
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the Committee of Sponsoring Organizations of the Treadway Commission (COSO)
guidelines. The COSO program provides for a more rigorous level of internal control
awareness and processes than are currently required in the Federal Government. These
guidelines also are used by commercial banks and other large financial organizations.
SBA is well on its way to fully implementing these guidelines, and has committed to
being fully COSO-certified by FY 2002 as part of its GPRA strategic plan.

We are emphasizing the importance of improved intemai controls and program
oversight. We are upgrading and modernizing our information systems, offering every
small firm electronic access to our products and services to extend our outreach and offer
more customer-driven assistance. And we are transforming our workferce to meet the
challenges of the new knowledge-based economy.

We have laid out an aggressive agenda to improve our internal management in the
President’s FY 2001 budget. We requested $13 million for systems modernization to
improve our lender oversight, risk management, and program evaluation activities; $7
million for information technology infrastructure support; and $4 million to train and
transform our workforce. Funding these activities will help SBA address the challenges
the General Accounting Office is reporting on today. Mr. Chairman, we need your help
and that of the other members of the Committee in supporting our request for FY 2001

It has been a period of astounding growth and change. And throughout, SBA,
working with this Committee, has adapted its products, its services and its operations to
contribute to the overall growth and vibrancy of the small business sector. The legislative
structure of SBA’s programs has changed significantly in the past decade. Dozens of
changes in SBA’s programs have passed the Congress and been signed into law.

Fair, Effective Oversight

Congress. the Executive Branch, and the American public are all looking for
better ways to assess the effectiveness of government programs and the value added by
our use of taxpayer resources. The Congress has passed several laws over the past
decade to provide a framework for measuring results:

in 1990, the Chief Financial Officer’s Act;

in 1992, the Credit Reform Act;

in 1993, the Government Performance and Resuits Act;

in 1996, the Clinger-Cohen Act and the Federal Financial Management

Improvement Act;

e in 1997, PL.105-135, SBA’s Reauthorization Act, calling for the completion
of eight planning steps for SBA’s Systems Modernization Initiative;

s in 1999, the Senate Governmental Affairs Committee, working together with

GAO and the Government’s Inspectors General, began monitoring high-risk

areas and major management challenges of every federal agency.
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Even before the commencement of the comprehenstve assessment requested by
you, Mr. Chairman, GAO was very active at our agency. Over the past year the GAO has
conducted or 1s in the process of conducting 41 audits or reviews of SBA programs and
processes. Begimming a year ago, in July of 1999, SBA began meeting with the GAO
staff about information Technology, and in August of 1999 about human capital and the
8{a) program. Currently, GAQ has 20 open audits at SBA. During the last three fiscal
years. GAQ has completed roughly 10 times more audits of SBA per FTE than in the
government as a whoie. During this same period, GAQ has completed roughly 25 times
more audits of SBA per SBA’s budget appropriation dollars than in the goverumentas a
whole.

Mr, Chairman, the audit activity at SBA is not without an impact on the staff and
operations of our agency. Since August of last year, we have kept records of the
documents requested for the comprehensive assessment. This is exclusive of the many
audit activities underway by our agency’s own Office of Inspector General (OIG) and the
oversight reviews requested by the Senate’s Committee on Governumental Affairs and the
House Government Reform Committee; by the Senate and House Small Business
Commitces: and by individual members of Congress.

Since last summer, SBA’s senior managers and their staff — the same people
responsibie for running SBA’s programs day-to-day and serving the public - have spent
thousands of hours working on these audits. In the past year SBA has provided 799
documents to the GAO or 25,338 pages of material. In the past year alone SBA has spent
approximately $180.000 providing information to the GAO.

Mr, Chairman. [ believe in proper and prudent oversight. When I came before
this Committee for my confirmation, I stressed my commitment to improving oversight at
the SBA. During my tenure we created the Office of Lender Oversight and completed
the first evor examination of all 14 Small Rusiness Lending Companies. The second
round of examinations is nearing completion. Prior to 1998 only three examinations had
been conducted. -

in FY 1998, $BA fully implemented a comprehensive Preferred Lenders Program
(PLP} roview process. All PLP lenders that made a loan in FY 1998 or 1999 have been
reviewed. Currently, SBA is conducting its third round of reviews.

Because ] feel so strongly that proper oversight is important, [ met with GAO
Comptrotler General David Walker to discuss the comprehensive audit they were
beginning. My senior staff — Deputy Administrator Fred Hochberg, Chief Operating
Officer Kris Marcy, and Chief Financial Officer Joe Loddo — joined me at that meeting,
Mr. Walker's senior staff was also present. We wanted to understand the scope of their
planncd body of work and the requirements for the compilation of data that would be
required of SBA staff.

{ believe the success of government programs needs to be measured at SBA in
terms of SBA's misston, by the customers we serve, and our accomplishments. [also
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believe that oversight needs to be balanced and fair. The Government Performance and
Results Act (GPRA) provides a framework for doing this. Let me share some of our
accomplishments with you.

Accomplishments on Behalf of America’s Small Businesses

® Since 1992, the SBA has helped almost 375,000 small businesses get more than $80
billion in loans, more than in the entire history of the agency before 1993. No other
lender in this country - perhaps no other lender in the world - has been responsible for
as much small business financing as the SBA has during that time.

e Since 1958, SBA’s venture capital program has put almost $30 billion into the hands
of small business owners to finance their growth. Well over half of that amount has
been invested since 1992, in more than 13,000 businesses.

e Last year. the SBA approved $3.4 billion in loans to more than 12,000 minority-
owned businesses. three times the amount approved in 1992, The $3 4 billion
amounts to almost 28 percent of all SBA loan dollars last year, a record.

e Since 1992, the SBA has approved more than $18 billion in loans to nearly 80,000
minority-owned businesses, more than double the amount recorded during the entire
previous history of the Agency.

o We've reduced our staff level by 22 percent over the past decade, from just over
14,100 employees in 1990 to around 3,100 in 1999. At the same time, we’ve
dramatucally increased the size of our loan portfolio. In fact, from 1953 to 1993,
SBA’s portfolio grew to $25 billion. From 1993 through 1999, the portfolio nearly
doubled-to about $50 billion.

e Since 1994, more than 140 new Small Business Investment Companies (SBICs) have
been licensed with initial private capital exceeding $2 billion. more than the total
private capital raised in the prior 35-year history of the program. Those SBICs
participated in an estimated 53 percent of all institutional venture capital financing
deals in the U.S. in FY 1999.

e In addition to financial assistance, SBA offers business development services to
between 900,000 and 1 million small businesses each year through the Small
Business Development Centers (SBDCs), SCORE, Women's Business Centers and
others.

e At the beginning of the decade, the Internet as we know it did not exist. Today, SBA
has an award winning website that offers entrepreneurs free online business planning
and other valuable assistance. SBA’s website receives over 9 million hits per week.
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e SBA made more than 7,300 disaster business loans for more than $402 million.
These loans have enabled businesses to rebuild, saving almost 35,200 jobs. In
addition. SBA has made almost 29,000 home disaster loans for $534 million.

e SBA just conducted its first sale of business loans to the private sector, and realized
an estimated $90 million premium over what SBA would have received had we held
the loans to maturity.

« Our ongoing systems modermnization initiative will completely overhaul our
programmatic, financial and management systems, resulting in better data collection
and greater ability to measure the impact of SBA’s programs.

e SBA represents less than 5/1 00" of one percent of the federal budget and the yearly
taxes paid by just one of our success stories, Intel, more than pays the costs of
running the Agency's annual budget.

As we have noted above, SBA is a strong and vibrant advocate for America’s
small businesses. It is our mission and our goal to ensure that small businesses are
provided the opportunity to fairly compete in our free market system. QOur economy is
growing and expanding like no other in history, while federal agencies are required to
operate more efficiently. Therefore, it is imperative that SBA reinvent itself to ensure
that America’s small businesses are able to succeed. We are confident that SBA is
properly undertaking reasonable and effective measures that ensure our mission, goals,
and objectives in the 21% Century.

Now Mr. Chairman, I would like to address the specific program areas that I was
invited to testify about.

The 8(a) Business Development Program

The History & Mission of the 8(a) Business Development Program

The 8(a) Business Development Program was created by the Congress to promote
and assist sociaily and economically disadvantaged individuals in gaining access to the
resources necessary to develop small businesses, and thereby improve their ability to
compete on an equal basis in the mainstream of the American economy. SBA fulfills this
mission through national programs that provide marketing, managerial, technical, and
procurement assistance to eligible businesses that help them achieve their competitive
potential. These programs are managed at the national level by the Office of Minority
Enterprise Development, and delivered at the local level through our network of district
offices and resource partners.
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Under Section 8(a) of the Small Business Act, SBA provides access to sole source
and limited competition Federal contract opportunities to eligible firms over a nine-year
program participation temm. Since the inception of the 8(a) program in 1968,
approximately 511,000 contract actions worth approximately $82.2 billion have been
made. While these figures represent a small percentage of total Federal procurement
actions and dollars, they still represent significant success in including targeted
businesses in the Federal market. This success has significantly enhanced participants’
ability to compete in the commercial market.

Over its 31-year history, the 8(a) program has made it possible for many minority
entrepreneurs to enter the Federal marketplace. The program is not a government
"handout” or "giveaway." It is a means by which qualified businesses have provided
goods and services that have met or exceeded market standards and agencies' needs.

Protecting and Strengthening the 8(a) Program

Pursuant to the 1995 Supreme Court decision Adarand v Pena, SBA has taken
necessary and reasonable actions to ensure that the 8(a) business development program is
narrowlyv tailored to the developmental needs of small disadvantaged businesses. In 1998,
SBA issued regulatory changes to strengthen and improve the 8(a) program. These
changes act as a check and balance of business development opportunities, and therefore
require SBA to monitor the contracting activity of 8(a) firms. For example, SBA
regulations require a specific business mix formula for firms in the transitional stage of
program activity, and provide for early graduation and sole source limitations for very
successful firms.

At the same, SBA is reinventing how 8(a) firms receive contracting business
development assistance. For example, SBA allows successful firms (either small or Jarge)
to "partner” with new 8(a) firms through a méntor-protegé relationship. The new
regulations also mcreased small business access to federal contracting opportunities by
making it easier for firms to affiliate and compete for large contracts. In addition, the
changes provided for more equitable distribution of contracts by imposing stronger
competitive mix requirements and restrictions on sole source contracts.

In 1998. SBA took a major step in improving the program by delegating 8(a)
contracting authority to substantially all Federal acquisition agencies. This allowed SBA
to eliminate any unnecessary time-consuming district office intervention in the
acquisition process. By streamlining the 8(a) contracting process, we have made the
program more timely and efficient, increasing its attractiveness as a contracting vehicle
for procuring agerncies.

While these changes to the 8(a) program were significant, other changes in
Federal procurement environment have made it easier for contracting officials to buy
goods and services more quickly and efficiently under a variety of new acquisition
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mechanisms. Procurement reform has transformed the Federal government’s $200 billion
a year acquisition system and dramatically changed the way the government buys its
goods and services. In today’s dynamic procurement environment, as agencies downsize
due to budget cuts and streamline procurement processes, we have seen an increase in
contract bundling and the use of Multiple Award Contracts, Government-Wide
Acquisition Contracts (GWACs), Federal Supply Schedules, and credit card purchases.
Before I discuss the steps we are taking to increase opportunities for 8(a) firms, let me
place levels of 8(a) contracting activity in perspective.

The total value of Federal procurements has been relatively stable over the last
decade. increasing from $191.2 billion in FY 1990, to $198.8 billion in FY 1999. In the
same period, 8(a) contract awards increased 81.5%, from $3.4 billion to $6.2 billion. In
relative terms, 8(a) awards increased from 1.8 % of total procurements in FY 1990, to
3.1%in 1999. In the post acquisition reform environment, the impact of changes in the
marketplace upon 8(a) firms becomes clear. For example, 8(a) awards declined from $6.4
billion or 3.2% of total procurements of $197.6 billion in FY 1996, to $6.2 billion, or
3.1% of total procurements in FY 1999.

We believe that providing contract assistance is an essential component of the
business development services that we provide to 8(a) firms. The GAO survey confirms
this in finding that 86 percent of the firms joined the program to obtain 8(a) contracts,
while 22 percent joined to learn more about management.

The SBA is taking steps to further improve the 8(a) program in order to increase
contracting opportunities for 8(a) firms. In June, SBA entered into a Memorandum of
Understanding with the General Services Administration (GSA) that allows for blanket
acceptance of the GSA’s Multiple Award Schedules Program under the 8(a) program.
This blanket acceptance provides for a streamlined approach for agencies to award orders
to 8(a) firms under the schedules program. Agencies will also be allowed to take credit
for orders to 8(a) firms towards their 8(a) goals. This action, and others like it, will
increasc 8(a) firms' access to opportunities in Federal procurement.

We are aggressively marketing the 8(a) mentor-protégé program. Through this
program, 8(a} firms can enter into strategic alliances that enable them to compete more
successtully for larger requirements than they could on their own. To date, we have
approved 60 méntor-protegé agreements that will provide contracting opportunities for
8(a) tirms.

In addition to improving the 8(a) program, we are simplifying the application
process. Specifically, we are developing a combined 8(a)/small disadvantaged business
(SDB) application to make it easier for firms to apply for the 8(a) and small
disadvantaged business programs. We plan to automate the application and include a
decision support module that will allow for approval on-line over the Internet. This will
be implemented in accordance with a strategic information technology plan for our
procurement assistance programs that we are now developing, as noted previously.
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Tracking Assistance Provided to 8(a) Firms

The GAO report states that SBA remains unable to track technical assistance
provided to firms. SBA developed and pilot tested a Business Assessment Tool (BAT) in
1998 and 1999. The BAT is a software tool that includes a series of questions to help
district offices assess the technical assistance requirements of 8(a) firms in the
developmental stage. We are now assessing the outcome of the pilot test to determine if
the tool should be used to determine business development requirements, and to track the
assistance provided to 8(a) firms. There is no guestion on the part of GAO or SBA that
we must make significant improvements in this area.

SBA is embarking on an agency-wide systems modernization initiative to re-
engineer its business processes to better service its customers. We have begun the
planning for the re-engineering of the systems that support the 8(a) program, including
the need to develop a system to track the assistance provided to our 8(a) firms. This is
part of Phase III, which addresses entrepreneurial development and pracurement
assistance.

Measuring Program Performance

The GAO notes that SBA changed its program performance goals for the 8(a)
program in its FY 2001 Annual Performance Plan to focus more on the business
development. The GAO audit indicates that this is an output rather than an outcome
measure and is weaker than the previous measure. Up until the current performance plan,
SBA measured 8(a) program success solely in terms of the number of 8(a) firms that
continued business operation 3 years after leaving the program. It should be understood
that 15 U.S.C. § 636()(16)(B)(iii) requires that we include such information in an annual
report to Congress. This requirement is codified in SBA's regulations at 13 C.F.R
124.603. Tt is notable that in our FY 2000 Annual Performance Plan we had established a
goal of 50% for this measure. In fact, we realized a success rate of 52% for firms exiting
the program in the period FY 1997 - FY 1999. and a rate of 63% for firms exiting the
program in FY 1999. By statute and regulation, we must continue to collect and report
this information.

With our FY 2001 Annual Performance Plan we have strengthened, not diluted,
the tools by which we judge 8(a) program success. We have added a second measure to
focus on business development. We also define program success as the number of 8(a)
firms that complete the 9-year program term and receive business development
assistance, including both management and contracting assistance. The two measures,
one dictated by statute and regulations, the other included in our Annual Performance
Plan, when taken together, will help us better assess the overall 8(a) program
performance.
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Reassess Use of 7(j) Funding

Under section 7(j) Management and Technical Assistance Program, SBA provides
management and technical assistance to socially and economically disadvantaged
individuals and businesses, both 8(a) and non-8 (a); in areas of high unemployment or in
areas with a high concentration of low-income individuals. Participants in the 8(a)
program comprise the largest percentage of 7(j) program users. SBA awards cooperative
agreements to both public and private organizations for the delivery of program services.

As indicated in the GAO report, funding for the 7(j) program, our primary source
of funding for technical assistance and training of 8(a) firms, has decreased significantly
over the last 10 years. The funding from fiscal years 1990 through 1995 averaged
approximately $8.4 million per year. From fiscal years 1996 through 1999, funding for
7(j) averaged about $2.8 million per year, well below SBA’s budget request. Because of
the decreased funding, we have been unable to provide technical assistance and training
to many §(a) firms.

The majority of the funding has been used to support our Executive Education
Program. which services only a limited number of program participants. We agree that
we should enhance the training component of the 7(j) program to focus on both
management and contracting assistance. However, due 1o budget constraints, we have
been unable to provide a broad spectrum of tailored management and technical assistance
to 8(a) tirms. For example, we have been unable to implement a program that would
provide vear round training to more 8(a) participants.

We agree with the GAO that continuous assessment of the needs of 8(a) program
participants is essential to determining what types of management and technical
assistance we offer under 7(j) authority. When the GAO review began, SBA was
designing a survey instrument for the 8(a) program that would be administered to our
district otfice managers and 8(a) program staff and to 8(a) firms. Due to budget
constraints. we elected to delay issuance of our survey to 8(a) firms. However, during the
next fiscal year. we will reconsider this survey to help us assess the deployment of 7(})
resources. We are not satisfied with our efforts in this area and agree with GAO that
much more needs to be done.

Information Technology Management at SBA

For more than four years. even with lean budgets and the compelling urgency of
the national Year 2000 conversion effort, SBA has been steadily on the path to
modernizing its information technology systems and decision support processes. While
much remains to be done, the Agency has been busy and productive in the information
technology arena.

Since Systems Modernization is so critical to SBA’s success over the next several
years. | would like to expand on this subject for a moment. Systems modernization is a
key success factor for SBA in the 21* century—an agency that delivers sophisticated,
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efficient, and cost-effective services to small business customers and to SBA’s lending
and other resource partners. The SBA vision statement reflects the commitment to
provide:

o Cross-functional products and delivery svstems;
> Customer-oriented programs to resource partners;

¢ Anagency without barriers providing products to customers 24 hours ner day, 7
days per week, from various sources; and

e A highly trained and motivated staff.

¥,

T order to implement this modemization plan, the SBA is committed to investing
the necessary resources into the development of imoroved business processes and
supperting information technology (IT) systems. As part of this objective, SBA is
determined to manage itself to the highest industry standards for intemal controls, risk
management. and oversight.

To achieve these standards. SBA has embarked upon a multi-year systems
modemization project. called the SMI. SBA has elected to divide SMI into three
overlapping phases:

e Phase [ -- Loan monitoring and lender oversight
+ Phase I -- Financial management and disaster lending

o Phase III -- Government contracting, business development administrative systems,
Small Business Investment Companies (SBIC), and Surety Guarantee Systems.

To effectively manage this complex transition, and ensure that the resources this
effort will take are properly planned and controlled, SBA has been working to improve
its IT investment management and control processes, in accordance with the Clinger-
Cohen Act. The Agency established its IT capital planning review body, the Business
Technology Investment Council (BTIC) in May 1997, shortly after passage of the
Clinger-Cohen Act. The Council, chaired by SBA’s Chief Information Officer, is
comprised of the Deputy Administrator, the Chief Operating Officer, Chief Financial
Officer, the General Counsel, SBA’s Chief Acquisition Officer, all four Associate Deputy
Administrators and two District Directors. The Council has met regularly since then and
is now playing an active role in reviewing proposed IT projects and controlling costs by
insisting on the necessary levels of planning before making investments. We recently
provided additional contract resources in this area to fully document our IT investment
management and control processes.

We appreciate GAO’s time and effort in reviewing our management of IT and we
believe that their recommendations will help us continue to develop our capabilities in
this area.
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GAQ examined SBA's overall management of information technology (IT) in
five key arcas: IT Investment Management, IT Architecture, IT Software Development
& Acquisition, Information Security and 1T Human Capita! Management. After
commenting on the first draft of their report, SBA largely concurred with GAO’s findings
and reconunendations.

Since late 1996 Congress, GAO and OMB have focused attention on how
agencics manage and control their major investments in information technology. The
Clinger-Cohen Act of 1996 set new requirements for agencies to follow in this area.
SBA has been adapting to these new rules, but not at the rate we hoped to achieve. Year
2000 conversion, for exampie, had to be a priority effort for much of 1998 and 1999, and
resource constraints have also held us back.

Overall, GAQ acknowledged that SBA’s intentions are good and that we have a
good understanding of what needs to be done to sustain and improve our management of
information technology. Qur internal policies, procedures and enforcement tools need to
be formally established. It is these administrative and documentation functions that have
been most affected by resource constraints within the Agency at farge.

IT Investment Management

Investment management is an integrated approach that provides for the
management of IT projects and investments over their entire life-cycle. The investment
management process requires that agencies address three key functions: how projects are
selected, how they are contrelled for cost and performance, and how they are evaluated
afterward to assess their relative success. GAQ determined that while SBA understands
these processes and has made some progress in the selection and control aress, the
Agency needs to establish policies and procedures that fully spell out how SBA will
select. control and evaluate its major IT investments. In some of the projects GAO
reviewed. cartier analysis was needed to show the costs, benefits and risks of proposed
projects and their alternatives. )

SBA awarded a contract in June to Booz Allen & Hamilton, a firm with
recognized expertise in this area. to help us document and institutionalize our IT capital
planning process. The contractor will also conduct training for SBA program managers
in IT capital planning principies. We will have our internal IT capital planning process
fully documented by December 2000,

SBA is treating its most significant IT investments, the Systerns Modernization
Initiative (SMD), which includes the Loan Monitoring System, as a model of how IT
capital planning and implementation should be conducted within the Agency. Al SMI
projects are fully documented in accordance with SBA’s new System Development
Methodology, acquisition planning is performed for each. Investment control reports are
provided to the BTIC at each meeting.
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To date. the Agency has spent over $2 million supporting the necessary planning
and project management activities related to SMI. We believe that these early
investments will help minimize risk and ensure the soundness of our SMI projects as they
continue into development and operations.

Information Technology Architecture (ITA)

An IT Architecture is a complex “blueprint” that defines the relationships among
an organization’s business processes, data needs and information systems. The ITA is
not static; it evolves over time and guides how the Agency buys and develops IT systems
according to technical industry standards, and maintains alignment between systems and
the agency’s missions. GAO acknowledged that SBA had developed its ITA, but
recommended that we establish procedures to ensure that our ITA is properly maintained
and developed over time.

SBA has developed its ITA based on an accepted industry model. GAQO has
indicated that SBA’s ITA meets current standards and that we are one of only a few
agencies of our size to have developed an ITA. From GAO’s report:

“...SBA has made progress with its target IT Architecture by describing its core
business processes, describing data maintenance and data usage, identifying
standards that support information transfer and processing, and establishing
guidelines to migrate current applications to the planned environment.”

SBA will implement full ITA maintenance on October 1, 2000. Key features will
cover “change management” to ensure compatibility between systems, and security
standards encompassing hardware, software and communications.

We have also hired a Quality Assurance Manager and will be selecting an IT
Architecture Manager by August 15, 2000.

To help ensure the operational future of the systems we are planning for
development. we will use the technical evolution path described in our IT Architecture to
develop our [T office automation initiative, the “seat management” proposal.

IT Software Development and Acquisition

To provide the software to support its operations, agencies have two choices: they
can develop software using their own staff or they can acquire software and services
through contractors. Because SBA is a smaller agency, we should be perfecting our skills
as a software acquisition agency, rather than a software development organization. To
manage software acquisition processes, agencies need to establish policies and
procedures and assign responsibilities for how they will do this technically demanding
work. To be successful, an agency needs specialized and well-defined software
acquisition processes, with supporting methods and standards that define its particular
rules. Key processes that must be covered to be successful include requirements
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managerienst, project planning, acquisition planning and contract management, project
tracking and oversight, quality assurance, and configuration management. GAO
recommended that SBA complete its Systems Development Methodology (SDM) ~
which will be our repository for many of these technical requirements-- and establish and
enforce solid procedures for developing and acquiring software through under federal
contracting methods.

The most commonly acknowledged standard for assessing an organization’s
software management capability is the Software Engineering Institute’s Capability
Maturity Model developed at Carnegie-Mellon University. Under this model
organijzations can judge the maturity of their processes and understand the key processes
they need to develop to attain the next higher capability level. There are five of these
“CMM?” capability levels and SBA, like most agencies is at the first level (CMM Level
1}. Our goal is to attain CMM Level 2 — which means our key sofiware rules and
processes are fully documented and repeatable—within two years.

SBA’s Inspector General has audited the SDM, found it to meet current standards,
and requested only minor changes. The proposed SDM is now being used on a daily
basis to govern software processes in the proposed Loan Monitoring System project.

The OCIO is committed to attaining Level 2 of the Software Engineering Institute’s
Capability Maturity Model for Organizations (SEI-CMM Level 2) by Fiscal Year 2002,
resources permitting.  Achieving a SEI-CMM Level 2 rating requires a well-planned and
sustained investment in time, budget, staff and training over 2 to 3 years.

IT Security

Information security covers the ways an organization protects its computer
supported resources and assets. Such protection -- which is largely the outgrowth of
technical tools and organizational practices -- ensures the integnity, confidentiality, and
availability of the data and systems within an organization. Integrity ensures that data
have not been altered or destroyed uniess authorized. Confidentiality means that
information 18 not made availablc or disclosed to unauthorized sources. Availability
means that data will be accessible or usable upon demand by those with authorization.
Key IT security processes include risk assessment, user awareness, controls, evaluation,
and central management. GAO recommended that SBA finalize its IT security policies
and procedures, and establish regular risk assessments of our key systems.

SBA understands how tmportant [T security is. and how critical it will become in
the future as we enter the era of e-government. We have increased our resources for [T
security by hiring five additional internal staff, and we’ve allocated over $800,000 in
additional contractor support to conduct needed security reviews. Qur IT security
reviews are prioritized and we have accomplished 4 of the S most critical reviews.

We are developing comprehensive disasier recovery plans for the Agency and
have a prototype recovery plan that will be in place for each SBA office nationwide by
December 1, 2000.
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To raise IT security consciousness, we have developed a self-paced security
awareness training course based on NIST (National Institute of Standards and
Technology) guidelines. We will make this training available to all employees on the
Agency's Intranet in early September.

Qur revised and updated IT security SOP has been issuzd and posted on SBA's
internal web site. Mandatory security reviews will be included for all projects that are
developed under our new IT capital planning and investment contro! procedures.

IT Human Capital Management

The concept of human capital centers on viewing people as assets whose
value to an organization can be enhanced through investment, thereby increasing the
performance capability of the organization and its value to customers and other
stakeholders. IT human capital management is a particular concern right now in the
federal sector because of the pervasive competition among all public and private
arganizations for skilled IT persons. GAO recommended we establish a process for
identifying SBA’s IT knowledge and skills requirements, update that information
periodically, and develop workforee plans to acquire, develop and maintain these
critical IT skills to fill known gaps.

We are developing the specifications for a contract that we expect to award
within the next 30 days to perform the specialized, repeatable IT skills survey to
support Clinger-Cohen Act requirements. It will cover managers, dedicated IT staff
and 1T support staff in all SBA offices.

Under SBA’s workforce transformation project we are also planning a measured
re-organization of our OCIO organization to achieve the functions that GAO has
recommended we strengthen.

We also plan to add an IT skills assessment factor in the I'T capital planning and
investment control processes we are developing.

For FY 2001, our CIO has developed a training request that aims to fill the most
urgent of our skills gaps, and which will better prepare us to manage the systems that are
under development.

We appreciate the work GAO has done with us and the recommendations they
have developed. We also understand that the overall effort to improve the management
of information technology at SBA will demand a commitment of resources and effort
over many months. We intend to make that commitment and achieve consistently better
performance in this critical arena, since no agency can lay claim to superior performance
on behalf of the public unless it manages information technology consistently and well.
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SBA Human Capital

In the past two and one-half years, SBA has discussed the content and format of
the SBA Five Year Strategic Plan with staff from Congressional committees, Office of
Management and Budget (OMB), Government Accounting Office (GAQ), small business
and our own Small Business Administration (SBA) staff. The result is a comprehensive
shared vision of small business goals that are: outcome oriented, more clearly linked to
our strategies and the activities, and linked to the management challenges. This effort has
established two overarching strategic goals which encompass four modernization
strategies:

Shared Vision

Strategic Goals
e Help small businesses succeed, particularly the New Markets segments,
through fair and equitable access to (1) capital and credit, (2) Government
contracts, (3) business development, and (4) serve as a voice for small
businesses; and

e Help Americans recover from natural disaster, through needed capital and
credit.

Modemization Strategic

o Ensure effective internal control and oversight, both internally and externally
s Modernize Information Systems
» Expand use of e-commerce

e Transform SBA's workforce into the 21 century —

The strategy of transforming the SBA has begun by transitioning its employees
from making and servicing loans to primarily reaching out to new markets and
overseeing its private sector partners. Second. SBA has begun to take steps for better
managing its human capital activities, such as undertaking workforce planning activities,
including developing competency models and related training for some core functions
and realigning and deploying staff. However. more remains to be done. We do need o
continue and complete our processes that include:

e Conserve and Reinvest in Human Capital — developing a
succession plan for senior leaders and reinstating candidate
development programs for these leaders
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e Right Size the Organization - estimating the number of employees
who will be needed with certain skills

* Train as We Go — ensure that emplovees receive adequate training
to perform thetr jobs well.

Changes at SBA

Historically, SBA has provided four types of service to the small business
community: credit/capital assistance (including disaster lending), procurement and
government contracting help, business development, and advocacy. Today, these
products and services continue, but, in addition, the Agency functions as a voice for small
business in the face of macro-economic changes and globalization of markets. Most
importantly, SBA continues ensuring fairness and equity of access for ALL small
business.

Therefore, SBA has changed the way it delivers services. centralizing processing
while decentralizing customer relations. Responding to the Administration’s initiative 1o
“work better and cost less,” the SBA has already made large strides to modernize the
agency through several initiatives including, centralization, asset sales, privatization,
partnerships, and automation. In order to implernent these initiatives, SBA is
transforming the emphasis in business operations to outreach, marketing, management
and oversight of partnerships, outsourcing and privatization efforts. This new direction,
which more closely mirrors the lending operations in the private sector, requires the
transformation of human resources to new areas of business.

The traditional methods of doing business within the Small Business
Administration are also undergoing change. A new technology infrastructure is being
implemented to facilitate the rapid exchange of information related to most aspects of our
business. The systems modernization efforts undenwvay will radically change the way we
conduct business in the future as the need for processing and filing of paper is reduced.
This evolution of modernization requires changes to employee tasks and will provide new
opportunitics for employees to expand their skills 2nd capabilities.

The muroduction of changes in business practices necessarily brings numerous
changes in the requirements for personal skill sets. We find the new functions generally
require a different emphasis on skill needed by personnel currently involved in the
business. Many of our employees find that they are already performing some of the new
functions. The Agency 1s committed to assisting everyone during this period of
sransformation and has worked in partership with the Union to develop our Work Force
Transformation (WET) Strategy.
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Focus of SBA Work Force Transformation Efforts

SBA has actively engaged all levels of management and supervision in the
development and execution of its comprehensive WFT Strategy. Embarking on a seven
step process, SBA’s staff in Headquarters, the Centers, the Districts, and the Disaster area
offices are involved.

The conservation and enhancement of our human capital remains the primary goal
as we move forward improving the quality of our services and growing the size of the
small business community.

Many government organizations are reviewing their human capital strategies,
including the GAO. In many respects, SBA is similar to GAO (e.g., size, reduction in
staff resources over a relatively short time frame, customer driven). SBA’s WFT effort is
also at approximately the same stage as GAO’s. We, therefore, will continue to work
with GAQ’s senior human capital experts as we go through this transformation process.

Mr. Chairman, I have described the many accomplishments of my agency. Like
the Comptroller General, I agree that our human capital is our greatest asset and the one
in which we must invest more and more resources.

[ appreciate the opportunity to describe our progress, and appreciate all the
assistance and guidance GAQO’ senior experts have provided. I look forward to continued
progress for America’s small business owners — with GAO’s assistance and that of this
Committee.
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SB‘ Loan Activity

U.5. Small Businoss Administration

More than the previous
39 years combined

$78.363 billion $80.671 billion

1953 - 1992 1993 - 2000

07/20/00
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SBM Loans to Women

5. Small Business Admunistration

More than double
the previous 19 years combined

$12.229 billion

$5.700 billion

1973 - 1992 1993 - 2000

07/20/00
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SB‘ Loans to Minorities

.5, Small Busineas Administrution

More than double
the previous 39 years combined

$18.426 billion

| $7.860 billion

1953 - 1992 1993 - 2000

07/20/00
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Venture Capital Dollars

0.8, Sl Businass Administration

to Smoall Business

Smeill Business Investment Company Program

Nearly deuble the
previeus 35 yeoars combined

1958 - 1992 1993 - 2000

67/20/00
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S A¢ Small Business Investment Companies

$224 miillion to the Treasury

1995 - 2000
Participating Securities Program

07/20/00
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SM 8(a) Contract Awards

1.5, $mall Bosivess Admininratian

81% increase

$3.4 Billion:

1990

07/20/00



311

U.5. Smoll Businass Adminisiration

SBAM Doing More With Less

Number of _—

SBA Employees . % Billion
8,000 $60 B
7,000 $50 B
6,000 $40 B
5,000 $308B
4,000 $208

- 10 B

3,000 24% reduction in staff s10
2,000 0

1990 2000
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Providing More Loans
— gt Less Cost to the Taxpayer

Biilion
0 % 2,24 Billion
{as of 07/ 14/0C}
$ 5.90 Billion |
5 H
subsidy cost subsidy cost
o $4.85 per $100 '$1.16 per $100
FY92 FYOO

“—Gross 7|a) Dollar Loan Volume
— Subsidy Appropriation

07/20/00
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DIl Using New Technologies

Web Site Report Card

b-2000 Red tape cutter - great information
... helps to navigate the muddy
ers of pureaucracy

Forbes Best of the W

wat

Building Caring Communities Well designed site
Excellence Award—Apr'll 2000

Web Feet Seal of Approval 58A site will appea” in Web Feet.
the Internet praveler's desk reference

technological know-how and customer
service are what really counts

GovExec Best Feds Award

GovSpO\Spotligh\ Award (one of} the best governmcnt Wab sites

Links2Go Key Award Most rcpreaentativz

Eagle Award for Excellence A must for small business

on the Net

Starting Page Top 2000 Truly the Best of the Web

Solid Web site

Virtuocity Select Site Best Site for Small Busines9e

Microsoft's Hand Picked Award Best of Business Webs ‘97 and '28

Windows Magazine's You'l find a wealth of information
101 Best Business Sites

yahoo!s Best Sites of '98 Every would-be entrepreneur
should be aware

A treasure trove of valuable leads

Forbe's Favorite Web Sites

and resources

07/20/00
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Chairman BOND. Let me turn to the question of appropriations.
Looking at the chart, you mentioned that additional funds are
needed in a number of areas. As I look at a chart of the SBA’s
budget requests and the actual appropriation for 1997, 1998, and
1999, the appropriation was significantly larger in all 3 of those
years. For the current year, there was a $250 million, or a 33 per-
cent increase, in the request. The actual appropriation was about
$100 million more than the previous year.

What we are concerned about is the SBA’s priorities for spending
the money. Why has the SBA not made effective program operation
a priority? Part of the question the GAO raised was the allocation
of resources. Are you allocating the resources that you get to these
priority areas?

Ms. ALVAREZ. Absolutely. I think our budget and the budget re-
quest fully reflect the priorities of the Agency. We carefully monitor
our fiscal resources to ensure that these funds are going to those
priorities.

There are some key areas that have been looked at by the GAO
where we have made budget requests. We are fearful that, based
on history, when funding was not forthcoming, that going forward,
the funding will not be forthcoming as well. For example, we re-
quested money for, it is a technical term, seat management in the
information technology area. We have outdated computers and we
have requested $7 million to purchase replacement computers and
the necessary infrastructure. We cannot go forward and implement
plans without the appropriate computers, but so far, we have zero
coming from the deliberations about our budget.

In the area of workforce transformation, last year, we requested
$5 million to allow us to support transformation requiring training.
It is expensive, and we requested $5 million. We got zero. This
year, we requested $4 million. It looks like we will receive zero.

In the 7(j) program, which is very important to the development
of 8(a) companies, we have consistently asked for funding and have
gotten a fraction of what we requested. We are hopeful, since I see
that we requested $5 million and it looks like the Senate is being
responsive and we really appreciate it. We need the money if we
are going to provide the kind of technical assistance and training
that these 8(a) companies need. We cannot do what we need to do
in 7(j) without the funding.

In the area of asset sales, I see that we have a funding request.
We are very proud of our asset sales. There is going to be a $1 bil-
lion asset sale taking place next week and this will be our second
sale. Then there will be a third sale for approximately $1 billion.
We need money to make these things happen. We requested $1.5
million. So far, zero is forthcoming.

So there are some key strategic areas that are tied to these GAO
recommendations that require funding.

Chairman BOND. Let me just focus on one. The GAO talked
about the concern by 8(a) firms on getting access to contracts. In
light of the SBA argument that it quit tracking business develop-
ment activities because of funding cuts, why does the SBA use the
available 7(j) funds for executive training programs, which appar-
ently are a much lower priority and benefit only a few select firms?
Why doesn’t the SBA use the funds for wider-ranging business de-
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velopment tools that would help more 8(a) firms, especially those
with limited management experience, in getting the contracts? It
seems to me that this is one area where the GAO says, change the
allocation of the funds you have.

Ms. ALVAREZ. Senator, there are lots of issues implicit in that
question. First of all, the statute specifies that getting 8(a) certifi-
cation does not guarantee contracts, and that is an up-front advi-
sory.

Chairman BOND. No question about that.

Ms. ALVAREZ. We are aware that there is concentration in terms
of 8(a) contracts for a variety of reasons. By the way, we delegated
the decisionmaking on awarding of contracts to agencies. We do not
make those awards. We did it because we wanted to speed up the
process and get out of the way. So that decisionmaking rests with
the individual agencies. We also issued regulations a few years ago
that limited both the size and the number of contracts that could
be awarded sole source, trying to address the concentration issue.

With respect to 7(j) funding, unfortunately, or fortunately, before
we even start out, with the funding we do get, quite a bit of it al-
ready has been targeted for specific programs that various Mem-
bers of Congress feel are important for their constituents. So we ac-
tually end up having about, I think it is, James, is it $800,000?
James, you may want to join me if we are going to talk about 8(a).
About $800,000 to serve the entire nation. The rest of it has been
designated for programs in different parts of the country. So we
really are very underfunded in that area.

Chairman BOND. Thank you, Ms. Alvarez.

Senator Kerry.

Senator KERRY. I think it is important to note that when we
measure the budget and we talk about the request, the request is
what the administration sends up.

Ms. ALVAREZ. Right.

Senator KERRY. But that is a request that has been pared and
vetted and fundamentally decided upon by OMB in conjunction, ob-
viously, with the White House. It almost never reflects what you
have asked for from them, correct?

Ms. ALVAREZ. Yes, Sir.

Senator KERRY. So as you sit there and say, here is what I need
to do my job, we are really living in this artificial world in Wash-
ington now. I mean, to a degree it is artificial. It is real because
the numbers are real, the budget law is real, but Mr. Chairman,
you and I were talking about this just coming back from the vote.
You have got a budget allocation for VA-HUD that is literally im-
possible to live with and you are not going to report out a bill until
you get more money.

She does not have that luxury. She is told by OMB, here is your
budget. Operate. And that is the request that comes up here. Re-
grettably, it rarely reflects what is needed to do the job. Then we
sit up here and we start beating away and saying, “Well, why can
you not do this? Why do you not have that money?”

There is a total disconnect, frankly, and it is not just true of this.
I find this in the Commerce Committee with the Transportation
Department, with budgets for the Coast Guard. And the admirals
all come up here and they are given marching orders over at the
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Pentagon and they all have to look nice and feel nice and tell us
wonderful things about the budget when they know damn well they
cannot do the job with the budget. That is how it is working here
in this city nowadays.

So it is terrific for the politicians who want to sit up here and
say, “Well, you know, you are not living up to what the budget re-
quires, but the fact is that we are all the victims of this system
that nobody wants to break out of or challenge.”

I have a simple question. It seems to me that there are some le-
gitimate complaints, if you want to call them complaints, or legiti-
mate observations by the GAO, but the question is, what does it
take to respond to them? Do you have adequate capacity for infor-
mation technology? Do you have enough people? I mean, you have
just told me. It has gone down from what to what?

Ms. ALVAREZ. From 4,100 to 3,100.

Senator KERRY. From 4,100 to 3,100, so one-fourth reduction. So
you have had a 25-percent reduction, and what is the increase in
the amount of lending?

Ms. ALVAREZ. It is double the loan portfolio.

Senator KERRY. And what is the increase in the 8(a) program?

Ms. ALVAREZ. Eighty-one percent increase in the 8(a) program.

Senator KERRY. And yet we are supposed to go out and do all
this measuring of all these people and take a survey. Can you take
a survey today? Can you do that kind of work?

Mr. BALLENTINE. Yes, Sir.

Senator KERRY. You could do that? So you have enough people
there to be able to do the kinds of analyses that have been rec-
ommended?

Mr. BALLENTINE. I will identify myself, Sir. My name is James
Ballentine. I am Associate Deputy Administrator for Government
Contracting, Minority Enterprise Development. We would be able
to do a survey. It would be another responsibility of our business
opportunity specialists, which GAO pointed out are already very
much overworked. They would have to take a great deal of the
work to carry out such a survey, but we could do it.

Senator KERRY. What suffers as a result, anything?

Mr. BALLENTINE. Well, obviously, they are very much overworked
now. They do not have the resources to travel as we would like for
them to. They obviously would not be able to do that. If they were
provided those resources, they obviously could do it. But they also
have regular annual reviews that they must do on their portfolio
within a given area. For example, in the Washington, D.C. area,
the portfolio is very large. If they were charged with another task,
those annual reviews may suffer as a result.

Senator KERRY. So what you are saying is, physically, concep-
tually, you can do it, but it is going to be a hardship and something
else is going to suffer as a result.

Mr. BALLENTINE. Exactly. Priorities must be put in place.

Senator KERRY. Given the current personnel levels.

Mr. BALLENTINE. That is correct.

Senator KERRY. Have you tried to do it? I mean, what steps have
you taken? Would you perhaps state for the record what steps you
have taken to strengthen the 8(a) program at this point?
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Mr. BALLENTINE. We were actually in the process of doing a sur-
vey when the GAO came to the Agency, and we actually assisted
the GAO in putting together their survey because we had begun
the process to do one on our own. We have also, and the Adminis-
trator asked us to do this some months ago, to begin to look at
really anything we could do to improve the 8(a) program. You must
keep in mind that this program is 31 years old, and as Senator
Bond has mentioned and as the GAO mentioned, as SBA is in tran-
sition, this program is in transition, as well.

Senator KERRY. It is my understanding that in 1995, you issued
regulations to eliminate a loophole that allowed firms to cir-
cumvent the competitive threshold, right?

Mr. BALLENTINE. That is correct.

Senator KERRY. And in 1998, you delegated contracting authority
to acquisition agencies to streamline the program.

Mr. BALLENTINE. That is correct.

Senator KERRY. And you revised the regulations to allow for bet-
ter enforcement of companies’ competitive business mix.

Mr. BALLENTINE. That is correct.

Senator KERRY. And you provided means for 8(a) firms to joint
venture more easily.

Mr. BALLENTINE. Yes, Sir.

Senator KERRY. So you have actually been undertaking a series
of steps.

Mr. BALLENTINE. We have been attempting to, and they have
been very effective.

Senator KERRY. Are there more that you want to do?

Mr. BALLENTINE. We would love to do more, and we currently
have a working group in-house and we are also working with sev-
eral agencies to see how we can make the program work even bet-
ter.

Senator KERRY. What is the restraint on your achieving—and I
will make this the last question, the light is on—what is the re-
straint on achieving the legitimate observation of the GAO regard-
ing the more contracting that they would like to do versus the
management component? How do you respond to that?

Mr. BALLENTINE. The restraint is resources. It would also be a
culture change, so to speak, for our business opportunity special-
ists. They currently provide annual reviews, as I said. They would
need to be trained a little more on providing the type of procure-
ment assistance that is needed.

Senator KERRY. Is there any reason not to do that?

Mr. BALLENTINE. No. I think it is a very good idea and we have
agreed with GAO that this would be a better way to focus the 8(a)
program. So we are in agreement on that, but we would need some
training dollars for our business opportunity specialists who work
hand-in-hand with the 8(a) companies.

Senator KERRY. Thank you, Mr. Chairman.

Chairman BOND. Thank you, Senator Kerry.

I believe that we heard from the GAO that there needs to be
more emphasis put on business development for 8(a) and there
ought to be travel funds, and that an allocation can be made within
the budget for these areas.
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We are going to be shutting down because there has been an ob-
jection to conducting hearings 2 hours after the Senate has come
into session, so I am going to turn to Senator Enzi for the last se-
ries of questions.

Senator ENZI. We usually do not have enough time anyway, but
I thank you for the opportunity to ask some questions. With the
limited amount of time, I cannot dwell on the positive things, and
I appreciate you having all of those in the report. I have to say that
your charts that you presented are very impressive.

One of the things that GPRA concentrated on was outcomes in-
stead of outputs, and I notice that most of the charts deal with out-
puts. Is there additional data that would show more closely how
the outcomes fit with the PAR?

Ms. ALVAREZ. I am asking Kris Marcy, who is my Chief Oper-
ating Officer, to join me.

Senator ENZzI. Sure.

Ms. MARcY. Actually, I think the charts do reflect some of the
outcomes and really get at the heart of the Agency’s mission. We
are creating new businesses and supporting those new businesses,
providing capital to those new businesses. We are providing tech-
nical assistance that allows those businesses to be created and de-
veloped and sustained. The Administrator spoke about the return
to the taxpayer in terms of the SBIC program. So we have strug-
gled very hard to show what we have been able to accomplish in
GPRA terminology.

Ms. ALVAREZ. If I might be so bold, there have been studies that
have shown we have 22-million new jobs in this country and there
are studies that have shown that the majority of new jobs have
been created by small business. I think that is a significant out-
come that is the result of all of those, call them outputs if you will,
but all of that in the aggregate is a reflection of the success that
we are experiencing in this country. It contributes to the success
that has led to a booming economy.

Senator ENzI. I would have to agree that those results are the
outcomes, but the charts reflect the outputs, the number of loans,
which does not translate directly on the charts to the number of
jobs that are done.

Ms. ALVAREZ. Yes. I agree. We need another set of charts, but
it would cut into our hearing time.

Senator ENzI. That is the part that I would really be interested

in

Ms. ALVAREZ. I agree.

Senator ENZI [continuing]. You know, the results that are out
there, because we heard earlier today that these people expect to
have more contract consultation, more help with getting that.

Ms. ALVAREZ. Yes.

Senator ENZI. The number of reports that are filed by those busi-
nesses do not demonstrate that

Ms. ALVAREZ. I totally agree with you, Sir.

Senator ENZI [continuing]. And so it is probably selling your em-
ployees short, and that is why I wanted to make a point out of
that.

Ms. ALVAREZ. I agree.
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hSenator ENzI. On your website, you are to be congratulated for
that.

Ms. ALVAREZ. Thank you.

Senator ENzI. There have been a lot of plaudits for it. I did not
notice anything on there about security, though, and as one of the
computer buffs around here

Ms. ALVAREZ. Oh, yes. That is a key issue

Senator ENzI [continuing]. I noted that you had been hacked and
wondered if there was something being done on that.

Ms. ALVAREZ. Yes, absolutely, and I would be happy to address
that, if you are interested. Larry Barrett, who is our Chief Informa-
tion Officer, could add to my comments. Information security is a
top priority for us. We have actually not only hired about 11 peo-
ple—Larry, would you like to come up here? I am sorry, six people,
as well as invested $800,000 in a contract with top specialists who
are looking at five key systems, and we are close to completion of
the review of those systems. Larry, would you want to comment?

Senator ENZI. I do not have much time here. I did notice that you
are given some credit in those charts, and I have to agree with you
that the pie chart could have some additional things done with it
that would be more definitive on what has been done. But it was
the management side that I looked at in the information technology
and noticed that all the circles were blank.

Ms. ALVAREZ. We hope to have them all filled in soon.

Senator ENzI. We appreciate that. I would appreciate more infor-
mation on

Ms. ALVAREZ. There is a lot in progress there.

Senator ENZI [continuing]. On how that will be done.

Ms. ALVAREZ. Yes.

Senator ENzI. Just a final comment. Something else that I have
been interested in that did not show up in any of these reports, of
course, is the SBIR rural outreach program. I noticed that it was
not funded in the 2001 budget and this is something that is very
important to the rural places, particularly where I am from——

Ms. ALVAREZ. Absolutely.

Senator ENZI [continuing]. And I am hoping that something can
be done to reinstate that so that the good work that was started
that has a lot of outcomes can continue to happen.

Ms. ALVAREZ. I would be pleased to have Art Collins brief your
staff, and I would be pleased to do it myself, to tell you what we
have been doing in the area of rural initiatives, because we have
spent a lot of time in this area. We are very acutely aware of the
needs. And we consider the Rural Initiatives part of the New Mar-
kets initiative.

1Sfenator EnNz1. I would appreciate the briefing of my staff and my-
self.

Ms. ALVAREZ. We would be happy to do that. We would like to
do that.

Senator ENZI. We want to be sure that rural is rural, and we
have a little different sense of rural in Wyoming than most places
have.

Ms. ALVAREZ. Exactly.

Senator ENZI. I thank you for being here today and taking our
questions.
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Ms. ALVAREZ. Thank you, Sir.

Senator ENzI. Thank you, Mr. Chairman.

Chairman BOND. Thank you very much, Mr. Enzi. When it comes
to rural, Missouri probably qualifies as rural in SBIR program, as
well, and certainly supporting and sustaining the SBIR program is
not something that depends upon additional legislation. We expect
that the SBA will put the emphasis on it and we are working on
a good SBIR reauthorization bill that we think will provide addi-
tional tools, but there is no reason to wait for that legislation to
g}el:t the job done and we look forward to working with you to do
that.

Ms. ALVAREZ. Yes, Sir.

Chairman BOND. My thanks, Madam Administrator, to you and
your people for being with us today. This has been a long process,
but I trust it has been a productive process. We have heard encour-
aging words from GAO and certainly from the SBA on your accom-
plishments. I want to thank General Walker for his leadership,
Stan Czerwinski, Michael Brostek, Joel Willemssen, and Susan
Campbell for their good work from the GAO.

There are problems, no question about it. I am glad to say that
the GAO reports that SBA is working with them to utilize the in-
formation available. This information is helpful to us in the over-
sight sense, but we are not driving the bus. You are driving the bus
and this information should be very helpful to you.

We had many of these same discussions at our hearing on the
SBA budget proposal last February. We stressed then the impor-
tance of SBA placing priority on ensuring that core programs are
running efficiently and effectively, and again, we heard from the
GAO that it is a question of assigning priorities and making sure
that instead of creating new programs or embellishing in low-
priority areas, that the Agency focus the resources it has, whether
bountiful or scarce, on the programs that are important.

We trust that with the benefit of the PAR review, SBA can move
toward the goal of being a model executive agency, and I think if
you are able to implement the recommendations, it will be an im-
portant step toward the goal. We are going to be following with you
the progress that you make carrying out the PAR and working with
GAO, and as Senator Enzi has asked, we will look for the Inspector
General to answer the questions regarding the reserve account by
the week of August 7.

We thank all of you.

Ms. ALVAREZ. Mr. Chairman, if I may——

Chairman BOND. Yes, Ma’am.

Ms. ALVAREZ. I just want to thank you and your colleagues for
your help in improving the SBA, both through legislative changes
and oversight. I do believe that when I tout the record of the SBA
over the past decade, that it is a record of shared success and I
think that the work that has been done under your leadership has
meant a great deal to our continuing to improve what we have to
offer the American people. So I just want to thank you.

Chairman BOND. We appreciate your testimony. We are always
delighted to hear the head of an agency be able to tout the suc-
cesses. I will have to say that your predecessors were some of the
greatest touters I have ever seen.
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[Laughter.]

Ms. ALVAREZ. I will tell them you said that.

Chairman BOND. You tell the Ambassador I said that.

Ms. ALVAREZ. I will tell the Ambassador.

[Laughter.]

Chairman BOND. I am from Missouri and I need to be shown.
So with that, the hearing is adjourned.

Ms. ALVAREZ. Thank you.

Chairman BOND. Thank you very much.

[Whereupon, at 11:43 a.m., the Committee was adjourned.]
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Post-hearing Questions posed by Senator Christopher S, Bond, Chairman

Senate Committee on Small Business
To the Honorable Aida Alvarez, Administrator
Small Business Administration, Washington, D.C.
Hearing on
“GAO’s Performance and Accountability Review: Is the SBA on PAR?”

July 20, 2000

8(a) Program

m

2

The SBA wrote the regulations regarding the 8(a) program and drafted the
MOUs with the agencies that now handle the 8(a) contracts directly with 8(a)
firms. Why can’t the agency enforce these documents to ensure that the SBA
receives the proper data from the agencies on 8(a) contracting?

We are enforcing the MOUs. While SBA has experienced problems with
receiving quarterly reports rom the agencies under the origmal MOUs. we have
taken steps to rectify those problems hy negotiating uniform MOUs with the 28
agencies. We are exceuting these MOUs at the highest level of authority within
each agency. This provides increased visibility and accountability. Further,
instead of quarterly reports, the agencies are now required to submit a copy of the
executed 8(a) contract to the district office that services the 8(a) firm. We are
now using the Federal Procurement Data System (FPDS), the government’s
official database of information on Federal coniracting, to track 8(a) contract
activity under the program. Moreover, SBA began using FPDS data to preparc its
FY 99 report to Congress on the §(a) Program. ’

I am concerned that the SBA has been unable to improve the 8(a) program
despite the findings of years of GAO and Inspector General reviews.
Meanwhile, the 8(a) firms are not getting the help they need. What can we
do to help you turn this program into one that meets its mission?

In FY 1999, contract opportunities in the 8(a) program declined from $6.5 billion
1o §6.2 billion, which represents a $300 million decrease over the previous ycear.
All indications are that the decline will continue unless SBA reforms the
contracting process for the 8(a) program. SBA’s Office of Government
Contracting and Minority Enterprise Development examined the 8(a) contracting
process and made recommendations to increase contract dollars and reverse this
trend in the 8(a) program.

We identified scveral areas to streamline the contracting process and improve the
overall program. They include, among others, delegating offer and acceptance.
climinating the limitations on subcontracting, restructuring the 8(a) business mix,
changing the criteria for program entry, eliminating the waiver requirement under
the non-manufacturer rule, and changing the criteria for economic disadvantage.
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Spectfically, the Administration is considering increasing the sole source
threshold, implementing a government-wide mentor protégé program and
delegating offer and acceptance to the procuring agencies. In addition, we need
an increase in the 7(j) management and technical assistance program.  Also vital
to the success of the 8(a) program is training and travel funds for our Business
Opportunity Specialists in our Field Offices who play a critical role in counseling
8(a) firms. In addition, we need your support for the authorization and funding
for BusinessLINC. We will forward the legislative proposals to you once they
have been cleared by OMB and look forward to working with you and your staff
to accomplish these program improvements.

As indicated in the GAO report, funding for the 7} Program. our primary source
of funding for technical assistance and traiming of 8(a) firms, has decreased
significantly in the past 10 years. The funding from fiscal years 1990 through
1995 averaged approximately $8.4 million per year. From fiscal vears 1996
through 1999, funding for 7(j) averaged about $2.8 million per year, well below
SBA's budget request. Additionally, the current funding provided includes
several “earmarks” that further reduce the funding available to §(a) firms.
Because of the decreased funding, we have been unable to provide technical
assistance and training to many 8(a) firms.

In order to provide the needed management and technical assistance and training
to the entire 8(a) portfolio, an increase in 7{j) funding is critical. While SBA field
staff can address some of the 8(a) firms' training needs, the 7(j) Program is a kev
tool for the overall business development component of the 8(a) Program. Our
FY 2001 request of $5 million for this program is needed to provide the
appropriate level of management and technical assistance to 8(a) firms. The
Senate CIS Appropriations Committee has provided this level of funding. and we
are hopeful that it remains in the final FY 2001 appropriation bill.

Given the GAO’s findings, what changes does the SBA plan to make to the
8(a) program to help firms improve their chances of identifving and
successfully pursuing federal contracting opportunities?

The SBA is taking steps to improve the 8(a} program in order to incroase
contracting opportunities for 8(a) firms. In June, SBA entered into a MOU with
the General Services Administration (GSA) allowing blanket acceptance of
GSA’s Multiple Award Schedules Program under the 8(a) Program. This blanket
acceptance provides for a streamlined approach for agencies to award orders to
8(a) firms under the schedules program. Agencies will also be allowed to take
credit for orders to 8(a) firms towards their 8(a) goals. This action, and others like
it, will increase 8(a) firms’ access to opportunities in Federal procurement.
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In addition, we arc aggressively marketing the 8(a) mentor-protégé program.
Through this program, 8(a) firms can enter into strategic alliances ¢cnabling them
to compete more successfully for larger requirements than they could on their
own. To datc, we have approved 64 mentor-protégé agreements that will provide
contracting opportunitics for 8(a) firms.

In addition to improving the 8(a) program itself, we are simplifying the
application process. Specifically, we are developing a combined 8(a)/small
disadvantaged business application to make it easicr for firms to apply for the
program. We plan to automate the application and include a decision support
module that will allow for approval on-line over the Internet.

The GAO found some significant problems with your current 8(a)
information system. How much did the SBA spend to develop the current
system (SACS/MEDCOR)? To what do you attribute the poor quality of
data in the system?

Because of the age of the SACS/MEDCOR system, which was initially designed
during the late 1980s, much of the documentation on its development, including
contractual documents containing cost information, is no longer contained in our
active files.

As we shared with the GAO, the development of SACS/MEDCOR occurred over
a protracted period of time. Federal systems development standards were not
articulated as clearly then as they are now in the Clinger-Cohen Act.
Notwithstanding any variance from the then existing system development
standards, current system deficiencies relate more directly to the now outdated
architecture upon which the system was built. The absence of current technology
in the system undermines its fundamental reliability and the ability to obtain
quality data. That is why it needs to be replaced with a more current systems
solution.

SBA is implementing an agency-wide Systems Modernization Initiative (SM1) to
re-engincer its business processes and systems to better service its customers. We
have begun the planning for the re-engineering of the systems that support the
8(a) program, including the need to develop a system to track the assistance
provided to 8(a) firms. [t is planned that this effort will be addressed under Phasc
[l of the overall Systems Modernization Initiative.

About a month ago, you advised us of your intention to reorganize the Office
of Government Contracting and Minority Enterprise Development (GC
&MED). In your letter, you said that one reason for the change was that you
delegated 8(a) contracting authority to 28 agencies. You also said that the
reorganization would yield sharper program focus and improved customer
service, among other things.
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(a) How many headquarters staff now work specifically on the 8(a)
program and how many will work on 8(a) following your
reorganization?

In our notification letter, we advised you that the Office of Government
Contracting and Minority Enterprise Development had undergone
substantial changes in scope and range of programs. Among other things,
we simplified the 8(a) contracting process by delegating contract
execution authority to the Federal agencies and implemented a mentor-
protégé program to provide more business development assistance to
minority businesses.

As of the July 31, 2000 official roster, the number of headquarters staff
assigned to the 8(a) program is 43, including 19 staff in our Central Office
Duty Stations. As part of our reorganization, we will combine the Offices
of Minority Enterprise Development and the Small Disadvantaged
Business Certification to form the Office of Business Development.  This
new office will include the Office of Certification and Eligibility, Office of
Management and Technical Assistance, Office of Outreach and Marketing,
and Office of Program Review. We have not completed the staffing
realignment process. However. we estimatc that the program will have a
staff of approximately 53. The reorganization does not impact our field
structure.

(b) How has the delegation of contracting authority affected their
responsibilities?

The delegation has had no effect on the headquarters staff. We continue to
work with the agencics to help develop contracting strategics to maximize
contracting opportunities to 8(a) firms. The largest impact of this
delegation is on the staff in our District offices who previously
administered the contract execution aspect of the 8(a) program.

I realize that the reorganization did not affect field staff, but how many field
staff currently have 8(a)-related duties? How many of these staff are
Business Opportunity Specialists? How have their roles changed due to the
delegation of contracting authority? How much time on average do they
spend on compliance-related issues versus providing direct assistance to 8(a)
firms?

As of the July 31, 2000 official roster, the current number of field staff that has
8(a) related duties total 246 FTEs. Of that number, 221 FTEs are business
opportunity specialists (BOSs) and the balance are predominantly contracting
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officers. Before the delegation of contracting authority, the contracting officers
spent as much as 100 percent of their time reviewing and executing contracts, and
the BOSs spent as much as 25 percent of their time on contract-related issues.
Additionally, the staff rarely had sufficient time to perform on-site visits of firms.
provide detailed business development to firms, or engage in meaningful
marketing of procuring activities.

With the delegation, the program focus has shifted from pure contract support to
broader business development. The actual time spent on compliance issues. such
as annual reviews and data verification, is largely unchanged. Although we do
not track actual time spent on conducting annual reviews, we estimate that the
field staff spends about 50 percent of their time performing this function. The
field sta{f already performed these functions in accordance with the regulations
and standard operating procedures. This shift in priorities is entirely consistent
with the direction that we are taking the 8(a) program. to ensure it is o business
development program that includes contracting assistance as a sub component.

Your aggregate contract data indicates that the amount of 8(a) contract
dellars going to firms no longer in the program tripled between fiscal years
1995 and 1999, At the same time, the contract dollars that went to active 8(a)
firms declined by $1 billion. What is the explanation for this trend?

In FY 1998, approximately 800 [irms that were admitted to the Program prior to
the 1988 reforms exited the program, causing the number of graduating Sta) {irms
to ncarly double. These graduated firms continued to perform on these contracts
until the term is completed.

How much has the SBA spent to date on the Business Assessment tool? Was
development of this tool coordinated with the SBA’s other information
technology initiatives?

SBA has spent approximately $284,000 for contract support to develop the
Business Assessment Tool (BAT).

The development of the BAT was coerdinated with SACS/MEDCOR
information and the Procurement Marketing Network (PRO-Net). As
previously mentioned in our response to question (4), SBA's Systems
Modernization Initiative (SMI) represents our coordinated approach to
modernizing all of SBA’s processes and systems over a period of several
vears. The entire 8(a) program will be included in Phase 111 of this initiative
and that effort will include the modernization of the SACS/MEDCOR
system. We are evaluating the BAT to ensure we have a modern, integrated
support system to meet the management and technical assistance needs of
this program.
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T understand that the SBA plans to gain access to much of the missing data
on 8(a) contracting by coupling FPDS data with data from Dunn &
Bradstreet. How much is the SBA spending on the Dunn & Bradstreet
information, and ocut of which budget account are such funds being taken?

There is no cost 1o SBA for use of data from Dunn and Bradstreet (D&B). The
D&B data is embedded in the FPDS data.

Isn’t it true that the SBA turned off most, if not all, of the data checks that
were intended to protect the integrity of the 8(a) data because of the posed
inconveniences with respect to data entry?

Because of the complexity of the design of SACS/MEDCOR, a number of the
edits and cross checks were de-activated to make data entry faster and easicr. As
previously mentioned, SBA is implementing an agency-wide Systems
Modernization Initiative to re-engineer its business processes to detter service its
customers. We have begun the planning for the re-engineering of the systems that
support the 8(2) progrant, including the need to develop a system to track the
assistance provided to 8(a) firms. This effort is under Phase 11 of the overali
Systems Modcernization Initiative.

information Technology

0

The Federal government has experienced failures of expensive information
systems in the past, including systems implemented by the Internal Revenue
Service, the Health Care Financing Administration, and the Federal Aviation
Administration. The SBA’s Loan Monitoring System is a major systems-
development effort, which will cost the taxpayer approximately $32 million
through FY 2001. Given the problems that the GAO has raised, how can
Congress be assured that the SBA’s efforts won’t suffer from many of the
same problems that plagued failed cfforts elsewhere?

The Loan Monitoring System (LMS) is the largest information technology (IT)
project undertaken by the Small Business Administration (SBA).  As such, SBA
has identified a team of experts. both internally and with the assistance of contract
staff to ensure the project is properly managed. We have assigned somc of our
most senior and experienced [T staff to the project, hired additional personnel
with current [T skills and experiences, undertaken project management training,
hired expert consulting support, and dedicated senior. experienced staff from all
affected program areas to the project management team. [n addition to reporting
to the Agency's I'T capital planning investment council. the Administrator and
Deputy Administrator receive regular briefings. The Agency's Chief Information
Officer {C10) and Chief Operating Officer (COO) provide close oversight on a
daily basis.
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The early Government Accounting Office (GAO) reviews of the LMS project
identified that SBA nceded to institutionalize the tracking and oversight of IT
projects. SBA has been the recipient of a two year review by GAO which shows
considerable improvement in all the areas necessary to ensure project success:
project tracking and oversight, configuration management, quality assurance.  We
have also worked closely with the Senate and House Small Business Committecs
to keep them informed of our progress. Also, to add another level of quality
assurance to our efforts, we are in the process of hiring a consultant to perform
independent validation and verification throughout the project. In addition to
GAO review and audit, the LMS project is also being audited by SBA’s 1G.

Additionally, we continue to work with SBA's lenders and trade associations the
National Association of Government Guarantecd Lenders (NAGGL) and the
National Association of Development Companies (NADCO) - to explain SBA
reinvention and modernization efforts. Although these initiatives will result in
significant changes in the day-to-day operation of these lenders, they now
understand the benefits of changing SBA’s lending programs.

SBA is using the LMS project as a pilot for implementing a new project
management methodology, system development methodology, documentation
standards, configuration management, and quality assurance. We will continue
implementing our 1T management policies and processes for LMS and will
implement the same requirements for other system development projects. SBA
has taken many steps to ensure that IT projects are successful. including:

Systems Modernization

. Assigned a senior agency official, the COO, to monitor the progress of all
SBA systems modernization efforts.

. Approved ten additional positions for this project in accordance with the
FY 2000 spending plan in addition to the original positions.

. SBA's CIO has presented a preliminary organization restructuring to the

COO and the Assistant Administrator for Human Resources addressing the
new organizational functions needed for Systems Modernization Initiative
(SMI) support.

. In June 1999 - Donna Clark was designated as overall SMI Project
Manager.

. In FY 1999 - contracted for the development of a detailed Project Plan for
SML

. In FY 2000 - contracted with Robbins-Gioia for additional project
management support,

. Recruiting for Information Technology Architecture Manager.

. Monthly SMI meetings held to ensure integration of Phase [ and 11

systems.
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Phase | ~ Loan Monitoring System
s InJune 1998 - LMS project plan developed by Electronic Data Svstems
{EDS).
In FY 1999 - awarded projcct management quality support contract te EDS.
In FY 2000 - contracted with Robbins-Gioia for additional LMS project
management support.
Continuaily updating the LMS Project Plan to usc as the primary project
tracking and oversight tool.
Developed and implemented Configuration Management, Risk Managenent.
and Quality Assurance plans as control mechanisms for the LMS project.
Developed SBA Systems Development Methodology. decumentation
standards, and project managenment guidance.
Recruiting for LMS Project Manager.
Ready to conduct procurement for independent verification and vatidation
(IV&V) of all aspects of the LMS project. Expected award date is 9/135:00,

Phase }I — Joint Accounting and Administrative Management Svstem

(JAAMS) and Disaster's Credit Management Modernization

¢ InFY 1999 - Rick Klein designated JAAMS Project Manager.

e InFY 1999 - JAAMS Business Case and requirements analysis by SRA Inc.

e InFY 2000 - JAAMS implementation planning and project management
support by SRA Inc.

Phase I1I — Government Contracting/Minority Enterprise Development and

Entrepreneurial Development

e Rccruiting for Phase HI Project Manager.

= FY 2001 spending plan will be “fast forwarded” and willinclude identifyving
FY 2001 anticipated expenditurcs. Expected completion date is Fall 2000,

e FY 2002 budget will identify 2002 and out year requirements for SMi
including Phase IT1.

An additional control and monitoring process for the System Modernization
Initiatives are the reviews conducted by SBA’s Business Technology Invesument
Council (BTIC). This is SBA’s I'T capital planning group composed of scntor
managers from across the Agency including field representation. The Council
was established in 1997 as an integral element of IT investment management
within the Agency and it is consistent with the requirements of the Clinger-Cohen
Act. Based on discussions with the GAO staff during their review, we had
alrcady started to make practical improvements in our IT capital planning
practices prior to the release of GAQ’s report findings. Their recomniendations
are guiding our continuing effort to document a comprehensive 1T capital
planning process for the SBA. Iu addition to our internal effort, we awarded a
contract in June to Booz-Allen & Hamilton, a firm with recognized expertise in
this area, to assist us in formalizing and institutionalizing our IT capital planning
procedures and policies. The contractor is assisting the SBA in developing and
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documenting the required processes, which will include the use of a specialized
software tool designed solely to support IT capital planning in the Federal
government. This work will also include training for SBA managers in IT capital
planning principles. We will have these internal IT capital planning processes
fully documented by the end of December 2000, though elements of those
processes will be adopted in practice well before then.

For now, our managers arc following the principles of I'T investment management
in preparing their annual budgets. Our IT investment review body, the BTIC. has
met five times since January to review current and proposed IT investments. Each
meeting has included a review of the progress on the LMS project. The BTIC
will continue to monitor the development and execution of the Agency’s major [T
projects as part of the Agency’s budget formulation and performance planning
processes.

SBA has treated its largest and most significant I'T investment, the Systems
Modernization Initiative, (which includes the Loan Monitoring System), as a
model of how 1T capital planning and implementation should be conducted within
the Agency. All SMI projects arc documented in accordance with the newly
developed System Development Methodology, acquisition planning is performed
for each, and full documentation is provided to the BTIC and will be entered into

the Information Technology Investment Portfolio System (ITIPS).

We believe the steps already implemented and the progress that we are making in
enhancing our project management and IT capital planning processes should
assure Congress that we are giving this initiative the utmost priority. Our efforts
demonstrate our intent to learn from the challenges that others have faced and to
not make the sanie mistakes that plagued major projects in other organizations.

The SBA has agreed to take action on the GAO’s recommendations for
improving IT management. What approach do yecu plan to use to ensure
that these actions are implemented on a timely and effective manner?

The Chief Information Officer is the management official responsible for ensuring
that recommendations in the IT area are implemented in a timely and effective
manner. However, there are other processes that will serve as a check on the
actions being taken. For example, we are incorporating many of the GAO
recommendations as a part of the implementation of the LMS. These actions are
incorporated into the plans for that system and as such will be reviewed by senior
management as part of their ongoing oversight and by the BTIC. The BTIC will
also be involved in reviewing the recommendations related to [T Architecture.

Those recommendations that are not included in the planning for LMS arc being
incorporated into the business plan for the Office of the Chief Information
Officer. The business plan identifics the priority performance mcasures for the
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OCIO. Recommendations in the IT Security area are consistent with the
recommendations from SBA’s Office of Inspector General and therefore will be
reviewed and monitored by the [T Security Committee. We established the IT
Security Committee in August 1999 to provide oversight for cnhancements to the
Agency’s IT security program. As indicated there are multiple monitoring
mechanisms and procedures that will help cnsure that we successfully implement
the recommendations.

Have you established a schedule for implementing GAO’s recommendations?
If so, when do you expect to complete such implementation?

We have not established a separate schedule for completing the GAO
recommendations. We have incorporated the GAO recommendations as tasks in
our ongoing initiatives that are underway. As an example, SBA has committed
itself to becoming certified at Level 2 of the Software Engineering Institutc’s
Capability Maturity Model (CMM) for Organizations, but it will take a significant
investment in time, budget, and training over 2 to 3 years to qualify for that
standard. CMM Level 2 is one of the criteria used by GAO to cvaluate the
organization and rcaching that level will ensure that we have addressed GAO
recommendations. We expect to have the bascline processes and procedures in
place well before the 2 to 3 year period that it will take to institutionalize the new
processes. In response to Senator Kerry’s second question, we have included a
chart of the actions we are taking to address GAQO’s recommendations in each
arca. Included in the chart arc projected times for completing the action items
needed to address the recommendations.

What steps, specifically, is the agency taking to address the system security
issues? Has the GAO assessed their effectiveness? Are they cost effective?

SBA has moved aggressively to address the information security issues raised in
the GAO report SBA Needs to Establish Policies and Procedures for Key [T
Processes. It should be noted that, in most instances, SBA had alrcady begun to
address the issues and recommendations later cited in the report before the initial
audit findings were issued. The following are specific cxamples of actions that
have been taken in this area.

. SBA has documented the computer security program and produced
guidance documents and templates for the performance of computer security
functions within the Agency.

. SBA has increased the number of authorized personnel for IT security
from 2 to 9. We currently have 7 on-board. SBA has also acquired additional
contractor suppott to conduct nceded security reviews.
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SBA has developed a comprehensive security-awareness training program
in the form of self-paced INTRANET-based security awareness-training
courses based upon NIST (National Institute of Standards and Technology)
guidelines (Modules are currently being converted to the INTRANET-bascd
format.). The training consists of four modules aimed at specific audiences:
end-users, functional program managers, system administrators, and field
security officers. We will also have a briefing for senior SBA management.
We will make the first INTRANET-based module of this training available to
all employees on the Agency’s INTRANET in September. The remaining
INTRANET-based modules will be completed and availabie by December 31,
2000.

SBA has issued an updated computer security policy document — Standard
Operating Procedure 90 47 2. This update incorporates security policics
covering the latest Agency technology including client servers, e-mail, and the
INTERNET.

SBA is also developing comprehensive disaster recovery plans for the
Agency. We have developed prototype recovery plans for each office type and
will replicate the prototypes to corresponding offices nationwide. Disaster
recovery plans will be in place for all offices nationwide by December 31,
2000. We already have a disaster recovery plan in place for our mainframe
operations center, which processes approximately 90% of our automation
workload. This plan was tested successfully last year and was successfully
retest on August 22-24, 2000.

SBA has contracted with Integrated Management Systems, Inc. (IMSI) to
perform certification and accreditation reviews of SBA’s IT assets. IMSI has
identified and prioritized the Agency’s assets and has completed reviews of 5
of the most sensitive systems and is in the process of completing an additional
3 reviews. IMSI will continue to review the Agency’s IT assets, in order of
sensitivity, until all assets have been reviewed. It will then begin the process
of re-certification, which is required every 3 years, This will be an ongoing,
long-term process.

In other areas not covered in the GAO report, SBA continues its work on
developing critical infrastructure protection and security plans requircd by
Presidential Decision Directives (PDDs) 63 and 67. We are upgrading our
INTERNET security program with the purchase of intrusion detection
software and the replacement of our existing INTERNET monitor with the
latest monitoring technology.

To ensure the security and integrity of our IT environment, we recently
contracted with Secure Computing Corporation, a premier computer security
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consulting firm, to perform an initial security assessment of the Ageney's
corporate (non-public) wide area network. The results of that assessment were
very favorable. We are in the process of awarding a contract to another highly
respected {irm in the intelligence community to perform a penetration test and
security assessment of our public network. We will be contracting with both
companics for periodic reevaluations.

The GAQ has not conducted a comprehensive review of our security program
since we began implementing enhancements that address their
recommendations from the previously mentioned report. However, they have
reviewed aspects of our sccurity program as part of their other on-going
reviews and have provided both positive and constructive comments on our
actions to date. We believe that the actions taken to date and thosc planned
will sufficiently address 1T security issues.

Human Capital

[£)) The SBA has been placing a greater reliance on outside lenders to approve
loans since 1992.

(a)

What was the SBA’s rationale for developing the marketing and
outreach and the leadership competency models first in its workforce-
planning?

We believe developing leadership skills to be the most important factor in
driving an organization of this size. We looked to the SBA's managers
and supervisors as the primary change agents. -

In developing the leadership model, we conducted significant research on
leadership competencies that had been developed and validated. We
adopted the model used by one of the premier leadership research and
development institutions - the Center for Creative Leadership (CCL). We
sent our sentor leaders to CCL seminars focused on leading through
change.

We also targeted the marketing and outreach model because marketing and
outreach skills represent a fundamental shift in SBA’s functions and were
the principal means of interacting with our customers. A significant
aspect of our modemization and new markets initiatives is to increasc our
customer service skills and this training is essential for our employees to
provide enhanced customer service.

In August 2000, we provided lender oversight training for approximately
150 SBA employcees. The purpose of the training was to provide a broad
overview of the lender oversight functions for thosc employces that will be
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involved. Tn addition, we plan on offering the session again in FY 2001,
as well as an advanced course.

Because the agency should be plucing emphasis on the oversight of
= B k=4

outside lenders, why wasn't the lender-oversight competency medel

one of the first models developed?

This area is extremcly complex and needed to be customized to match
SBA’s busincss model. As such, there was a significant amount of
coordination and planning that needed to be conducted first to establish the
headquarters organization, the Office of Lender Oversight. and the
appropriate definition of the roles and responsibilitics of the various SBEA
components. Aspects of lender oversight have been on-going tor many
vears, and ail of these had to be redefined ir the context of the role of the

newiy created of For examplo. we needed to define what the SBA
was looking for in terms of fender oversight. the structure and range of the
analysis, the kinds of reviews. benchmarking. remedial actions and how

these all contribute to the risk management function.

Additionally, the recently selected Associate Administrator for Lender
Oversight will bring to the process a wealth of expericnce with lender
relations and the oversight functions, which we will tap in the competency
model development process.

Does the SBA now have sufficient employees with the necessary skills
to conduct its lender-oversight function?

In general, yes, becausc aspects of lender oversight have been a part of
SBA’s on-going responsibility for years. We will utilize these inherent
skills, with some training, to redirect activities and refine emplovee skills
to meet changing roles and responsibilities of SBA in this area.

SBA is currently in the process of staffing a newly established Officc of
Lender Oversight within the Office of Capital Access in our Headquarters
office. The Associate Administrator for Lender Oversight will begin in
September. We expeci to fill a few remaining positions on that staff.

In addition, the 10 employees in the Preferred Lenders Program (PLP)
Review Branch in Kansas City, who are currently part of the Office of
Financial Assistance, will become part of the OLO. These employees
have experience and skills in the conduct of lender reviews with focus on
compliance with policies and procedures for our loan programs.

Over the past several months, SBA has taken a number of steps to involve
our field staff in effective lender oversight. We have developed new
policies and procedures, developed a software program that can be used by
field staff to capture information on lender compliance, and provided
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training to enhance skills. We are continuing to look at ways to leverage
the talents of our field staff in our lender oversight efforts.

In addition, we have trained approximately 150 employees—essentially
two per district office. We will continue with additional basic skills
training and will be developing an advanced course next fiscal year.

() How does the agency know without a thorough skills assessment?

We believe that an individual who is capable of originating, analyzing,
proposing, approving and servicing a loan is also capable of evaluating the
loan and monitoring its performance over time. It is the same skill set,
with the one difference that the regulator who has had lending experience
has an advantage over the regulator who has not, The SBA has extensive
human resource capacity in lending and servicing, some of which is being
freed up by asset sales and systems modernization.

(d) How many full-time employees currently staff the SBA’s lender-
oversight office?

We presently have two — a financial analyst and an administrative
assistant. After an extensive recruitment process, we have hired an
Associate Administrator whom we expect to have on board in early
September. As soon as the Associate Administrator is in place, we will
realign our PLP review geographically located in Kansas City and begin to
hire the remaining staff. When fully staffed, the office will have 16
employees, six in headquarters and ten in Kansas City.

How are the SBA’s workforce-planning efforts linked to the agency’s
modernization of its lender oversight, disaster loan servicing, and financial
management systems? For example, with greater automation of the SBA’s
processes, will fewer staff with different skills be needed to perform the
SBA’s future work?

We do not see a smaller agency but an agency focused on different functions.
Over the past few years, SBA has been reinventing itself to change the way it does
business. The agency’s modernization initiatives are charged with modernizing
SBA business processes, human resource management, information systems, and
use of technology. To support these modifications, SBA is changing its focus on
human capital and is reassessing staffing and fraining requirements to meet the
demands of the future SBA. The changes in the delivery of SBA’s programs have
been gradual, and, as a result, many employees are already performing these new
functions. As SBA’s role and responsibilities continue to change, employees will
have the opportunity to transform their work skills into these new arcas. It must
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be remembered that during the past eight years, SBA has already downsized its
workforce more than 23 percent. This downsizing was possible due to the changes
that have taken place, such as centralization, privatization and greater dependence
on technology. For the foreseeable future, we expect to remain staff neutral.

The greatest shift in emphasis that will occur over the next few years will be from
processing to analysis. Automation and asset sales will allow our staff to shift

their attention from manual processing of transactions to using information to

analyze programs, activities, and performance of our resource partners. This shift
demands that we properly train our employees with the skills needed to operate in
this new business environment so our small business customers receive first class
service and our portfolio is appropriately managed to limit risk to taxpayer funds.

In the short term, these modernization efforts and the sale of assets has actually
created more work for staff. The designing of our new systems is very complex
and must be performed by those employees who are the most experienced and
will be using it most. The success of systems design and implementation is
critical and that is why the agency has devoted its senior, seasoned staff to this
effort. Additionally, the asset sales process involves a substantial due diligence
effort to ensure the loan records are complete and represent an accurate
accounting of all activity on the loan. Therefore, the impact of asset sales trails
the actual sales by some period of time.

Ultimately, we expect that a further consolidation of servicing activities,
especially in the servicing centers, particularly the Disaster Loan Servicing
Centers, will occur. Field staff involved in these activities will be freed-up to
shift attention to other functions such as lender oversight, marketing and outreach,
small business development, procurement assistance to ensure small businesses
receive 23% of Federal contracts.

By retraining motivated, skilled employees, SBA is investing in future growth and
ensuring the right people are in the right job to deliver quality services.

The SBA is retraining many current employees to perform new duties. For
example, those who have been reviewing loan guarantees will now be trained
in the marketing and outreach function. These jobs take very different skills.

(a) ‘What work have you done to ensure that employees can make the
transition to performing new duties successfully after potentiaily long
careers in specialized areas?

We believe the skills and experience in serving small business that exists
in our current workforce is extremely valuable to our future success.
Therefore, we are committed to transforming our current workforce to
meet our new skill requirements to operate successfully in the 21* century.
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Through careful planning and development of the competency models, we
will identify the specific training gaps that exist for our employees and
customize the training to ensure their ultimate success. Those employees
who are unwilling to transform to the new SBA are provided ample
opportunities to transition to new jobs at different locations within SBA or
to pursue other career opportunities outside SBA, including the
opportunity to voluntarily retire early.

To date, SBA has provided 217 managers and supervisors with leadership
training, specifically focused on dealing with employee reactions to
change. SBA used a leadership competency model developed by one of
the premier leadership research and development institutions - The Center
for Creative Leadership. We believe this effort is very important to assist
in the management of the monumental change that we are undertaking.

In FY 2000, SBA also provided approximately 150 employees Lender
Oversight training, and 163 employees Marketing and Outreach training.

Please note that the Agency requested $4 million in additional funding in
FY 2001 to continue the training we believe is necessary to assist our
employees in their transition, and in doing their current jobs more
effectively. Without adequate funding, the level of required training will
not occur as planned and the transformation will ultimately be delayed and
not be as effective.

What mechanism have you designed to evaluate the success of the
effort to retrain employees for new duties?

Ultimately, the effectiveness of retraining employees will be determined
by the agency’s success in carrying out its statatory mission. Performance
objectives for each employee clearly define the expectations for their
performance. Employees will have to meet their objectives to be
successful.

Additionally, our employees evaluate each training program and their
evaluations are carefully assessed, and changes made for future classes to
continuously improve our training.

Our employees have clearly demonstrated in the 1998 and 1999 National
Partnership for Reinventing Government Employee Surveys that
additional training is necessary.

Did you consider other options, such as contracting with others? 1If so,
why did you select retraining as the best option?
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SBA already relies very heavily on the private sector to deliver its
programs. There is a balance that needs to be maintained between use of
the private sector and Federal employees to assure our mission and level of
service to small business. As mentioned above, we consider our
employees to be the most important asset in the success of conducting our
statutory mission to serve small business. Local employees understand
local business practices, lending practices, etc. We believe our historical
success clearly demonstrates their loyalty and skill in delivering Federal
assistance to these individuals. It makes most sense to capitalize on
existing loyalty and skills so that we can continue to serve the nation’s 25
million small businesses without disruption and enhance this level of
assistance as we move into the 21% century. Of course, we continue to
look to further utilize the skills of the private sector, whenever possible
and appropriate. The current sale of assets is a perfect example of this
privatization.

What was the SBA’s rationale for selecting the five core competencies —
marketing and outreach, business development, lender oversight, and
procurement? Were other competencies considered? If so, what were they?

In selecting the core competencies, we looked at the major agency functions and
chose the competencies necessary to perform these functions. Ideally, we would
like to develop competency models for every occupational series employed at
SBA. However, in light of limited resources, we chose the competencies that best
represented the mainline functions of the agency.

The GAO indicates that you plan to develop position descriptions and
performance standards for the employees who will be performing marketing
and outreach, business development, oversight, and procurement functions.
Because the GAO also indicates that you have been and plan to continue
cross-training many employees in some or all of these duties, please explain
how the proposed position descriptions be abolished and, if so, which ones?

Position descriptions define the grade controlling duties and responsibilities of a
position. Since SBA is a dynamic organization undergoing constant change, it is
likely that many position descriptions will be created or modified as necessary to
maintain their accuracy. This is consistent with statute and our historical practice
to ensure that employees know exactly what they are responsible for and that they
are evaluated and rewarded based on their accomplishments. As an example, just
last year we completely rewrote the position description for our District Director
position, encompassing the new duties and responsibilities as the position has
evolved over the past several years.

It appears that the SBA has been materially transforming the way it
conducts business for eight years. I understand that a strategy for managing
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workforce transformation plan is being developed under contract this
summer. Please explain why the development of such a plan has been
delayed. Also, please explain how long you believe it will take to implement
the plan and what will be the most critical elements to its successful
implementation.

SBA is a dynamic organization that has undergone constant change as we
downsized, right-sized, and transitioned into the 21% century. Not only do we
anticipate that the need to change will continue, but we project the rate of change
will continue to increase. Based on this expectation, we are in the process of
developing a workforce transformation strategy to prepare the SBA for 2003 so
we can continue to deliver good value to the American taxpayer by increasing
opportunities for small businesses. The 2003 target date represents a reasonable
transformation period — allowing us to appropriately manage this level of change
and reflects the estimate of the culmination of a number of our current
modernization initiatives, such as systems modernization and asset sales, as well
as the SBA's 50® anniversary,

SBA has been undergoing dramatic change over this last eight years, as you
acknowledge. During this time, we have never lost focus of our mission to
support small business. This is clearly evidenced by the remarkable achievements
in support to small business during this same period, including lending, business
development, and procurement assistance. However, there has not been a clear
articulation of these changes and the anticipated impact on SBA’s workforce. For
that reason, and the current attention by the GAO, Congress, OMB and OPM on
Human Capital, SBA decided to formally develop a workforce transformation
plan. .

The scope of SBA’s workforce transformation is enormous — encompassing
practically every office, program and employee in some manner. Considering
asset sales, program changes, and systemns modernization, every aspect of SBA is
being affected during this process, which makes the planning and documentation
of this effort also a formidable task. The complexity has made this effort long in
duration. But it is necessary so that we completely cover all aspects of the
ransformation and ensure the buy-in of all employees along the way. We have
ensured the involvement of staff at all levels, and our union partners, as we
develop this plan. This alone requires that the process be methodical and well
thought out.

At this time, we expect the delivery of the “Workforce Transformation Plan™ in
final from our contractor in September 2000. The guide will define changes that
have occurred at SBA in the past, those anticipated as we move forward, and the
expected changes to SBA’s organization, programs and workforce as a result —
with 2003 as a planned completion. We anticipate that implementation of the
plan will largely be accomplished over a three year schedule that coincides with
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SBA’s Information Systems overhaul and the evolution of our role from a loan
administrator to a loan oversight function. As our small business client
population continues to grow, we anticipate significant shifts towards web-based
transactions, electronic entrepreneurial business processes, and
marketing/outreach disciplines. The workforce transformation process should be
time phased to allow for mid course corrections and for keeping pace with
technology solutions that continuously offer opportunity for improvements in
providing service to our constituency.

Ultimately, as we move into the 21 century, without adequate appropriations and
support from our congressional partners, and the continued dedication and focus
of SBA leadership, implementation of this initiative will be delayed.

The GAO reports that the SBA has undertaken a number of human-capital
initiatives over the past several years but that only recently has as senior
leader been assigned responsibility for centrally coordinating these efforts. A
new administration will be taking office in just six months.

(a) What steps are you taking to ensure that the lessons you have learned
in planning for the SBA’s human-capital requirements will be
documented for the administration?

As mentioned above, one of the objectives of using a contractor in this
process and developing a workforce transformation plan is so that a formal
document is available that includes the information needed for
disseminating to our existing staff and for the new administration.

In addition, the Administrator has received approwval from the Office of
Personnel Management to appoint an organizational development expert
to an 18 month limited term senior executive appointment. This
individual will be responsible for many of the day-to-day tasks related to
implementation of our workforce transformation plan and should ensure a
smooth transition. The appointment could be extended for an additional
18 months should the new administration be so inclined.

) How will you communicate the key steps that need to be taken to the
new administration to minimize any downtime in realigning the
workforce with the business processes that the SBA has adopted for
accomplishing its mission?

We will share our Workforce Transformation Plan with the new
administration. Additionally, we expect the services of the organizational
development expert and a core group of senior career executives to
facilitate implementation at all levels within the Agency.
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Please provide for the record information on the original contract with
Resource Consultants, Inc., the evolution of the contract (including the
dollars, and reasons for scope modifications), whether or not the contract
was competitively awarded, and how SBA determined that this was the best
firm.

. The initial contract, issued March 2, 2000, was for contractor support to
assist with and document our developing work force transformation plan. The
initial assignment was to work with Capital Access, and $29,933 was
allocated. We chose Capital Access as the lead program within the Agency
because of the importance of lender oversight and the significant progress
Capital Access had already accomplished. The contract allowed for expansion
to cover the entire Agency. SBA used a competitive process to sclect RCL. the
lowest bidder on the contract.

. SBA expanded the tasking on April 3, 2000, increasing the original
contract by $19,715.38 to $49,648.38. This revision requested contractor
support to assist documenting SBA’s transition strategy and planning guide.

. SBA further expanded the contract on June 2, 2000, increasing the funding
by $213,954.00 to $263,602.38. The revised statement of work required RCI
to develop an integrated Workforce Transformation Plan for two clements of
the SBA - Headquarters and Centers, with the option of further expansion to
our Districts, Regions and Disaster.

. RCT has extensive personnel background in the area of workforce
transformation.

How does the agency anticipate funding its senior-executive and district
director candidate development programs planned for FY 2001 if it does not
get its full budget request?

Both candidate development programs are high priorities for SBA for an cffective
succession plan for our senior-most managers. Similarly, both of these programs
are dependent on sufficient appropriations for FY 2001. The cost of this effort is
primarily in the training and travel related to the individuals sclected for these
programs. These programs will be a key element of our annual training and travel
plans. We agree with GAO that we must focus on succession planning to ensurc
SBA has quality leaders in the coming years.

What consideration is the SBA giving to how contract staff fit into its current
and future workforce needs?

Under the general guidelines of the Administration’s efforts to reinvent the
Government, SBA continues to ask three questions related to its activities: (1)
Does the particular activity need to be performed? (2) If yes, can it be done by
state and local government and/or the private sector under contract? (3) If no, can
the activity be re-engineered? OMB’s A-76 requirements and the FAIR Act
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require agencies to review their commercial activities to ensure that cost
‘effectiveness considerations are taken into account in deciding whether to contract
our activities or perform them with in-house staff. Intent of the legislation clearly
is to contract out government functions whenever possible.

SBA has consistently relied on contractors to perform specialized functions (e.g.,
web design and development, IT infrastructure developrnent and reengineering,
database management, maintenance of the mainframe, COBOL programming),
privatized functions {e.g., disaster loan servicing, due diligence of assets for sale,
warehousing and printing functions, facilities management), and functions

requiring “special skill and objectivity” (e.g., program evaluations, audits,
customer surveys, management consultancies).
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Answers to Post-hearing Questions Posed by
Senator John Kerry, Ranking Minority Member
Committee on Small Business
to David Walker, Comptroller General ,
U.S. General Accounting Office, Washington, D.C.
Hearing on
“GAO’s Performance and Accountability Review: Is the SBA on PAR?”

July 20, 2000

1. This GAQO review has been described as a comprehensive assessment of the
agency’s ability to manage its programs. Yet, it sounds like the regular
audits GAO always performs. What, if anything, is really different?

There are two major differences between our current work at SBA and our previous SBA

assignments.

e Our work, when complete, will provide a comprehensive review of selected critical
management functions including: strategic planning, budget formulation and
execution, organizational alighment and control, performance measurement, human
capital, financial management, information technology, and acquisition management.
In addition, we are addressing key programs such as 7(a) and 8(a).

e Our work is planned to integrate findings in management functions with
programmatic work. For example, our work on the 8(a) program showed that one of
the reasons SBA does not know how well its program is working is that its
information system does not provide needed data. As our work continues, we will be
making further links between management functions and programs.

In contrast, our past SBA work responded to various congressional requests to examine

various individual programs or aspects of SBA’s management. However, there were no

efforts to look at the connections between our reviews or to examine SBA
comprehensively.

2. How does the SBA compare in Information Technology with other federal entities and
the GAO itself? How does the SBA compare in Information Technology with the
private sector?

For the five information technology (IT) areas we reviewed, SBA is the first agency at
which we have used the three broad indicators shown in our testimony to suramarize our
judgments on the state of the entity’s policies, procedures, and practices. Accordingly,
for these indicators, there is no basis to judge how SBA is performing in relation to other
federal agencies.

Although we are unable to offer a direct comparison among SBA and other agencies, it is
widely acknowledged that other federal entities have had difficulties in managing IT. For

! Information Technology Management: Small Business Administration Needs Policies and Procedures to
Control Key IT Processes (GAO/T-AIMD-00-260, July 20, 2000).
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years, federal agencies have struggled with delivering promised system capabilities on
time and within budget.” Recognition of the need to improve IT management at federal
agencies led Lo passage of the Clinger-Cohen Act in 1996. The act provides an analytical
framework for making investment decisions and managing information system
development based on industry best practices.

Regarding GAO, over the years we have made major technology investments to improve
the efficiency and effectiveness of mission-related operations. Most recently, we have
successfully managed the Year 2000 transition. We also continue to take steps to
improve the capacity and responsiveness of our network. For the future, we need to
maintain and enhance our ability to take greater advantage of modern technology and
achieve an integrated infrastructure that supports our goals and objectives for client
services, strategic planning, human capital, and business processes. Our strategic plan
has four performance goals to support this objective:

+ develop along-term, comprehensive plan for an integrated IT approach;

e develop and implement a short-term, cost-effective approach that begins to satisfy
GAO’s information needs quickly;

¢ establish performance and cost metrics addressing the quality and value of IT
services; and

¢ ensure the availability of required IT skills.

As a first step toward implementing these goals, this year GAO is undertaking a
comprehensive review of its overall information strategy, with an eye toward striking a
balance between wants, needs, and affordability.

Turning to the private sector, we have not conducted an assessment of how SBA's
policies, procedures, and practices compare to a representative sample of private
organizations. Nevertheless, much of the criteria we used in evaluating SBA represented
standards based on widely accepted practices in private industty and guidelines that
were established using leading practices in IT management. For example, in evaluating
software development and acquisition, we used standards established by the Institute of
Electric and Electronics Engineers, Inc., and guidelines established by the Software
Engineering Institute of Carnegie Mellon University. Further, in evaluating SBA’s IT
investment management activities, we used our guidelines (Assessing Risks and Returns:
A Guide for Evaluating Federal Agencies’ IT Investment Decision-Making GAO/AIMD-
10.1.13, February 1997), which are largely based on the leading practices of numerous
private-sector entities.

‘ High-Risk Series: An Update (GAO/HR-99-1, January 1999)
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3. In the hearing, there were several references to the number of GAQ studies of
SBA. SBA contends that GAO has conducted 41 studies over the past year,
specifically since August 1999 to July 2000. GAO testified that there are
only some 20 studies of the SBA being conducted. To set the record straight,
how many SBA studies has the GAO conducted over the past year, identified
by those completed, the dates begun and completed, and those still on-going,
with the dates they were begun?

Our records show that as of August 19, 2000, we had 19 open assignments and during
fiscal year 2000, had completed 32 assignments involving SBA. In tracking assignments,
we have noted that many of these assignments do not focus exclusively on SBA because
they involve multiple federal agencies. See the tables below for more details.

Table 1. Ongoing SBA Assignments as of August 19, 2000

Job title Job code Start date
1. Women's Busi Centers inability Act of 1999 240388 3100
2. SBA Oversight of SBLCs 233652 5/60
3. SBA Loan Monitor System Planning 511846 4/00
4. SBA's Budget Formulation and Implementation 936335 9/99
5. Effect of Government Procurement Reform on Small 240384 2/00
B
6. _SBA Financial M. nent 913884 1700
7. Access to Equity Capital* 233620 9/99
8. Use of Federal Resources in Support of the Olympic Games* 240348 1/00
9. _Follow-up Federal Manager Survey* 410402 199
10. Federal Workforce Trends* 410352 117498
11. Workforce Challenges 8* 410400 11/98
12. Community Adjustment and Investment Program* 711495 2/00
13. Top-Heavy Private Pension Plans™ 207054 399
14. Information Systems Controls at RCED Agencies* 919439 8/99
15, Data Sharing Symposium Report* 207088 2/00
16. Conversion of Political Appointees to Career Positions™ 410450 3/99
17. Sole Source Advertising Contracts™ 240398 3/00
18, Section 223 of SBREFA* 410601 8/00
{ 19, Smali Business Technology* 141464 70

* Multi-agency assignments
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Table 2: Completed SBA Assignments as of August 19, 2000

Job title Job code Start date Issue date
1. SBA Modernization 511761 6/89 2/20/00
2. _SBA IT Management 511783 8489 477750
3.__8BA Y2K Recommendations-9/99 511795 9/99 10/15/99
4, SBA Y2K Recommendations-10/99 511803 10/99 10/28/99
5.__SBA Y2K Recommendations-11/99 511812 11/99 12/06/89
8.__SBA YZK Follow-up 511824 100 11800
7. Status of LMS Planning 511837 2100 2/24/00
8. _SBA Modernization 511841 3400 4/25/00
9. ITM: nt at SBA 511851 4/00 5/31/00
10._SBA Loan Origination and Servicing 913877 10799 11/30/99
11. 730 Small Business Administration 919426 5/38 33100
12, Loan Origination and Servicing* 913847 4/99 10/14/99
13. 015 Loan Guarantee Liabilities* 915084 2/00 3/31/00
14. 003 Loans Receivable* 919395 2/00 3/31/00
15. Internet Complaint Portal* 511996 5/00 6/01/00
16, Formal Bidding Exceptions 240408 4/00 424008
17. VA Small Business Loans*® 233634 10/9 6/30/00
18, Advertising Business Barriers® 240366 899 4/17/00
| 19. Small Business Exports* 711461 10/99 11/23/99
20. Business Export Statistics™ 711474 12/99 3/31/00
21. Briefing on NAFTA-TAA* 711458 106/99 10720/99
22. SBA’s Estimate of Impacts 385834 10/98 12/15/98
3. SBA’s 7(a) Program 385838 1100 8/31/00
4. Proposed Venture Capital Program 385854 3/00 6/1/00
5. _7(a) Program Issues 385855 4/00 5/26/00
6. Strengths and Weaknesses of the 8(z) Program 385824 9/99 T/20/00
27. 8(a) Database Quality 385840 1460 7/19/90
28. 8(a) Program Testimony 385871 6/00 7720/00
9. SBA Overview Testimony 385866 6/00 T/20/00
30, SBA's Human Capital Plans 410481 999 7/20/00
31, Information System Controls at SBA 914009 5/00 53100
32. Testimony on SBA's Information Technology 511850 6400 2000
Management

*Multi-agency assignments
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4. Similar to question No. 3, using the same time frame, please provide the
number of studies conducted and ongoing over the past year at the other
federal agencies?

We completed a total of 1,767 assignments in fiscal year 2000 (as of August 19, 2000). At
any given time, we have 625 to 700 ongoing assignments. We should note that in several
instances, a single assignment could involve multiple agencies. The following tables
provide details on the number of ongoing and completed assigrirnents for the individual
federal agencies.

Table 11 Number of Ongoing Assignments by Agency as of August 18, 2000

AGENCY NAME NUMBER OF
ONGOING ASSIGNMENTS
{ Board for International Broadcasting
Chemical Safety & Hazard I Board
- Co Product Safety Commission

Council on Environmental Quality
Federal Housing Adminjstration
Mining Safety & Health Administration
Federal Housing Administration
National Highway Traffic Safety Administration
Research & Special Programs Administration
ixport-lmport Bank of the U.S.
{ Equal Eraploy Opportunity Cc ission
Farm Credit Administration
Federal Agricultural Mortgage Corp
National Archives Records Administration
National Assn of Insurance Commissioners
National Railroad PA Corp (AMTRAK)
National Transportation Safety Board
Office of Thrift Supervision
Department, of Interior-Water & Power
Federal National Mortgage Corp
Federal Home Loan Mortgage Corp
National Oceanic & Atmospheric Administration
National Telecormmunications & Inform Administration
National Institute of Standards & Technology
Defense Intelligence Agency
Federal Enexgy Regulatory Commission
Coast Guard
Bureau of Alcohol, Tobacco, & Firearms
Executive Office of the President
Federal Deposit Insurance Corp
Office of Federal Procurement Policy
T Valley Authority
National Assn of Securities Dealers
Congressional Budget Office
Library of Congress
Central Intelligence Agency
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Comptroller of the Currency (Treasury)

Federal Trade Commission

Judicial Branch

National Ingtitute of Health

Occupational Safety & Health Administration
Federal Transit Administration

_National Science Foundation

| Nuclear Regulatory Commission

Pension Benefit Guaranty Corporation

Federal Communication Commission

Federal Reserve System

‘Armay Corps of Engineers ~ Civil

U.S. Customs Service {Treasury)

Postal Service

Federal Emergency Management Agency

Security & Exchange Commissior

Office of Personne] M. t

R el be FEETEREES T EwiE Fe B IV E PN PN B PR S 2R EAF VR ()

Bureau of the Census (Comunerce} 10
Food & Drug Administration 12
Agency for International Development 12
Federal Aviation Administration 1z
National Aeronautic & Space Administration 12
District of Columbia Government i2
Social Security Administration 14
Office of Management & Budget 15
General Services Administration 17
Small Busi Administration 18
Federal Government-Wide 20
Departinent of Commerce 21
Department of Transportation 21
Department of Education 22
Department of Labor 22
_Marine Corps 23
Department of Housing & Urban Development 23
Department of Interior-Not Water & Power 23
Departinent of Veterans’ Affairs 24
Department of Energy 26
| Department of State a7
Department of the Treasury 34
Environmental Protection Agency 36
Indernal Reveunue Service 39
Department of Agriculture 41
Health Care Financing Administration 41
Department of Justice 41
Air Force 45
Navy 38
Army 52
| Department of Health & Huran Services 56
Department of Defense 152
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Table 2: Number of Completed Assignments by Agency as of August 19, 2000

AGENCY NAME NUMBER OF
COMPLETED
ASSIGNMENTS

Federal Home Loan Mortgage Corp

Office of Federal Housing Enterprise Oversight

National Highway Traffic Safety Administration

Federal National Mortgage Corp

Appalachian Region Corumission

National Institute of Standards & Technology

National Security Agency

Federal Energy Regulatory Commission

Power Marketing Administration

Mining Safety & Health Administration

Qccupational Safety & Health Administration

1.8 Information Agency

Federal Railroad Administration

Maritime Administration

Bureau of Alcohol, Tobacco, & Fireanns

Equal Employ Opportunity Commission

Farm Credit Administration

Inter-American Foundation

National Archives Records Administration

Overseas Private Investment Corp

Peace Cormps

Department of Interior-Water & Power

Federal Accounting Standards Advisory Board

Tax Court of the U. S.

Architect of the Capitol ,

Congressional Budget Office

Consumer Product Safety Commission

Corporation for National Community Service

Federal Housing Administration

Export-Import Bank of the U.S.

National Credit Union Administration

National Transportation Safety Board

Office of Federal Procurement Policy
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Library of Congress

w

Research & Special Programs Administration

Federal Communication Commission 3
National Science Foundation 3
Government Printing Office 3
American Battle Monuments Commission 3
Federal Transit Administration 3
National Assn of Securities Dealers 3
Federal Highway Administration 4
Judicial Branch 4
Chemical Safety & Hazard Investment Board 5
Army Corps of Engineers — Civil 5
National Oceanic & Atmospheric Administration 5
Tennessee Valley Authority 5
National Assn of Insurance Commissioners 5
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Office of Thrift Supervision 6
Defense Intelligence Agency 7
Executive Office of the President 7
Federal Trade Commission 7
Senate 7
Commodity Futures Trading Commission 7
Office of Personnel Management 8
House of Representatives 8
Federal Deposit Insurance Corporation 9
Nuclear Regulatory Commission 9
National Railroad PA Corp (AMTRAK) 9
Comptroller of the Currency (Treasury) 10
Central Intelligence Agency 12
Coast Guard 12
Postal Service 13
National Institute of Health 14
Federal Emergency Management Agency 17
Federal Reserve System 19
District of Columbia Government 19
U.S. Customs Service (Treasury) 19
National Aeronautics & Space Administration 20
U.S. Trade Representative 20
Bureau of the Census (Commerce) 20
Security & Exchange Commission 20
Office of Management & Budget 23
Food & Drug Administration 25
Center for Disease Control 25
Federal Aviation Administration 25
Department of Labor 30
Small Business Administration 32
Department of Education 33
Marine Corps 34
Agency for International Development 38
General Services Administration 38
Department of Transportation 41
Social Security Administration 43
Department of Housing & Urban Development 45
Department of Commerce 48
Department of Interior-Not Water & Power 50
Department of Veterans® Affairs 53
Environmental Protection Agency’ 55
Department of Energy 60
Internal Revenue Service 61
Department of the Treasury 62
Federal Government-Wide 66
Navy 69
Air Force 74
Health Care Financing Administration 81
Department of Agriculture 86
Departraent of Justice 9l
Department of State 93
Army 109
Department of Health & Human Services 137
Department of Defense 290
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Response of Stanley J. Czerwinski, Associate Director
Housing and Community Development Issues
Resources, Community, and Economic Development Division
U.S. General Accounting Office, Washington, D.C.
to Post-hearing posed by Senator John Kerry, Ranking Member
Committee on Small Business
Hearing on
“GAO’s Performance and Accountability Review: Is the SBA on PAR?”

July 20, 2000

8(a) Program

Question

The testimony notes that the 8(a) data and information system does not track all business
development information. Please verify that that also applies to data relating to program
suCCesses.

Answer

It is correct that SBA does not track 8(a) business development information, including
data relating to program successes. SBA managers said that the lack of a system to track
and assess the results of business development activities creates a weakness for the
program because it is difficult to assess the program’s effectiveness. The officials said
that the system’s inability to record tratning and assistance could lead to an under-
accounting of the benefits firms receive from the program. For example, a district
manager noted a case in which an 8(a) firm received considerable assistance developing
its marketing and other capabilities. This firm, through the auspices of the district office,
later negotiated and won a contract with a commercial firm. This outcome could not be
credited within the system because: (1) staff have no way of recording the training and
assistance provided to firms other than in informal notations, and (2) the contract awarded
to the firm was not an 8(a) contract so the award information could not be noted in the
system.
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Responses to Senator Kerry’s Questions
on GAO’s Assessment of SBA’s IT Management

L To give this report and assessment some perspective, where does SBA rank
among federal agencies, GAO, and the private sector in relation to its IT planning
management?

For the five information technology (IT) areas we reviewed, SBA is the first agency at
which we have used three broad indicators to summarize our judgments on the state of
the entity’s policies, procedures, and practices. Accordingly, for these indicators, there
is no basis to judge how SBA is performing in relation to other federal agencies.

Although we are unable to offer a direct comparison among SBA and other agencies, itis
widely acknowledged that other federal entities have had difficulties in managing IT. For
vears, federal agencies have struggled with delivering promised systerm capabilities on
time and within budget.’ Recognition of the need to improve IT management at federal
agencies led to passage of the Clinger-Cohen Act in 1996, The act provides an analytical
framework for making investment decisions and managing information system
development based on industry best practices.

Regarding GAO, over the years we have made major technology investments to improve
the efficiency and effectiveness of mission-related operations. Most recently, we have
successfully managed the Year 2000 transition. For the future, we need to maintain and
enhance our ability to take greater advantage of modern technology and achieve an
integrated infrastructure that supports our goals and objectives for client services,
strategic planning, human capital, and business processes. Our strategic plan has four
performance goals to support this objective:

+  develop alongterm, comprehensive plan for an integrated IT approach;

e develop and implement a short-term, cost-effective approach that begins to satisfy
GAOQ’s information needs quickly;

» establish performance and cost metrics addressing the quality and value of IT
services; and

» ensure the availability of required IT skills.

As a first step toward implementing these goals, this year GAO is undertaking a
comprehensive review of its overall information strategy, with an eye toward striking a
halance between wants, needs, and affordability.

Turning to the private sector, we have not conducted an assessment of how SBA's
policies, procedures, and practices compare to a representative sample of private
organizations. Nevertheless, much of the criteria we used in evaluating SBA represented
standards based on widely accepted practices in private industry and guidelines that
were established using leading practices in IT management. For example, in evaluating
software development and acquisition, we used standards established by the Institute of

' High-Risk Series: An Update, GAO/HR-89-1, January 1999
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Electric and Electronics Engineers, Inc., and guidelines established by the Software
Engineering Institute of Carnegie Mellon University. Further, in evaluating SBA’s IT
investment management activities, we used our guidelines (Assessing Risks and Returns
A Guide for Evaluating Federal Agencies’ IT Investment Decision-Making GAO/AIMD-
10.1.13, February 1997), which are largely based on the leading practices of numerous
private-sector entities,

2. This is the first report of its kind in terms of assessing the IT capabilities of a
federal agency by using a three-circle evaluation standard. Upon what criteria was
the report based? Did the SBA have an opportunity to have input on these criteria?
Do you think any federal agency, in your best estimation, would receive “full circle”
ratings?

In evaluating SBA’s IT management, we used laws, federal guidelines, industry standards,
and our assessment guides. Specifically, in evaluating IT investment management, we
applied the Clinger-Cohen Act, the Office of Management and Budget's (OMB) Capital
Programming Guide, and GAQ’s guide Assessing Risks and Returns: A Guide for
Evaluating Federal Agencies’ IT Investment Decision-making. We assessed SBA’s IT
architecture using the Clinger-Cohen Act, OMB guidance, National Institute of Standards
and Technology (NIST) guidelines, and the Chief Information Officer Council’'s Federal
Enterprise Architecture Framework. For software development and acquisition, we
applied GSA’s Guide to Planning, Acquiring, and Managing Il Systems and standards
issued by the Software Engineering Institute (SEI) and the Institute of Electrical and
Electronics Engineers, Inc. In assessing information security, we used theClinger-Cohen
Act, Computer Security Act, and guidelines issued by OMB, GAO, and NIST. ForIT
human capital, we applied the Clinger-Cohen Act and our guide Human Capital A Self-
Assessment Checklist for Agency Leaders

At the beginning of our review, we informed SBA officials of the criteria that we would
use to evaluate IT management activities, During the review, we discussed the
application of the criteria to SBA operations. These standards and guidelines have the
flexibility to allow the development of IT processes appropriate for the size and
complexity of organizations.

Int evaluating the five key IT areas at SBA, we assessed applicable policies, procedures,
and practices and used three broad indicators to depict our results, These indicators
provide our judgments on the state of SBA policies, procedures, and practices. SBA was
the first federal agency in which we have used these indicators to represent our
assessment of the five IT areas. We have an ongoing review at the Coast Guard in which
we are using these indicators and evaluating the same IT areas.

Regardless of where SBA may stand relative to other federal entities, comparison with
industry standards is a sound approach for identifying activities that can be improved to
enhance the capability of supporting the agency’s mission and achieving a positive return
on IT investments. It is unlikely that many federal agencies would receive “full circle”
ratings for all activities within the five IT areas. For example, our reviews of information
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security have shown that widespread weaknesses persist throughout the federal
government in this critical area.

3. Though I think GAO's recommendations in the Information Technology
Management Report are fair and helpful, I don’t think the evaluation indicators
adequately reflect SBA’s progress, and I don't think they would adequately gauge
progress of other agencies. If the SBA Performance and Accountability Review
(PAR) is a prototype for evaluations government wide, I think the GAQ should
revise the indicators. Does GAO plan to revise the indicators? Please explain why
or why not and what would factor into a system of improved evaluation indicators?

In performing future IT management reviews, we will continually update and refresh our
evaluation approach, and strive to use the best available criteria and assessment
methodologies. In doing so, we will incorporate new and updated legal and regulatory
provisions, leading organizations’ best practices, and prevailing industry standards. For
example, on our current review at the Coast Guard, we are using our recently released
guide Information Technology Investment Management A Framework for Assessing and
Improving Process Maturity (GAO/AIMD-10.1.23, May 2000). In developing this guide, we
engaged appropriate experts and informally presented our approach to members of
several leading IT management consulting firms. In addition, to ensure that our guide
would provide value to the federal IT community, we (1) obtained comments from a
selected group of federal Chief Information Officers and their representatives, (2} briefed
members of the federal Chief Information Officers Council and its relevant
subcommittee, and (3) provided early drafts to members of a GAO-sponsored advisory
group of IT executives from private industry and federal and state governments.

4. What steps has SBA taken to address the weaknesses cited in GAO's report, “SBA
Needs to Establish Policies and Procedures for Key I'T Processes”™

SBA has agreed with our recommendations and has outlined steps it plans to take to
improve IT management. For investment management, SBA intends for its business
technology investment council to take an increasingly active role in reviewing IT
investment performance. It also plans to purchase and install the latest version of the
Information Technology Investment Portfolio System and develop a comprehensive set
of IT capital planning processes. SBA expects these processes to support the agency's
related planning and budget processes.

Regarding our architecture recommendations, SBA has agreed to develop a systematic
development process to ensure that the architecture will meet the agency’s current and
future information processing needs. It has also agreed to establish policies and
procedures for architecture maintenance to ensure that new systems and software
changes are compatible with SBA’s planned operating environment.

For software development and acquisition, SBA is finalizing its systeras development
methodology and plans to institutionalize and enforce its use agency-wide, SBA also
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intends to strengthen its systems development and acquisition capabilities and explore
implementing a formal improvement process.

In response to our recommendations for inproving information security, SBA stated that
it had hired additional staff and contractors to perform periodic risk assessments, systen
certification reviews of new and existing systems, and other analyses. Regarding
periodic security evaluations, SBA said that it had completed certification and
accreditation reviews for four systems and that reviews were scheduled for all remaining
systems. In addition, SBA noted that it would review available mechanisms for security
monitoring and implement appropriate solutions.

For IT human capital management, SBA stated that it would review skills and knowledge
requirements at least annually to develop and maintain a skills requirements summary. It
also plans to expand and update its current data on IT staff (o create a more
comprehensive assessment of skills within the agency. SBA added that it would develop
a more thorough workforce plan based on the skills survey information. In addition,
SBA agreed to periodically evaluate its progress on IT human capita) and use the results
to continually improve its human capital strategies.

Through its actions and plans, SBA has demonstrated a commitment to improve IT
management. Although we have not yet collected current information on the status of
SBA’s actions to implement all of our recommendations, our ongoing review of SBA’s
planning for its Loan Monitoring Systent has shown that the agency is making substantial
progress in establishing processes to support software development and acquisition.
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Answers to Post-hearing Questions Posed by
Senator John Kerry, Ranking Minority Member
Committee on Small Business
to Michael Brostek, Associate Director, Federal Management and Workforce Issues,
General Government Division
U.S. General Accounting Office, Washington, D.C.
Hearing on
“GAQ’s Performance and Accountability Review: Is the SBA on PAR?”

July 20, 2000

1. SBA seems to be ahead of other federal agencies in terms of the steps they
have taken to address their human capital needs. Do you have any
information about other federal agencies, including the GAO, and steps
taken, if any, to address human capital concerns? Again, where does SBA
rank relative to these agencies?

As we noted in our testimony, the Small Business Administration (S8BA)} has taken a
number of steps 1o address its hurman capital needs. For instance, it has developed two
of five planned competency models and training for its staff in those two corupetencies.
SBA also has contracted for a workforce transformation plan that is intended to identify
SBA's workforce needs for the future (the "to be"), its current workforce characteristics
(the "as is") and how to transform its workforce to better align with its future needs,
However, agencies have been in transition during the 1990s and have very different
missions {including missions that have changed in some cases). As a result, it would be
very difficult to systematically collect data across all major agencies that would support
a relative ranking of SBA's efforts with those of other agencies, and we have not done so.
Nonetheless, based on our recent work, we know that other agencies face challenges
similar to those facing SBA.

For example, SBA is not alone in needing to reinvigorate its succession planning to cope
with retirements and other attrition among its senior executives. We reported in Senior
Executive Service: Retirement Trends Underscore the Importance of Succession
Planning (GAO/GGD-00-113BR, May 12, 2000) that 71 percent of the senior executives in
the federal government as of September 30, 1998, will reach regular retirement eligibility
by the end of fiscal year 2005." This rate is about 20 percent greater than the 60 percent
of the fixed group of career SES members who became eligible to retire over the fiscal
years from 1992 through 1998. However, over half of the senior executive service
respondents to a recent survey indicated that their agencies did not have formal
succession planning programs to prepare for the replacement of departing senior
leaders. We recommended that the Office of Personnel Management take a more
proactive role in identifying the extent to which agencies are doing succession planning
and reach out to agencies not doing such planning to provide assistance.

' According to SBA data, as of March 2000 85 percent of its SES employees will be
eligible to retire by the end of fiscal year 2005.
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Actions taken by the President this year also recognize that many executive branch
agencies need to step up the intensity of their efforts to manage their human capital. In
the fiscal year 2001 budget, the President added a priority management objective
requiring agencies to align their human resouices to support agency goals. That
management objective commits the Office of Personnel Management (OPM) to helping
agencies strategically assess their human resources to ensure a quality workforce, OPM
is to complete the design of a prototype work force planning model that will allow line
managers to analyze their current work force and prepare “what-if” scenarios under a
variety of recruitment, restructuring, or mission change models. This, of course, is part
of what SBA is doing through its contract to develop a workforce transformation plan.
The President also issued a memorandum in June 2000 that directs the heads of
departments and agencies to

o fully integrate human resources management into the ageney’s planning, budgeting,
and mission evaluation processes and clearly state specific human resources
management goals and objectives in the agency’s strategic and annual performance
plans, and

* renew the agency’s coramitment to recruit, develop, and manage its workforce to
ensure high performance, provide for the ¢ontinued development of a highly
competent corps of human resources management professionals to assist line
managers in ensuring the most effective use of the agency’s workforce to accomplish
the agency's mission.

Further, in recent reviews we have conducted in several agencies, we have found
challenges not unlike those facing SBA. For example, we reported in Human Capital;
Observations on EPA’s Efforts to Implement a Workforce Planning Strategy (GAQ/T-
RCED-00-128, March 23, 2000) that the Environmental Protection Agency, like SBA, does
not have a workforce planning strategy to determine the number of employees and
competencies needed to carry out its strategic goals and objectives. Also, like SBA, EPA

Management Attention (GAO/T-NSIAD-00-133, March 22, 2000) we reported that the
National Aeronautics and Space Administration {NASA) has a workforce that is
stretched too thin so that critical areas do not have sufficient backup coverage and
NASA faces a growing workload that has iraplications for its training needs and for
attracting and retaining staff with required skills. Finally, in SSA Customer Service;
Broad Service Delivery Plan Needed to Address Future Challenges (GAO/T-HEHS/AIMD-
00-75) we reported that the Social Security Administration (SSA) has made efforts to
prepare for the increasing number of retirements it will face but that SSA will need to
ensure continuity of leadership through succession planning.

As with many executive branch agencies, GAO downsized during the last decade,
essentially suspending hiring for several years, and took other steps designed to cope
with mandated budget reductions. We have taken a number of steps to understand and
address our human capital issues since Comptroller General Walker took office,
including the following:
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Analyzed current, past and projected workforce demographics (e.g., age, diversity,
grade/band distribution).

Assessed our human capital framework in five key areas: strategic planning,
organizational alignment, leadership, talent, performance using Human Capital: A
Self-Assessment Checklist for Agency Leaders (GAO/GGD-99-179, September 1999).

Established strategic goals and objectives for human capital that are linked to our
strategic plan.

Created an Employee Advisory Council to discuss current and emerging issues of
mutual interest and concern.

Obtained staff input regarding human capital issues through
e an employee feedback survey;
e our Employee Advisory Council, and
e numerous discussion groups and outreach sessions.

Re-emphasized value of performance management and staff development.

Begun an effort to adopt a modern competency based approach to performance
management.

Inventoried the skills and knowledge of GAO’s workforce.
Reinvigorated the agency’s recruiting and college relations efforts.

Communicated to all staff regularly (e.g., Comptroller General chats broadcast
throughout GAO and voice and e-mail messages) regarding human capital issues,
challenges and changes.

Devoted more resources to training, recruitment and performance awards. This
focus is essential to attracting and retaining the talent we need to complete our work.

Taken steps to increase the amount of succession planning at various levels within
the agency.

. Many federal agencies, including the GAO, according to recent Washington
Post articles, are challenged with an aging workforce, unskilled employees,
and natural attrition. SBA has requested funding to train its employees, but
has not received those funds. Based on your experience, what would be an
appropriate amount of funding for an agency of SBA’s size to handle
workforce transition issues? How does the GAO plan to address its own
human capital issues?
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The funding necessary to provide appropriate training for agencies’ employees, while
related to the number of employees, i.e., the agency's size, can nevertheless vary
considerably from agency to agency depending on the circumstances facing each agency.
As we reported in Human Capital; Design, Implementation and Evaluation of Training at
Selected Agencies (GAO/T-GGD-00-131, May 18, 2000), high performing agencies we
contacted consistently approached the design and implementation of their training and
development programns by (1) identifying the knowledge, skills, abilities, and behaviors
employees need to support organizational missions and goals, and measuring the extent
to which employees actually possess those competencies; (2) designing and
implementing training programs to meet any identified gaps in those needs; and (3)
evaluating the extent to which training programs actually increase employees’ individual
competencies and performance levels as well as overall organizational performance.
Each agency needs to perform such an analysis to make a “business case” for the funding
that is required to meet its particular training needs. As we stated in our testimony on
SBA’s human capital management practices, SBA has taken somwe steps that can support
such an analysis. However, SBA has not completed defining the competencies its staff
need—a key requirement for a fully-informed business case to support funding estimates
for training.

GAO has undertaken or plans several hunan capital initiatives related to skills
imbalances, the aging of its workforce, and attrition patterns. These initiatives include:

e Developing a new competency based performance management system. These
competencies will link directly to pay and help identify training needs. Additionally,
these competencies will be integrated into our recruitment and hiring processes.

+ Conducting an agency-wide knowledge and skills inventory. This information will be
quite useful in workforce planning. It will help identify skill gaps, which will then
guide training, succession planning and recruitment efforts.

¢ Reviewing and updating our training curriculum to address organizational,
behavioral, and technical training needs of our staff.

+ Requesting legislative changes to help address workforce imbalances and realign
GAO's workforce.

» Reviewing apportunities to create incentives to recruit new employees and retain
older employees, including debt relief for school loans, allowing retirement eligible
staff to work part-time and collect a portion of their pension, and letting employees
keep frequent-flyer miles.
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Post-hearing Questions posed by Senator John Kerry, Ranking Member
Comnmittes on Small Business
To the Honorable Aida Alvarez, Administrator
Small Business Administration, Washington, D.C.
Hearing on
“GAQ’s Performance and Accountability Review: Is the SBA on PAR?”

July 20, 2000

Your testimony highlights many successes of the agency, and it is fairly
obvious, even to the most casual of observers, that the SBA is a very
successful agency of the federal government. In terms of the GAD’s
recommendations, what is the agency’s strategy for improvement?

The SBA views the oversight provided by the General Accounting Office {GAO)
as very constructive. Because of the wide ranging subjects of GAQO’s audits, the
number of audits, and the fact that GAO is using SBA as a prototype for its
Performance and Accountability Reviews, the Administrator determined that the
GAO audits and SBA’s response to them as well as follow-up actions, should be
managed centrally by the Chief Operating Officer (COO). The COO at SBA
responds to Office of Inspector General (O1G) audits, serves as the senior
executive directing the agency’s Systems Modernization Initiative (SMI) and
carries out other management activities. The COQ is in a position to view the
agency in its entirety and to ensure that the budget, GPRA plans and reports, and
human resource (human capital) programs and informaticn technology programs
reflect and support the improvements recommended by the GAO.

The overall agency strategy for improvement goes beyond the GAO
recommendations. As described at the hearing, the agency reviews its business
products and processes continuously and has made dramatic changes in the way it
performs its core business. Agency personnel have been asked to take on
different levels of activities and different activities as business processes have
been modified. Furthermore -- because of changes in the lending industry as a
whole, and changing technologies and the growth of the agency’s portfolio (which
in turn requires greater oversight) -- the agency has embarked on an agency wide,
multiyear effort to replace its legacy data systems and upgrade its use of
technology. This effort is known as the Systems Modernization Initiative.

The agency’s strategy fof improvement is to keep reviewing its business products
and processes. This is seen as a continuous undertaking. As part of its strategy,
the agency will continue to focus on its i'nformatiop technology infrastructure and
push its SMI program as aggressively as possible. The agency has also prioritized
training as part of our strategy for workforce transformation and management
improvement. Because so many of the GAO's recommendations require funding
and personnel resources, the agency continues to reflect resource requirements in
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its budget requests and continues to make available resources throughout the year
as resources are identified at monthly reviews of our fiscal status. As GAO
recommendations are made, SBA senior staff attempts to identify available
resources through fiscal reviews as well as through other management
assessments including those of the Business Technology Investment Council
(BTIC).

‘What steps has SBA taken to address the weaknesses cited in GAO’s report,
“SBA Needs to Establish Policies and Procedures for Key IT Processes?

The SBA was aware of the need to improve in many of the areas identified in the
GAO’s report and we had already initiated actions to improve these areas.
Additionally because of our on-going working relationships with the GAO staff
other areas for improvements were identified and discussed with us prior to the
release of the report. We have been aggressively addressing weakness in the
information technology (IT) areas.

The following specific actions have been completed, are currertly underway or

have been planned to correct weaknesses in each of the five IT functional areas
addressed in the GAO report.

Progress in Addressing GAQ's IT Management Recommendations

Review Area Actions Taken
IT Capital A contract was awarded to Booz-Allen & Hamilton in June 2000 to develop
Planning formal procedures for the Selection, Control and Evaluation portions of IT

Capital Investment. These procedures will enable the Agency to strengthen
and streamline the operations and coordination of the IT capital planning
group with the Budget and GPRA.

New procedures and policies will be implemented in phases. The
implementation process will include training for senior managers. The revised
and formally documented IT capital planning process is scheduled for
completion in December 2000.

The SBA is implementing the latest version of the software package (ITIPS-
Information Technology Investment Planning System) to automate the process
and to aid in ensuring the capture of consistent and quality IT capital planning
data.

|

|
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Review Area

Actions Taken

1T
Architecture

The IT Architecture (ITA) document was completed in February 2000.

Draft policy for the maintenance of the ITA has been developed and SBA has
established December 1, 2000 as target date for implementing the ITA
maintenance policy.

A configuration management process is in place for the Loan Monitoring
System {LMS) and all projects under the System Modemnizaticn Initiative will
adhere to the configuration management polices and guidelines being
developed and used for the LMS.

We have hired a Quality Assurance Manager and will be conducting
interviews for an IT Architectural Manager later this month. The job
announcement has closed and we expect selection to be made by September
19, 2000.

Software
Development

SBA’s OIG has reviewed the System Development Methodology (SDM) and
said they were consistent with industry standard. They recommended a few
minor changes and all but one has been implemented.

We are developing a contract to finalize the SDM for agencywide enforcement
beginning December 1, 2000,

We are performing configuration management, acquisition planning, project
tracking and oversight with LMS including regular reviews by senior officials
and the IT Capital Investment Council. This practice will be expanded to other
SM1 projects.

‘We have awarded a coniract to Robbins-Gioia for project management support
for SMI and to review and revise SBA project management methodology.
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Review Area

Actions Taken

Information
Security

As stated in the GAO report, we have increased IT security personnel to 9 and
allocated over $800 thousand for contractor support to conduct security
reviews.

We have conducted a workload assessment that identified and ranks our
systerns based on the threats. We are conducting certification and
accreditation reviews based on this analysis.

Four accreditation and certification reviews have been completed. Policy and
procedures are in place.

A security awareness training course has been developed It is being
converted for delivery via the SBA’s Intranet for easier agencywide access.
The first module is scheduled to be available to employees September 2000.
The remaining three training modules will be made available at 6-week
intervals.

Prototype contingencies were developed based on office size and functions.
These plans will serve as templates to develop specific plans for all $BA
locations. The target date for agencywide complction of contingency plans is
Dec. 31, 2000,

The security standard operating procedure, “Automated Information Security
Program,” SOP 90 47 2, has been updated and issued. It is available to all
employees via SBA Intranet.

We are developing the plans required by Presidential Decision Directives
(PDDs) 63 and 67.

Improved the INTERNET security program by purchasing intrusion detection
software. We are upgrading our existing INTERNET monitoring software
with the latest monitoring technology.

A contract was awarded to a premier computer security consulting firm,
Secure Computing Corporation to perform an initial security assessment of the
Agency’s corporate (non-public) network. We are in the process of awarding
a contract to another highly respected firm in the intelligence community to
perform a penetration test and security assessment of the Agency’s public
network. -

Human
Capital

‘We have researched and identified potential sources to conduct IT skills
inventory and are developing a Statement of Work to be issued.

As part of the workforce transformation project we have identified the “as is™
functions and skills of the IT organizations and have identified a “to be"” model
indicating the new functions and skills that will be needed.
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